NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78137E 
29  April  2016 


JASON  LEOPOLD 

1669  BENEDICT  CANYON  DRIVE 

BEVERLY  HILLS  CA  90210 

Dear  Mr.  Leopold: 

This  is  the  final  response  to  your  Freedom  of  Information  Act  (FOIA) 
request  of  30  May  2014,  and  addresses  the  specific  items  listed  below: 

3)  any  and  all  records  about  the  NSA's  "search"  be  it  manual  or  electronic,  for  emails 
written/ sent  by  Edward  Snowden 

4)  any  and  all  records  that  refer  to  the  search  for  emails  written/ sent  by  Edward 
Snowden,  in  particular,  a  search  for  emails  in  which  Mr.  Snowden  reported  raised 
questions/concerns  about  certain  NSA  programs  and  operations  and/or  raised 
questions/concems  about  the  legality  and/or  illegality  of  certain  NSA  programs  and 
operations; 

7)  any  and  all  records  about  the  type  of  search  the  NSA  conducted  in  order  to  locate 
any  emails  written/ sent  by  Edward  Snowden; 

17)  any  and  all  records  that  refers  to  discussions  about  emails  written/ sent  by  Edward 
Snowden,  particularly  emails  in  which  Snowden  reportedly  raised  questions/concems 
about  certain  NSA  programs  and  operations  and/or  raised  questions/concems  about 
the  legality  and/or  illegality  of  certain  NSA  programs  and  operations; 

18)  any  and  all  emails  that  will  show  where  the  NSA  searched  to  locate  emails 
written/ sent  by  Edward  Snowden. 

We  have  completed  our  search  for  records  for  these  portions  of  your 
request.  These  five  items  of  your  request  that  are  the  subject  of  today’s 
production  significantly  overlap;  for  this  reason,  we  are  unable  to  tie  each 
responsive  record  to  a  particular  item  of  your  request.  The  records  being 
produced  today  are  responsive  to  more  than  one  specific  item. 

Pursuant  to  agreement  by  both  parties,  NSA  has  taken  steps  to  remove 
duplicated  documents.  First,  we  have  removed  exact  duplicates  of  email 
strings  provided  by  more  than  one  person,  as  well  as  documents  provided  in 
one  production  release  that  are  also  related  to  categories  of  information  being 
produced  for  a  later  production  release.  Once  produced,  the  same  document 
will  not  be  reproduced.  Furthermore,  we  are  not  producing  partial  strings  of 
identical  email  chains  when  a  complete  string  is  produced.  That  is,  if  a  chain  of 
20  emails  is  produced,  NSA  will  not  be  producing  as  separate  documents  each 
of  the  19  email  chains  that  occur  below  the  final  email.  Any  emails  containing 
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new  information  or  chains  that  have  been  altered  are  not  limited  in  this 
manner  and  are  produced  as  unique  documents. 

Due  to  a  technical  flaw  in  one  of  our  operating  systems,  a  few 
timestamps  in  the  email  headers  within  certain  documents  were  unavoidably 
altered  by  the  system  during  their  processing  for  this  case.  Those  timestamps 
are  identified  in  reference  stamps  indicating  duplicated  text. 

As  a  result  of  the  Agency’s  review,  certain  information  has  been  deleted 
from  the  enclosures. 

Some  of  the  information  deleted  from  the  documents  was  found  to  be 
currently  and  properly  classified  in  accordance  with  Executive  Order  13526. 
This  information  meets  the  criteria  for  classification  as  set  forth  in 
Subparagraph  (c)  of  Section  1 .4  and  remains  classified  SECRET  as  provided  in 
Section  1.2  of  the  Executive  Order.  The  information  is  classified  because  its 
disclosure  could  reasonably  be  expected  to  cause  serious  damage  to  the 
national  security.  Because  the  information  is  currently  and  properly  classified, 
it  is  exempt  from  disclosure  pursuant  to  the  first  exemption  of  the  FOIA 
(5  U.S.C.  Section  552(b)(1)). 

This  Agency  is  authorized  by  various  statutes  to  protect  certain 
information  concerning  its  activities.  We  have  determined  that  such 
information  exists  in  these  documents.  Accordingly,  those  portions  are  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

In  addition,  some  of  the  information  has  been  deleted  from  the 
enclosures  pursuant  to  the  fifth  exemption  of  the  FOIA.  This  exemption 
applies  to  inter-agency  or  in tra- agency  memoranda  or  letters  which  would  not 
be  available  by  law  to  a  party  in  litigation  with  the  agency,  protecting 
information  that  is  normally  privileged  in  the  civil  discovery  context,  such  as 
information  that  is  part  of  a  predecisional  deliberative  process,  attorney-client 
work  product,  and  attorney-client  privilege.  Please  note  that  the  Agency  has 
not  redacted  all  information  that  constitutes  predecisional  deliberative  process 
material,  attorney- client  work  product,  and  attorney-client  privilege.  In 
accordance  with  FOIA  guidance  promulgated  by  the  Attorney  General  on 
19  March  2009,  NSA  has  only  withheld  that  predecisional  deliberative  process 
material,  attorney-client  work  product,  and  attorney-client  privilege 
information  that  would  cause  a  foreseeable  harm  to  the  Agency’s  internal 
deliberative  processes. 

Personal  information  regarding  individuals  has  also  been  deleted  from 
the  enclosures  in  accordance  with  5  U.S.C.  552  (b)(6).  This  exemption 
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protects  from  disclosure  information  that  would  constitute  a  clearly 
unwarranted  invasion  of  personal  privacy.  In  balancing  the  public  interest  for 
the  information  you  request  against  the  privacy  interests  involved,  we  have 
determined  that  the  privacy  interests  sufficiently  satisfy  the  requirements  for 
the  application  of  the  (b)(6)  exemption. 

Finally,  Exemption  7  of  the  FOIA  protects  from  disclosure  records  or 
information  compiled  for  law  enforcement  purposes.  This  includes 
information  that,  if  released,  could  interfere  with  enforcement  proceedings,  or 
would  reveal  law  enforcement  techniques  or  procedures.  The  information 
withheld  under  (b)(7)(A)  and  (b)(7)(E)  from  the  enclosures  meets  the  threshold 
requirements  for  withholding  under  exemption  7  of  the  FOIA. 

The  Office  of  the  Director  of  National  Intelligence  (ODNI)  has  asked  that 
we  protect  information  pursuant  to  5  U.S.C.  552  (b)(3).  Those  deletions  have 
been  marked  with  the  code  OGA  (Other  Government  Agency).  Any  appeal  of 
the  denial  of  that  agency’s  information  should  be  directed  to  ODNI. 

Correspondence  related  to  your  request  should  include  the  case  number 
assigned  to  your  request,  which  is  included  at  the  top  of  each  page  of  this 
letter.  Because  this  FOIA  request  is  the  subject  of  litigation,  please  direct  any 
related  correspondence  to  the  NSA’s  litigation  counsel,  Brigham  Bowen,  at  the 
United  States  Department  of  Justice. 


Sincerely, 

JOHN  R.  CHAPMAN 
Chief,  FOIA/ PA  Office 


Ends: 

a/s 


U.S.  Department  of  Justice 

Civil  Division 
Federal  Programs  Branch 

Mailing  Address  Overnight  Delivery  Address 

P.O.  Box  883  20  Massachusetts  Ave.,  N.W. 

Washington,  D.C.  20044  Washington,  D.C.  20001 


Tel:  (202)514-6289 
Fax:  (202)616-8470 
Brigham.Bowen@usdoj  .gov 

BY  ELECTRONIC  MAIL 


June  3,  2016 
Jeffrey  Light 

LAW  OFFICE  OF  JEFFREY  L.  LIGHT 
1712  Eye  St.,  NW 
Suite  915 

Washington,  DC  20006 
202.277.6213 

RE:  Leopold  v.  NSA,  No.  14-cv-919  (D.D.C.) 

Dear  Jeffrey: 

In  response  to  inquiries  your  client  has  made  to  NSA  through  public  affairs  channels,  I 
relay  the  following  from  NSA,  along  with  the  attached  three  documents. 

1.  DOCID  4228926:  this  document  was  produced  in  the  July  2015  production  and,  in 
fact,  included  in  Plaintiffs  article  from  August  19,  2015  entitled  “NSA  Finds  New 
Snowden  Emails-  But  They're  Not  About  His  ‘Concerns’  with  Surveillance.”  One  of 
Plaintiffs  questions  suggests  he  did  not  receive  the  document.  For  his  convenience,  we 
are  providing  another  copy  here. 

2.  DOCID  4301740:  this  is  a  reprocessed  version  of  the  document  previously  released  as 
4294915,  with  corrections  on  P.  7  and  P.  15  corresponding  to  incorrectly-placed  redaction 
boxes  for  text  that  overlapped  with  other  records.  The  P.  7  correction  addresses  a 
problem  correctly  noted  by  the  Plaintiff  in  the  questions  he  recently  sent  regarding  the 
April  2016  production. 

3.  DOCID  4301870  this  is  a  reprocessed  version  of  the  document  previously  released  as 
4295018.  The  redactions  have  not  changed.  The  only  change  is  the  text  box  on  P.  5 
showing  that  text  is  redacted  because  it  overlapped  with  information  from  former 
4294915,  which  is  now  4301740  because  of  the  reprocessing  cited  above. 

Additionally,  we  offer  the  following  explanation  regarding  4294921.  In  the  April  2016 


NSA  response,  the  Agency  noted  that  due  to  a  technical  flaw  in  an  operating  system, 
some  timestamps  in  email  headers  were  unavoidably  altered.  Another  artifact  from  this 
technical  flaw  is  that  the  organizational  designators  for  records  from  that  system  have 
been  unavoidably  altered  to  show  the  current  organizations  for  the  individuals  in  the 
To/From/CC  lines  of  the  header  for  the  overall  email,  instead  of  the  organizational 
designators  correct  at  the  time  the  email  was  sent. 

Please  let  me  know  if  you  have  any  questions. 


Enc. 

DOCID  4228926 
DOCID  4301740 
DOCID  4301870 
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DOCID:  4272115 


Secure: 

Outside:! 


74/5047 


ATTORNEY  CONFJOENTIAUTV  NOTICE.  The  information  contained  in  this  email  and  arty  accompanying  attachments 
constitutes  attorney  work  product  anef/cr  client  advice,  which  are  legally  privileged. 


From 


Classification 


(b)  (3)  -P.  L,.  06-36 

ueputy  Assoc i are  CC,  Litigation 
NSA  Office  of  General.  Counsel 
963-5047  (secured 

(unclassified) 

_ _ |(STE) 

**  ATTORNEY  WORK  PRQDUCl //ATTORN  RY  CLIEN  T  COMM UNICATION//PMVILEGED 

COMMUNICATION** 


Not  to  bo  released  without  OGC  approval. 


From:  Blaskowski  Paul  J  NSA-DJ4  USA  CIV 
Sent:  Thursday.  May  29, "2014  2:12  PM 

To  j  ftSA-D28  USA  CIV;  Sherman  David  1  Dr  NSA-DYUSA  CIV 

Cc:  Phillips  Pamela  N  NSA-DJ4  USA  ClVj  ~liSA-D2S  USA  CIV, 

|^I5 A- P28  USA  CIV;  Blacker  Cindy  £  NSA-DJ41  USA  CIV 
Subject:  RE:  (U)  NEC  News  Freedom  of  Information  Act  Request 


Classification: 


[bl  (31  -P.L..  66-36 
{bUSO 


DOCID:  4272115 


From: 

Sent: 

To: 


Subject: 


J _ JNSA-D2S  USA  CIV 

Tnursday,  May  29,  2014  5:08  PlVr 

_ NSA-D2B  USA  QV:  Elaskowski  Paul  J  JMSA-DJ4  USA  CIV;  Sherman  David  J 

Dr  NSA-DJ  USA  CIV 

Phillips  Pamela  N  N5A-DJ4  USA  GV.  N5A-D2S  USA  OVv 

1 N  S  A-  D2  3  U  SA  G  V;  B  lacker  Ci  n  riy  S  NS  A  -  DJ4 1  USA  G  V 
RB:  (U)  NBC  News  Freedom,  erf  Information  Act  Request 


Classification: 


D eputy" Associate  GC ,  Litigation  PrLjr 

NSA  Office  of  General  Counsel 
363-5047  (secure) 

( unclassified) 

_ JSTE} 

**  ATTORNEY  WORK  PRO  DUCT//  ATTORNEY  CLIENT  COMMUNICATT  ON//PRTVTTEGED 

COMMUNICATION** 
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Not  to  be  released  without  OGC  approval. 


From!  _ JNSA-D28  USA  CIV 

Sent:  Thursday  May  29,  2014  2:20  PM 

Toil  |  NSA- D 28  USA  CIV;  Blaskowski  Paul  -]  HSA-DJ4  USA  CIV;  SI 

Cc;  Phillips  Pamela  N  NSA-DJ4  USA  CIV;|  "  "Tl£A-D28  USA  QV; 

Blacker  Cindy  S  NSA-DJ41  USA  CIV  - 

Subject:  RE:  (U)  NBC  News  Freedom  of  Information  Act  Request 


A-DJ  USA  OV 
15A-D23  USA  QV; 


Classification: 


Attorney 

Litigation  Practice  Group 
Office  of  General  Counsel 
D23,  Rm  2B6106,  QPS2B,  Suite  6273 


(b) (3) -P, L.  86-36 
fb)  (5} 


m 


roved  for  Release  by  MSA  on  02-05-2016.  FOIA  Case  #  7813' 


DOCID:  4272115 


V/R, 


Paul  J  Blaskowsjki 


Deputy  Chief,  DJ4 

freedom  of  Informetmn  smd  Privacy  Office 


OP52A,  2A1118,  Suite  524g 
Personal;  9 6 6-40 7 2s  /J 
Office:  963-5S27s//| 
SiPRWet  Eirii 
I nte met  EmaiS:| 

FAX:|  l- ^ 


(3)  -P  .  I,.  86-36 


From:  _ JA  NSA-D28  USA  CIV 

Sent:  iTTurscfavv  May  29,  2014  1:26  PM 

To:  Sherman  David  1  Dr  NSA-DJUSA  CIV  _ 

WSA-DJ4  USA  gV:  Bla  skews  k;  Paul  J  NSA-DJ4  USA  CIV  NSA-D28  USA  CIV; 

SA-D23  USA  Civj  |NSA-P2B  USA  CIV;  Blacker  Cindy  S  NSA-DJ41  USA  CIV 

Subject:  RE:  (U)  NBC  News  Freedom  of  Information  Act  Request 


v/r 


^  '(b) (3) -P.L.  86-36 

Deputy  Associate  GC,  Litigation  (5j 

NSA  Office  of  General  Counsel 

re) 

unclassified) 

STE) 

"ATTORNEY  WORK  PRO  DUCT//  ATTORNEY  CLIENT  COMM  UN  I C  ATI  O  N//PR I VI L  £  G  E  D 

COMMUNICATION" 

\b)  {3.1. -p  .1.36-36  Not  to  be  released  without  OCC  a pprovaL 


From:  Sherman  David  J  Dr  NSA-DJ  USA  CIV 
Sent:  Thursday,  May  29,  2014  1:15  PM 

Tot  INSA- D28  USA  CIV  , - - , 

Cc:  Phillips  Pamela  N  NSA-D14  USA  CIV;  Blaskowski  Paul  3  N5A-DJ4  USA  CIV,  NSA-D28  USA  CIV; 
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L 


NSA-D23  USA  CIV; 


Subject:  RE;  (Uj  NBC  News  Freedom  of  Information  Act  Request 


JNSA-D28  USA  CIV,  Blacker  Cindy  5  NSA-DJ41  USA  CIV 


Classit  icat.ion : 


(Uy/fQiJO)  I  t-ke  t  you  mean  our  initia!  written  confirmation  that  the  NBC  request  has  been  received  and  we  are 
working  on  it.  I'il  need  DJ4  to  execute. 


(L/rrOUOH  aiso  would  appreciate  your  view  on[ 


Dave 

«  File:  Snowden  USSID  IS.  Redatted.pdf » 
David  J,  Sherman 

Associate  Director  for  Policy  and  Records 
National  Security  Agency 
Room  2 AOS 5 S 


(b>(3}-P.L.  86-36 
lb)  (5) 


969-2S5C  [secure) 

(commercial) 


From: 


NSA-D28  USA  CIV 


Sent:  Thursday,  May  29 r  2014  l:G8  PM 
To:  Sherman  David  J  Dr  NSA-DJ  USA  QV 

Cc:  Phillips  Pamela  M  NSA-DJ4  USA  aV;  Blaskowski  Paul  1  NSA-DJ4  USA  CIV 


JNSA-D23  USA  CIVf 


_JJSA-D28  USA  CIV 


Subject:  FW:  (U)  NBC  News  Freedom  of  Information  Act  Request 

Importance:  High 


04SA-D28  USA  CIV; 


Classification:  UNCLASSIFIEDffPOR~OPPtetAirtj3C  ONLY  ■ 

Dave  -since  this  :s  going  out  through  PAO  to  the  WH  and  NBC  right  now,  we  need  Lo  follow  up  today  with  a  standard 
written  response. 


lb) {3}- P.L.  36  36 


Deputy  Associate  GC,  Litigation 
NSA  Office  of  General  Counse. 
363-5047  (secure} 

(updassified} 
(STE) 


*  ATTORNEY  WORK  PRO  DUCT// ATTORNEY  CLIENT  COMM  UNIC  ATI  ON//PRTVTLEGED 

COMMUNICATION** 
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Not  to  be  released  without  QGC  approval. 


m 


Hi) (3) -P. Li  86-36 


From:  Sherman  David  J  Dr  NSA-DJ  USA  CIV 
Sent:  Thursday,  May  29,  2014  9:12  AM  . 

To;  Grimes  Arlene  U  NSA-DN  USA'  CIV 
Cc:| 


NSA-D  USA  CIV:  DL  media  lea  ks^core  (ALIAS)  D;  De  Rajesh  NSA-D2  USA  CIV; 


NSA-D2  USA  ClV;j - - - ]n5A-D28  USACIV;  DL  pan  (ALIAS)  DN3;  D  DIR  STAFF;  Ledgett  Richard  H  Jr  NSA-D 

USA  CIV:  DL  ddir  staff  (ALIAS)  S;  Fleisch  Frances  1  NSA-D  USA  GV;  DL  EEXDIR_5TAFF  (ALIAS)  D;  Brooks  Elizabeth  R 
NSA-DC  USA  CIV;  Soule  Trumbull  D  NS  A- DC  USA  CIV:  DL.  ccs_staf?  (ALIAS)'  DC;  DL  OGC  MediaLeaks  (ALIAS)  D23: 


Bauman  Ethan  L  NSA-D L  USA  QV; 

F  N SA-D4  USA  CIV:  Richards  Rebecca  .1  N^A^TTI^a  riv 
USA  CIV; 


JMSA-DL,  USA  CIV:  Delong  John  M  NSA-D4  USA  QvJ 


NSA-D2B  USA  GV; 


J45A-D5  USA  CIV; 


USA-D23 


fjSA-D2B  USA  CIV;  Kuntz  Cheryl  R  NSA-DJ  USA  CIV;  Phillips 


Pamela  N  NSA-DJ  A  USA  CIV;  Blaskowski  Paul  J  N5A-DJ4  USA  CIV;  Blacker  Cindy  S  NSA-DJ41  USA  CIV 
Subject:  (U)  NBC  News  Freedom  of  Information  Act  Request 


Classification 


UNCIASSIFIED/-/FOO0 


Arlene: 

(L///fOUOy  Vou  asked  whether  NBC  has  filed  a  FOIA  with  NS  A  with  regard  to  Mr.  Snowden's  communications  with  NS  A. 

(U//rOUO)  It  ha$.  Specifically,  one  was  filed  Monday  via  the  FOIA  page  on  the  N5A  public  website  ay  Matthew  Cole  of 
NEC  News.  It  seeks: 

"Any  and  all  emails,  documents  or  any  other  form  of  communication  sent  by  or  from  EDWARD  SNOWDEN  to  the 
Qrfice  or  General  Counsel,  or  equivalent,  or  to  any  lawyer  or  legal  office  'within  the  agency  during  the  years  2012 
and  2012,  as  well  as  any  communication  in  response  to  Mr.  Snowden" 

(U//r0UOfWe  have  been  in  telephonic  contact  with  Mr.  Cole  to  confirm  receipt  of  this  request.  We  will  follow  up  with 
written  acknowledgement  within  a  few  days.  The  nexG  step  will  be  to  task  out  a  formal  search  for  responsive 
documents.  I  am  aware  that  one  has  been  surfaced  separately, 

Dave 

David  J.  Sherman 

Associate  Director  for  Policy  and  Records 
National  Security  Agency 
Room  2AQ8S3 


969-2S50  (secure) 

{commercial}  -  -  ■  -  '  fb)  (3)  p.l.  B6-36 


Classification:  UNCLASSIFIED// FOUO 


Classification :  DWCLASSIF: 
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Classification:  UNCLAS5IFIED//rOR  omCIAL  UCC  ONLY 

Classification :  UNCLASSIFIED/ / TOUO — 

Classification:  UNCLASSlFIEDf/rOR  OFFICIAL  USE  ONLY 
cl  ass  if  icati  orii  unclassified/  /  fo~jq- 

Classification:  UNCLASSiFIEDI/FOR  OmCIAL  UGE  ONL-Y 
Classification:  UNCLASSIFIED//rOR  OFFICIAL  U3E  ONLY 
Classification:  UNC LAS S I F!  E D//F 0 R  OmCIAL  USE  ONLY 
Classification:  UNCLASS  I  FI  ED//FOR  OFFICIAL  USE  ONLY 
Classification:  UNCLASSIFIED/FOR  OfflCIAL  USE  ONLY 
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DOCID:  4272116 


PL  F^OMgdia  fAL. 


m:  (U}  ft'SA:  Snomian  AHegafen  ' 
Tuesday,  Apr  I  06,  2C13  3:59:41  PM 


Subject 

Hate: 

Attachments 


Classification 


Team 


Media  LftaVs  issk  Forte 

Noiional  Security  Agency/Cenlial  Security  Se-vce 

OPS  2B  ZBSOhO 

JWICS  I  pnsaJ.c  gov 

UNCL  1  l@nsg.gov  ' 

NSTS  3&Q-5CC6 
BLACK  f 


From: _ JnSA-D  USA  CIV 

Sent:  I  uesday,  April  G8r  2014  3:35  PM 

To:  Regers  Michael  S  NSA-D  USA  USN;  Lefaett 


USA  OTV:  De  Raiesh  NSA-D2  USA  CtVf  ^ISA-Dl  JSA  CIV; 

USA  CIV: I  NSA-DL  USA  OV  . 

Cc!|  ~~NSA-Q31JSA.  CIV;  Ensor  Leoinel  K  N5A-Q  USA  CIV. 

USA "nvl  [nSA-03  USA  CIV;  DL  media  lea  k5_core  (ALIAS)  D;  0 

USA  QV;!  P€A-D2  USA  CIV; 

TTStrnVl  !  USA-031  USA  CiV:l  N^A-g31 

|  1  ika'uvJ  _ _  tolMUiliL  _ 

tNSA-D  IJgEUVl  N5A  USAqy;L  I 

NSA-0  USA  CIV;  Bauman  Ethan  L  NSA-DI  USA  CIV;  f _ 

Subject:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification 


DDIR 

ExecDlR 

CC,D/Gt 


nmvP:-r  fo-  Release  bv  ^SA  on  Q2-05-20iiTFOIA  Case  #  7813 


DOCID:  4272116 


LAGrD/LAO 


(U//TDUQ)  This  Thursday  Vanity  Fair  plans  to  publish  in  its  May  issue  a  long  anticipated  article  on 
the  Edward  Snowden  case.  DDiR  Ledgett  is  among  government  officials  interviewed  for  the  article. 
The  preview  information  is  attached.  MSA  has  not  seen  the  full  article  and  doesn't  expect  to  before 
it  is  published. 


(U//r0U0j  The  preview  quotes  Snowden  responding  to  statements  that  he  made  no  formal 
complaints  about  his  concerns  regarding  NSA  activities, 

'■'The  N.5.A.  at  this  point  not  only  knows  I  raised  complaints,  but  there  is  evidence  that  I 
made  my  concerns  known  to  the  N.S.A/s  lawyers,  because  I  did  some  of  it  through  e-mail.  1 
directly  challenge  the  M.S.A,  to  deny  that  I  contacted  N.S.A.  oversight  and  compliance  bodies 
directly  via  e-mail  and  that  I  specifically  expressed  concerns  about  their  suspect 
interpretation  of  the  law,  and  I  welcome  members  of  Congress  to  request  a  written  answer 
to  this  question  [from  the  N.S.A.]/' 


•  {C//PQSS  Low  Enforcement  Serisitwe*-  All  of  MSA's  forensic  analysis  and  multiple  interviews  of 
personnel 


Hnauc  failed  to  produce  any  evidence  of  Snowden's  claim  that  he 


reported  concerns  to  anyone.  The  closest  thing  to  any  engagement  by  him  on  this  topic  was  a  web- 
based  query  to  the  OGC  submitted  in  April  2013  while  he  was  at  MSA  Washington  training  for  his 


National  Threai  Operations  Center  [NTOC)  job. 

(UZ/FStdOtHere  is  his  request,  submitted  on  5  April: 


0=)  {35  p.l. 
(■£)  (7)  (E) 
(b>  fa) 


$6-36 


Message:  Hello,  ]  have  a  question  regarding  the  mandatory  USSID  10  training. 


The  training  states  the  following: 


(0)  The  Hierarchy  of  Governing  Authorities  and  Documents  is  displayed  mom  the 
highest  authority  to  the  lowest  authority  as  follows: 

U.S.  Constitution 

Federal  Statutes/ Presidential  Executive  Orders  (EO) 

Department  of  Defense  (DoD)  and  Office  of  the  Director  of  National  Intelligence 

(ODNI)  Regulations 

MS  A /CSS  Directives  and  Policies 
USSIDs 

SID  Management  Directives  and  Pol  ides 
Office  Policies 


I’m  not  entirely  certain,  but  this  does  not  seem  correct,  as  it  seems  to  imply  Executive 
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Orders  have  the  same  precedence  as  Saw,  My  understanding  is  that  ROs  vnay  be 
superseded  by  federal  statute,  but  EOs  may  not  override  statute.  Am  I  in  correct  in 
this?  Between  EOs  and  laws,  which  have  precedence? 

Similarly,  .between  00D  and  0DNI  regulations;  which  has  greater  precedence? 


Could  you  please  clarify? 


Thank  you  very  much, 
Ed 


And  here  is  the  response  he  received  from  an  OGC  attorney  on  8  Aprik 
Hello  Ed, 

Executive  Orders  (E.O.s)  have  the  "force  and  effect  of  law."  That  said,  you  are  correct 
that  E.O.s  cannot  override  a  statute. 


In  general,  DOD  and  ODNI  regulations  are  afforded  similar  precedence  though  subject 
matter  or  dale  could  result  in  one  having  precedence  over  another. 


Please  give  me  a  call  if  you  would  like  to  discus*  further 

'(js)  (Si  °*L.  86-36 

(£>V(b) 

Regards, 


NOTH  IMG  FOLLOWS 


luAfeuet 
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Media  Lea&s  task  rurte 

Manorial  Secur.ty  Agertey/Csniral  Security  Sendee 
OPS  2B  2 B  1=1090 


JWICS 

■Zfrnsa.ic.aov 

UNCL  j 

|a>ns  3.00-v 

NETS 

865-501 1 

BLACK 


asrSSi- 


C I  ossified  By: 


DOGID:  4272116 


Derived  from.  NGA/COCPjI  1'52- 
— BdlecJ.  2007Q166- 
Doclaooity  On:  20000401- 


Classification:  -OONnDQ^TIAL.dNQrORN- 

Ciossificd  By: _ 

Drived  "From:  NSA^CGOM  1-52 — 
-Dated-;  200701-08-  - 
Declassify  On.  2CCQG4Q1 


Classification:  C 0 N fi D E N T 1 A L//N C i~ Q R K 


■(b)  (3)  P-L.  @6-36 


DOCXD :  4272116 


Full  article  not  available  till  10  April. 
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Photo  Illustration  by  Sean  McCabe. 

"‘Every  person  remembers,  some  moment  in  their  life  where  they  witnessed;  some  injustice, 
big  or  small,  and  looked  away,  because  the  consequences  of  intervening  seemed  too 
intimidating,"  former  National  Security  Agency  contractor  Edward  Snowden  tells  Vamty 
Fair  about  bis  motivation  for  leaking  tens  of  thousands  of  secret  documents.  But  here  s  a 
limit  to  the  amount  of  incivility  and  inequality  and  inhumanity  that  each  individual  can 
tolerate.  I  crossed  that  lire.  And  I’m  no  longer  alone." 

Snowden’s  extensive  response  is  part  of  a  20,000 -word  narrative  in  Vanity  fairs  May  issue, 
by- special  correspondent  Bryan  Bur  rough  and  contributing  editors  Suzaima  Andrews  and 
Sarah  Ellison,  Tire  arLicie  is  the  first  comprehensive  account  -  bolstered  by  interviews  with 
dozens  ofkev  pi  avers— providing  an  inside  look  at  how  a  gecky  dropout  from  the  Maryland 
suburbs  found  himself  alone  in  a  Hong  Kong  hotel  room,  releasing  some  of  America  s  most 
carefully  guarded  secrets  Lo  the  world, 

Snowden  writes  to  Vanity  Fair  about  theN.S.Ads  allegations  that  ho  never  filed  a  formal 
complaint  (and  directly  challenges  it  to  deny  he  contacted  internal  oversight);  about  why 
he's  not  a  spv;  about  what  he  calls  the  “post -terror  generation  s  views  on  defending  the 
Constitution;  about  the  crucial  ways  in  which  he  differs  from  WikiLeaks  founder  Julian 
Assange;  about  his  amusement  at  being  labeled  a  right-winger;  and  more. 
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Among  the  highlights  of  Snowden’s  response: 

Snowden  challenges  allegations  that  he  never  ffled  a  formai  coinptamt  about 
the  N.S.A.  to  internal  oversight  anti  compliance  bodies;  N.S.A.  deputy  onectoi  Kick 
Udgett  who  led  the  internal  investigation  of  Snowden,  claimed  Snowden. made  no  tormn 
complaints.  And  if  he  complained  personally  to  anyone,  Ledgett  tells  Vamty  Fair,  he  or  she 
lias  not  acknowledged  it. 

Jn  response  to  this  claim,  Snowden  replies,  “The  N.S.A  at  this  point  not  only  knows  I  raised 
complaints,  but  that  there  is  evidence  that  I  made  my  concerns  known  to  the  -  S-  h 
lasers,  because  I  did  some  of  it  through  e-mail.  1  directly  challenge  theN.SA  to >den>  l 
1  contacted  N.S.A.  oversight  and  compliance  ho  dies  directly  via  e-mail  and  that  I  specifically 
expressed  concerns  about  their  suspect  interpretation  of  the  law,  and  I  welcome  members  o 
Congress  to  request  a  written  answer  to  this  question  [from  the  N.S.A.J. 

When  asked  about  his  initial  reaction  to  the  revelation  that  Snowden  thert|Ledgett 
Leiis  Vanity  Fair  there  was  a  personal  sense  of  betrayal,  stating,  It  was  like  getting  kicked  m 

the  stomach.” 

On  using  his  personal  credit  card  in  Hong  Kong  to  prevent  spy  accusations: 

Snowden  tells  Vanity  Fair  that  when  bo  checked  into  the  Alira,  a  hotel  m  Hong  Koijg . 
Kowloon  district,  he  used  his  personal  credit  card  so  the  government  could  immediately 
verify  he  was  entirely  seif -financed,  was  independent  and  had,  overtime, 
enough  financial  resources  to  survive  on  his  own  without  assistance  He  writes,  -ly  P 
was  that  avoiding  ambiguity  would  prevent  spy  accusations  and  create  more  room  tor 
reasonable  debate.  Unfortunately,  a  few  Of  the  less  responsible  membei  s  ofCongr  _ 
embraced  the  spy  charges  for  political  reasons,  as  they  still  ao  to  tins  day.  But!  don  t  think  it 
S  Idea  .ta-J  even  if  they  won’t  say  if  in  pdblt =,  tedligence.™—  y  oftaak 
are  regularly  confirming  to  journalists  off  the  record  that  they  know  with  a  certainty  that  1 
am  not  an  agent  of  any  foreign  government.  * 

On  rumors  concerning  the  number  of  documents  he  has:  Snowden  cautions  about 
some  of  the  numbers  that  investigators  have  publicized,  especially  the :i_7 ^re> 
which,  he  tells  Vanity  Fair ,  is  "simply  a  scare  number  eased  on  an  \n  f  ^  at  the 
metric:  everything  that  1  ever  digitally  interacted  wilt  m  my  career.  He  add^  I*ok  at  the 

language  officials  use  in  sworn  testimony  about  these  records;  could  have,  max  nave, 
‘potentially  I  They’re  prevaricating .  Every  single  one  of  those  officials  knows  I  no  in  have  -7 
million  files,  but  what  are  they  going  to  say?  What  senior  official  is  going  logo 
Congress  and  say,  'We  have  no  idea  what  he  has,  because  the  N.SA  s  auditing  of  s^tuns 
holding  hundreds  of  millions  of  Americans’  data  is  so  negligent  that  any  high-school 
dropout  can  walk  out  the  door  with  it? 

“I  know  exactly  how  many  documents  I  have,"  Snowden  continues  {Jr  “*er 

players  involved,  “I’m  not  sure  we’ll  ever  know  who  has  what,  The  Guardian  s  U.h,  editor, 

Janine  Gibson,  says. 

On  what  he  calls  the  “post -terror  gencrationV;  views  on  defending  the 
Constitution:  “What  we’re  seeing  today  in  America  is  a  new  political  movement  that 
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crosses  party  lines.  This  post -terror  generation  rejects  the  idea  that  we  have  to  burn  down 
our  village  in  order  to  save  it— that  the  only  way  to  defend  the  Constitution  is  to  tear  it  up. 

On  allegations  that  he  has  (ia  doomsday  cache"  in  his  possession:  In  response  Lo 
whispers  in  the  intelligence  community  that  Snowden  has  "a  doomsday  cache  m .  is 
possession,  Snowden  retorts,  "Who  would  set  up  a  system  that  incentive  others  to  kill 

them?” 

On  the  crucial  ways  he  differs  from  WikiLeaks  founder  Julian  Assange:  “We 

don't  share  identical  politics.  I  am  not  anti-secrecy.  I’m  pro -accountability.  I  vc  made  nmin 
statements  indicating  both  the  importance  of  secrecy  ana  spying,  and  my  support  lor  the 
working -level  people  at  the  N.S.A,  and  other  agencies.  Its  the  senior  officials  you  have  to 

watch  out  for.” 

Whv  he  admires  WikiLeaks:  "They  run  toward  the  risks  everyone  else  runs  away  from. 
No  Other  publisher  in  the  world  is  prepared  to  commit  to  protecting  sources  even  other 
journalists'  sources^-  the  way  WikiLeaks  is. 

On  how  he’s  amused  by  reports  of  his  “right-wing  politics"  and  would  describe 
his  political  thought  as  “moderate”:  Snowden  tells  Vamty  Mir  he  s  amused  by  reports 
of  his  “right-wing  politics,  based  on  what  seem  to  be  Internet  rumors  and  third-hand 
information.'*  lie  continues,  Td  describe  my  political  thought  as  moderate. 

Sources  close  to  the  situation  discuss  Snowden’s  living  arrangements  in 
Moscow  and  his  desire  to  he  granted  asylum  in  Germany  or  another 
democratic  state:  Otic  source  close  to  Snowden  tells  Vanity  Fair  that  he  and  WikiLeaks 
Staffer  Sarah  Harrison  moved  multiple  times  and  atone  point  lived  with  an  American  family 
outside  Moscow.  Snowden  and  Hams.ion’s  time,  together  “was  a  little  bit  of  a  love- _a 
thing;  says  a  person  close  to  WikiUaks.  "They  were  stuck  m  close  quarters  there  foi  a  long 
time  "  Snowden  is  fastidious  and  Harrison  is  not,  this  person  says.  Harrison  moved  to  Belli 
in  November,  but  shortly  before  she  did,  a  German  politician  had  dinner  with  her  and  ^ 
Snowden,  who  expressed  a  desire  to  be  granted  asylum  in  Germany  or  another  democratic 
state.  Mostly,  the  politician  says,  Snowden  wished  he  could  go  home. 

For  the  full  story',  suhserihe  now  and  gfgtLhedigital  edition,  available  April  10 
for  download. 
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From: 


Green  Wilier  Marci  L  NSA-DNl  USA  CIV 


Thursday.  May  29.  2014  2:OB  PM 

NEA-02  USA  QV:|  |lMSA-D4  USA  Civj 

M  N5A-US4  USA  OV;  DL  PAOMedia  (ALIAS)  DN1;  DL  OGC_MediaLeaks  (ALIAS)  D23;  DL 
QDQCjVlc'dialeaks  (ALIAS)  D4 

,  |nSA-F1Y  USA  CIV;  j  |NSA-SUl2i  USA  CIV; 

h5A-D2g  USA, CIV]  [\I5A-D23  USA  CIV' 

RE:  (U)  ACTION:  Request  for  Information  in  Support  of  Media  Leaks  Action' (1) 


Subject: 


Classification 


Thank  you!  DNIis  pushing  \t  now 


(U)  Morci  L  Green  Miller 
N5A  Public  Affairs  Office 
Personal]  k /969»?S03  S 

PAO  Office:  443-634-0721  B  /  969-7499  S 
Media  Line:  301-683-6524 
BLackBerrv:!  [ 

Unclass  email:  mlgree3@nsa,gov 


From 


_ NSA-D2  USA  QV 

Sent:  Thursday,  May  29,  2014  2:07  PM 
To:  Green  Miller  Marci  L  NSA-DNl  USA  OV 


_ _  NSA-D4  USA  CIV:  I 

DL  PAOMedia  (ALIAS)  DNl;  DL  OGC,.  Media  Leaks  (ALIAS)  D23;  DL  GDQC  Mediafeaks  (ALIAS)  D4 
,Cc:|  MSA-FIY  USA  CIV;  I  [HSA-S0121  USA  CIV; 

|NSA-D23  USA  CIV  - 

Subject:  RE:  (U)  ACTION:  Request  for  Information  in  Support  of  Media  Leaks  Action 


Classification: 


March 

Confirmed  with  our  Litigation  practice  group  that  the  copy. provided  is  fine  to  post  on  the  website  with  OGC’s 
organizational  designator,  phone  numbers  and  room  number. 


Office  Manager  to  the  Deputy  General  Counsels 
Office  of  General  Counsel  (D2) 

963-5543]  1 

OPS2B2BS14Q.  Suite:  5250 
(UtfFQUO)  iVW  Drop  box 


3) ££-B6 


From:  Green  Miller  Marci  L  NSA-DNl  USA  CIV 

Sent:  Thursday,  May  29,  2014  2:01  PM  _ _ 

Toj  [NSA-D4  USA  GIV;|  '  INSA-D2  USA  CIV; 

PAOMedia  (ALIAS)  DNl;  DL  OGC  MedraLeaks  (ALIAS)  D23:  PI  GDOC  Medialeaks  (ALIAS)  D4 
Ccj  JNSA-F1Y  USA  QV;|  |N5A-S0l2l  USA  CIV;  | 

Subject:  RE:  (U)  ACTION:  Request  for  Information  in  Support  of  Media  Leaks  Action 


1SA-DS4  USA  CIV;  DL 


JSA-D28  USA  CIV 
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Classification:  UNCLASS1FIEDAFOR  OFFICIAL  USE  ONLY 

GC  has  provided  approval  to  post  the  document  as  it  was  provided  to  FAQ. 

Marci 


(U)  tVlard  L.  Green  Miller 
NS  A  Public  Affairs  Office 
Personal: 


B  /  969-7503  S 


PAO  Office:  443-634-0721  B  /  969-7499  S 
Media  Line:  301-658-6524 
BlacfcBerryf _ 


Unclass  email:  nnleree3@nsa.gov 

From: 


NSA-D4  USA  CIV 


Sent:  Thursday,  May  29,  2014  2:00  PM 
To:  Green  Miller  Marci  L  NSA-DNl  USA  CIV;[ 


NSA-D2  USA  CIV;l 


DL^PAOMedfa  fAI  IAEA  DN1;  DL  0GC  Media  leaks  (ALIAS)  D23:  DL  QDQC  Media  leaks  { ALLAS’)  P4 


Cc: 


‘JSA-FIY  USA  CIV; 


NSA-S0121  U.SA  CIV; 


]NSA-DS4  USA  CIV; 
f^SA-D2S  USA  av 


Subject:  RE:  (U)  ACTION:  Request  for  Information  In'  Support  of  Media  Leaks  Action 

Classification:  UNCLASS  I  FI  ED, VTOR  OFFICIAL  USE  ONLY 

Marci, 

Suggest  confirming  with  OGC  that  keeping  OGC$  organizational  designator-,  phone  numbers  and  room  number 
unredacted  is  appropriate. 


(u//rouo) 


Training  Program  Manager 
Office  of  the  Director  of  Compliance,  D4 
OPS  2: 2B8054 


From:  Green  Miller  Marci  L  NSA-DNl  USA  CIV 
Sent;  Thursday,  May  29.  2014  1:38  PM 

jNSA-D2  USA  crv^- 


To: 


OGC  Media  Leaks  (ALIAS!  D23;  DL  ODOCJtecli&leafcs  (ALIAS)  D4 
Cc:  f  INSA-F1Y  USA  CIV;|  INSA-SQ121  USA  CIV;| 


|ISAtDS4  USA  CIV;  DL  PAO  Media  (ALIAS)  DN1;  DL 

NSA-D28  USA  CIV 


Subject:  RE:  (U)  ACriON:  Request  for  Information  in  Support  of  Media  Leaks  Action 

Classification:  UNCLASSIF1ED//FOR  OITICIAL  UGE  ONLY 


2 
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AM, 

We  are  going  to  post  the  email  to  nso.gov  and  It  on  the  Record  ASAP,  is  there  any  issue  with  posting  as  it  appears  in  the 
this  attachment? 

Please  advise  ASAP. 


Mard 

(U)  Marti  L  Green  Mifler 
NSA  Public  Affairs  Office 
Personal: 


B/ 969-7503  5 


PAO  Office:  443-634-0721  B  /  969-7499  S 
Media  Line:  301-638-6524 
BlatkBerry: _ 


fin  class  email*  m|^ree3ginsa.RQv 


JlSA-D2  USA  CIV 


From 

Sent:  Thursday.  May  29.  20M  1-2:56  PM 

Toil  JYSA-DS4  USA- CIV;  DL  PAOMedia  (ALIAS)  DNl-DL  QGQlMediaLcaks  (AUAS)  D23;  DL 


QDOC  Media  leaks  (ALIAS)  D4 
Cg\ 


NSA- FI  Y  USA  CIV. 


-NSA-S0121  USA  aV; 


Subject:  RE;  (U)  ACTION:  Request  for  Intorrination  Itt  bU0j56n:  of  Media  Leaks  Action 

Classification:  UNCLASS  I  FI  ED//FOR  OFFICIAL  USE  ONLY 


NSA-D28  USA  CIV 


Attached  is  the  email. 


Office  Manager  to  the  Deputy  General  Counsels 
Office  of  General  Counsel  (D2) 

963-5548 ,  |  \ 

OPS23  2BS140.  Suite:  3250 
(Uf/fQUQ)  MV  Dropbox 


}jSA-DS4  USA  av 


edisl  eak<;  TAI  TASt  p23",  DL  QDOC  MediafeafcS  (ALIAS)  D4 


From 

Sent:  Thursday,  May  29,  2014  12:12  PM 
To:  DL  PAO  Media  (ALIAS)  DNl;  DL  OGC  Medial  eaks  I A 1 1  AS)  D 
Cc.L  I NSA-DS4  USA  QVj  |n S A-Fl Y  USA  QV^ 

Subject:  (U)  ACTION:  Request  for  Information  in  Support  of  Media  Leaks  Action* 

Importance:  High 


Classification:  UNCLASSlFIED/yrOR  OFFICIAL  USE  ONLY 

All, 


NSA-50121  USA  CIV 


(U/ A"-C  U  Dr  The  Media  Leaks  Outreach  team  has  been  tasked  to  do  a  “fact  check*  of  the  28  May  2014  NBC  interview 
transcript.  In  the  interview,  Mr.  Snowden  stated  that  he  sent  emails  to  the  OGC  end  Oversight  and  Compliance  raising 
concerns  about  the  MSA's  interpretation  of  its  legal  authorities.  Respectfully  request  a  copy  of  the  emaii.  We  will  not 

release  the  information  without  permission- 
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Thanks. _  ..  - f b )  f 3 } - p . l .  s 6-36 


Deputy  Chief,  5DS4 

Detailed  to  the  Media  Leaks  Task  Force 
Room  2A10B4 
963-7763S _  ... 

P 
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Classification:  UNCLASSIFIED//FOR  OFFICIAL  USE  QNCA 


Classification:  UNCLASSiFIED//ron  OFFiCiAL  USE  ONLY 


DOCID:  4272118 


I  hursday,  May  29,  2014  1:1 1  PM 
Rogers,  Michaei  $  ADM 


Richard  H  Fieisch,  Frances  J;  Stone,  Conn  R:  Pe,  Raissh 


— - — - PL  MLTF_core;  Bauman,  Ethan: 

FOLLOW-UP  PER  YOUR  REQUEST:  Transcript 


German.  David  J 


Subject: 


Sir, 

Based  on  dialog  with  the  White  House  the  plan 
his  press  brief: 


es  now  to  have  press  spokesman  Camay  use  the  following  materia!  in 


N5A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edwa 
?'  General  Counsel  asking  for  an  explanation  of  some  material  that  w 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  cone 
abuse^  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
additional  follow-up  noted.  The  e-mail  will  be  released -.later  today 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise 
whistleblower  allegations.  We  have  searched  for  additional  indicatii 
in  those  areas  and  to  date  have  not  discovered  any  engagements  relati 

The  additive  difference  from  what  was  provided  below  is  the  intent  to  release  the  e-mai; 
PAD  is  reaching  out  to  NBC  and  media  outlets  which  have  inquired  about  Snowden's  eiai 
to  share  the  text  of  the  internal  correspondence  between  Snowden  and  the  OGC.  ft  is  rk 
■Pfld  i  lust  discussed.  As  I  meriting  ‘ 


NSA's  Leg  Affairs  office  wsll.be  informed  sc 


they  can  advise  Senator  Fei ostein  's  office 


advise  if  you  have  any  questio ns/concerns 


Rega  rds. 


From:  | _ _ j 

Sent;  Thursday,  May  29,  2014  12:26  PM 
To:  Rogers,  Michael  S  ADM 

CcC  - 

Richard  H;  Fieisch,  Frances  J;  -Stone,  Corin  ft;  Ce,  Rates h 
Subject:  FOLLOW-UP:  PER  YOUR  REQUEST:  Transcript 


'L  PAOMedia;  Ledgett, 
■>1  MiTF  core 


Reference  the  request  from  the  White  House,  we  just  provided  the  folfowirtg 

--Old  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

we  have  found  a  single  instance  of  one  email  inquiry  by  Edward 
General  Counsel  asking  for  an  explanation  of  some  material  tha 
had  ^ust  completed.  The  question  was  received  and  an  answer  w 
There  was  not  additional  follow-up  noted.  There  are  numerous 


DOCID:  4272118 

..av£  used  to  rsi-  other  concerns  or  whistleblower  allegations.  We  have  searched  for 
tohi^claims^1^3^  fr0ltl  ^  *"  thDSe  are35  and  have  nat  discok/ered  anV  engagements  related 

--How  do  you  plan  to  respond  to  the  FOiA  request? 

We  received  the  request  front  NSC  and  are  following  normal  procedures  for  processing  the 


NOTHING  FOLLOWS 


2 


DOCID:  4272119 


Deputy  Associate  General  Counsel 


Litigation  Practice  Group 
Office  of  General  Counsel 


National  Security  Agency 


Subject:  Re:  MBC/email 


That's  what  \  said,  For  what  it  is  worth  I  was  at  the  movies  this  morning.  Enjoy  the  game. 


From:  |  _ 

Sent:  Saturday,  May  24,  2014  01:13  PM  Eastern  standard  Time 

Jo\ 

Subject:  Re:  MBC/emaii 


"tbj.  (3)  -  F.L-  ©6-36 

l*» 


roved  for  Release  bv  MSA  on  02-05-2018,  FOIA  Case  #  7813 


DOCID:  4272119 


Sant:  Saturday,  May  24, 2014  01:01  PM  Eastern  Standard  Time  fb )  ( 3 )  ?,L,  86-36 

To:  Da,  R aje$h  (3}|§ 

Subject:  Re:  NBC/e  mail 


I  have  no  idea. I 
now  at  an  apptj 


From:  De,  Rajosh 

Sent:  Saturday;  May  24,  2014  12:52  PM  Eastern  Standard  Time 
To: |  j 

Subject:  Fw:  NBC/ emaiJ 


'■{bj  ( 3 )  -P .  L .  86-36 


(b)  (6] 


Why  is  doj  weighing  in  on  our  obligations  under  privacy  act?  (b)  ^ 

QGA 


Cc:  Grimes,  Arlene  U;  DL  PAOMedia 


Subject:  Re:  NBC/email 


[Text  below  is  duplicated  in  DOCID  4249177! 
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DOC ID:  4272120 


NS  A -02  USA  CIV 


From: _ _  _ _ 

Sent:  Friday,  May  23r  2014  2:44  rm 
Tp:  VTnas  Vanee  M  NSA-DNi  USA  CIV;  Grimes  Arlene  U  NSA-DN  USA  CIV: 

UNSA-I  USA  av;  DL.PAOMedia  (ALIAS)  DN1 


NSA-02  USA 


Cc:  De  Rajesh  NSA-D2  USA  CIV;  Bauman 
Subject:  RE:  (U)  PAD  RESPONSE  RE:  (uj 


■E.tlv  n  I  N^ft-DL  USA  CIV;  Sherman  David  J  Dr  NSA-D]  USA  CIV 


Item 


Classification:  CQNriDCNTiAL//NQFORN 

!  don't  have  the  email  on  the  low  side. 


Principal  Deputy  General  Counsel 
Office  of  General  Counsel 
QPSBZ3.  Room  2ES140 

u)/?G3  -5S48(s) . 


:  ■  (bXSJ-P.L.  86-33 


From:  Vines  Vanea  M  NSA-DNI  USA  CIV 
Sent:  Friday,  May  23,  2014  2:43  PM 


USA"cIvJ] 


1SA-D2  USA  CIV;  Grimes  Arlene  U  NSA-DN  USA- CIV;  J  NS  A  -02  & 

. _  |NSA-D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1  '  - ^ 

Cc:  De  Rajesh  NSA-D2  USA  QV;  Bauman  ^Ihrin  I  NSA-DL  USA  OV;  Sherman  David  J  Dr  NSA-DJ  USA  CIV 

Item 


Subject:  RE:  (U)  PAO  RESPONSE  RE:  (U) 


Classification:  CO N r i D [] isi TtA L//NO i~OR N 

Thanks,  ma'am.  M!  include  DoJ. 

May  I  hove  the  e-mail  on  the  Low  Side,  too? 


Bast, 

vanee-1 


NSA.-D2  USA  OV 


Fromii _ _  _ 

Sent:  Friday,  May  23,  2014  2:30.  PM 

To:  Vi nes  Vanes  M  NSA-DNI  USA  QV;  Grimes  Arlene  U  NSA-DN  USA  QV; 

USA  CIVi  JNSA-D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1 

Cc’  Pg  Rajeslr  NSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV;  Sherman  David  3  Dr  NSA-DJ  USA 
OV;  NSA-D2  !  ISA  rtu  _ 


NSA-D2S 


Subject:  RE:  (U)  PAO  RESPONSE  RE:  (Uj 


Item 


Classification:  ireNFIDEh;TIAL//NQFQRhr 


Vanee, 


For  clarity,  I  am  not  suggesting  cutting  DOJ  out  of  the  coordination 


ag£r9Vgg.far  Rejaase  by  HSA  on  02-05-201 6 .ToTa  Case  #  781 3% 


DOCID:  4272120 


ibjpj.p.L  ee-3e 


Principal  Deputy  General  Counsel' 
Office  of  Genera.  Counsel 
0?5R25.  Room  IBS  140 " 

tj)/963  -554S(s) 


From:  Vir.es  Venee  M  NSA-DNl  USA  GV 
Sent:  Friday.  Mav  2R  2 014  2; 29  PM 

To:l -  JNSA-D2.USA  CIV;  Grimes  Arlene  U  NSA-DN  USA  CIV; 

J^SA’D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1 


USA  CIV; 


NSA-D28 


Cc:  De  Rpjesh  NSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV;  Sherman  David  J  Dr  NSA-DJ  USA  QV 
Subject:  RE:  (U)  PAO  RESPONSE  RE:  (U)[  ^ 


Item 


Classification:  CQNFIDEMTIAL//NOror;fj— 

Roger  that,  ma'am.  Hi  ask  the  NSC  and  ODN1  on  the  High  (and  share  the  document  now). 


Best, 

vanee' 

From: 


NSA-D2  USA  CIV 


Sent:  Friday,  Mav  23.  2014  2:27  PH 


|ISA-D2  USA  QV;  Grimes  Arlene  U  N5A  -DN  USA  CIV. 


NSA-D23 


To: _ 

USA  GV;  Vines  Vanae  M  NSA-DNl  USA  CIV; 

DN1 

Cc:  De  Rajesh  N5A-Q2U5A  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV:  Sherman  David  J  Dr  NSA-DJ  USA 
C3V;  |  IM5A-D2  USA  QV 


JiSA-D  USA  CIV;  DL  PAOMedia  (ALIAS) 


■  1  _ |l  ■  L-'i-  L-J  Jj  l  \_±  V 

Subject;  RE:  (U)  PAC  RESPONSE  RE:  (uj 


Jtem 


Classification :  C  Q  N  l~l  D  C  NT  fA  L//P  J  0  TORN 


Vs  nee. 


:  hanks  for  taking  the  call  and  agreeing  to  coordinate. 

<  will  stilt  be  here  for  a  white  if  something  comes  up  and  you  need  me. 


(b)(3)-P.L  £6-36 


Principal  Deputy  General  Counsel 
Office  of  General  CoucYseJ 
QP5B2B,  Room  2B8140 

>1.1/963  -5548(a) 


DOC ID :  4272120 


NSA-D2  USA  GV 


From: _ 

Sent:  Friday,  May  23,  2014  2:25  PM 
To:  Grimes  Arlene  U  NSA-DM  USA  CIV' 
USA  CIV;~ 

Cc: 

av 


Qg 

r 


■  ,  _ NSA-D28  USA  CIV;  Vines  Vanee  M  NSA-DN1 

>ISA-D  USA  UV;  DL  PAOMedia  (ALIAS)  DM1 


Rni^n  NSA-P?  USA  GV;-  Bauman  Ethan  L  NSA-DL  USA  GV;  Sherman  David  J  Dr  NSA-DJ  USA 


NSA-D2  USA  CIV 


Subject:  Kt:  JUJ  PAG  RESPONSE  RE:  (U'j 


Item 


Classification:  ■CQPiTIDr.NTIAL/.'NQrORisI 


Arlene,, 


Not  dear  why  NSA  CGC  would  cocrcfinate  the  release,  Seems  rikethef  rs  part  cif'the  normal  ^AO 
coordination  process.  Ra;  has  signed  off  and  understand  that  Stu  Evans  has  as:  well  oirHhe  low  side. 


7(bHspp.L.  flfl-36 


Principal  Deputy  General  Counsei 
Office  of  General  Counsel 
jpgfefe^oom  2B8140 

uf/96C  S548;s) 


From:  Grimes  Arlene  U  NSA-DN  USA  GV 
Sent:  Friday.  May  71.  Xu  4  7-m  pm 

To:l  Jj5A-D28  USA  GV;  Vines  Va.nee'  M  NSA-DNIUSA  GV; 


USACIV;  DL  PAQMedV  (ALIAS)  DM1 


NSA-D 


Cc: 


„  - - - JMSA-D2  USA  aV;  Da  Rajesh  NSA-D2  USA  CIV;  Bauman  Eihan  L  NSA-DL  USA  CIV; 

Sherman  David  J  Dr  NSA-DJ  USA  GV; _ 

Subject:  (U)  PAO  RESPONSE  RE:  (u| 


Item 


Classification:  'CONriDCHTiAU/NOrOnN 


fAO  supports  publicly  releasing  this  information.  Of  course,  Dot,  the  WH  and  ODNI  would  also 


need  to  approve.  Several  reporters  continue  to  ask  about  this  matter. -so  we  agree  with  Raj  that  we  need 
to  get  out  in  front  of  this  one. 


Car  OGC  please  coordinate  with  Do),  the  WH  and  ODNI? 

Thank  you, 

(UJrFOL'Q) 

A  rlene 

Arlene'  (J.  Grimes 

Chief.  NS  A  Media  Leaks  Public  Affairs  Of  ride 

2B5053  ! - 

Personal:  3&R-7505s  f. 


PAO  Office:  &59-74S9sTL 
Blackberry /external  email. 
After -hours  media  queries: 


DOCID:  4272120 


My  tiropbox  (for  large  files); 


From 


3 


NSA-D2S  USA  CIV 


Sent:  Friday,  May  23,  2014  1:56  PM 
To;  Vines  Vanee  M  NSA-DN1  USA  CIV; 
Grimes  Arlene  U  NSA-DN  USA.  CIV 
Cc: 


NSA-D  USA  CIV;  DL  PAOMedia  (ALIAS)  DN1; 


Sherman  David  J-Dr  NSA-D1  llSfl  CIV 
Subject:  ftE;"'C!jJ  jrtem 


-f  niD\USA  °V;  D*  Raj£Sh  NSA'D2  USA  CIV;  Bauman  Eth^n  E  NSA-DL  USA  CIV; 


Classification  :  I  CMC  LA  S  S I F1 1 E  LV  /  FOt  o 


ibH3J-P.LSS-3e 


Vi  nee 


We  defer  to  your  judgment  on  this.  Perhaps  it  i,  worth  a  phone  call  to  indicate  that  when  this  issue  first 
suoaced  we  ooked  and  could  only  find  one  inquiry  icOGC  one  it  consisted  of  a  basic  legal  question . 


- - - - - - 

J _ 

would  prefer  to  get  m  front  of  this  rn  the  best  way. 

possible. 

i 

Deputy  General  Counsel 

Litigation  and  Management 

NSA  Office  of  General  Counsel 

9 S3  -554 S  (secure! 

[b)(3}.p,L.  SS-SB 

w 

fun  classified) 


ATTORNEY  WORK  PRODUCT/  /ATTORNEY  CLIENT  COMMUNICATION 
PRIVILEGED  COMMUNICATION 
Not  to  be  re  I  eased  without  QGC  approval 


From:  Vines  Vanee  M  NSA-DN1  USA  CIV 

Sent:  Friday  Mav  21.2014  1:35  PM 

T°1  NSA-D2S  USA  OV; 

Grrmes  Arlene  u  NSA-DN  USA  CIV 


flVSA-D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1; 


Cc: 


Subject:  ■rRUT 


]N5A-D2  USA  av;  De  Rajesh  NSA-D2  USA  CIV;  Beuman  Ethan  L  NSA-DL  USA  CIV 
Item 


f  Classification :  .■VNQronrj 

Ma  srT1;  PA0  c-r^miV  defers  to  OGC  and  LAO  regarding  the  propriety  of  a  public  release.  1  da  know  that 
reporters  ..would  he  very  interested  in  The  item. 


{b>(3J-P.L.  SB-36 


DOCID:  4272120 


Speak- ng  strictly  ;n  terms  of  media  relations,  i  wonder  whether 


Best, 

vanee' 


(tJPH’-L.  SE'3« 


From: 


N5A-D28  USA  CIV 


Sent:  Friday,  May  23,  2014  12:21  PM 
To:  Vines  Vanes  M  NSA-DNi  USA  OV 
Grimes  Arlene  U  NSA-DN  USA  QV 

Cc 


rSA-D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1;. 


Subject:  RE:  (Uj 


]tiSft-Hj2  USA  CIV;  De  Rajesh  NS  A- 02  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV 


Item 


Gia-ss-if  i c.at-  i  on :  m C  LAS  SIFTED/  /FOUQ 


AIIP 


Deputy  General  Counsel 
litigation  and  Management 
^SA  Office  of  General  Gounod 
963-554S  [secured 
_ (unclassified} 


se-36 


ATTORNEY  WORK  PRODUCT/ /ATTORNEY  CLIENT  COMMUNICATION 
PR  IVI  LE  G  E  D  COM  HU  NIC ATIO  N 
N*t  to  be  released  without  OGC  approval 


From;  Vines  Vanee  M  NSA-DNI  USA  QV 

Sent:  Friday,  May  23.  2Q  14  11:13AM  i - 

Toj  hSA-D23  USA  CTV; 

Grirn^  Arlene  1 1  ESSlDN  USA  CIV  - 

Cci -  r - riSA-D^  USA  CIV;  De  Rajesh  NSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  QV 

Subject;  RE:  (U)  Item 


RSA-D  USA  QV;  DL  PAOMedia  (ALIAS)  DN1; 


Classification:  GQmwWN 


DOCID:  4272120 


(h)(3j-P-.L  3S-J& 
(D)(5) 


if  memo’-y  serves,  DoJ  was  not  in  favor  of  a  release  in  December.  But  1  know  that  much  has  changed 
since  then!  D 


Best, 

vanee' 


N'SA-D  USA  CIV;  DL.  PAOMedfa  {ALIAS]  DNl:  Vines  Vanee  M  NSA-DN1 
?N  USA...CIV 

[NSA-D2  USA  CIV;  De  Rajesh  NSA-D2  USA  QV;  Bauman  Ethan  L  NSA- 
Item 


Deputy  General  Counsel 
Litigation  and  Management 
NSA  Office  of  General  Counsel 
B63-55'1S  (secure) 

{unclassified) 


ATTORNEY  WORK  PRODUCT/ / ATTORNEY  CLIENT  COMMUNICATION 
PM  VILE  CEO  .COMMUNICATION 
Not  ti>  bt'releasftU  without  DGC  approval 


From_ _ 

Sent-:  Friday 

To:  | _ 

Subject:  FW;  (U) 


Classification: 


J  NSA-D22  USA  CIV- 
2014  11:05  AM  ' 
)ISA-D2B  USA'  CIV 
Item 


Thri  confirms  that  the  H  PSCI/SSCf  and  Minorrty/Mafority  house  and  Senate  Leadership  staff  were 
provided  a  minimally  redacted  copy  of  the  email  ( redactions  of  NSA  personnel  names). 


Associate  Genera  Counsel  ■Legisiai.cn) 

Office  of  General  Counsel 

963-3203 

OPS2B7112 


DOCID:  427212D 


** ATTORNEY  WORK  PRO OUCT//A  J'TO  RNEY  CM  ENT 
COMM  Li N1CATIO  W/PR1 V  1EEGED  CO  MM  V  MCATION  ** 


Attached  the  e-rriail  and  attachment  that  Ethan  serst  It  went  to  HPSCI,  SSCI,  and  House 
and  Senate  Leadership  staff. 


OPS2Bj£l  2,  Sl. 
963-3747  (»  £ 


ple;]^-  sene  in-;m  -Lies  to  my  Lire  o  box. 


Classification: 


Classifies 


Classification 


Classifies 


Stacker  Cindy  S  NSA-DJ4  USA  CIV 


Rogers  Michael  $  ADM  NSA-D  USA  USN 
Monday,  July  14,  ?0 14  6:28  PM 
Sherman  David  J 


Ledgeti  Richard  HLIj  N5A-D  USA  CIV;  Stone 
Corin  RUSA  GV;| _  jKfSA-D  USAiCIV  ■ 

D  DR  STAFF;  DL  rfdirjtaf  (ALIAS)  S;  DL  EX  DIR  .STAFF  (ALIAS)  D;  DL  medialeaks  core 
(ALIAS)  D;  Brooks  Elizabeth  R  NSA^DC  USA  OV)  Soule  Trumbull  D  NSArDC  USA  CIV; 
cos_staff  (ALIAS)  DC;  Bauman'  Et.han  L  NSA-DL  USA  OV.: f  "  InsA-DL  USA 


CIV 


Subject: 


Rt:  (U}  Additional  FOIA  Requests  for  Snowden  Email,  Related  Internal  and  External 
Deliberations 


From:  Sherman  David  ]  Dr  NSA-DJ  USA  CIV 
Sent:  Monday,  July  14r  2014  2:47  PM 

■lo:  Roasts  Michael  S  ADM  NSA-D  USA  LfSN;  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Stone  Corin  R  USA  OV 

h  I  ft.  Pc  i  I  j.  ni  i 


_ _ pSA-D  USA  av  -  - _ I 

D?  £TAFF;  DL  ddir-staff  <ALIAS)  DL  EXDTR_SrAFF  (ALLAS)  D;  DL  mediaieak.5  core  (ALIAS)  D;  Brooks  Elizabeth 
R^ISA^US^CIV;  Soule  Trumbull  D  NSA-DC  USA  CIV;  DL  co$_staff  (ALIAS)  DC;  Bauman  Ethan  L  NSA-D!  USA  CIV; 

; - U&&BL  USA  CIV;  Grimes  Arlene  U  NSA-DN  USA  CIV;  DL  pao  (ALIAS)  DIM 3;  Richards  Rebecca  J  NSA-DS 

u51"'  -  HSA-D5  USA  CIV;  Delong  John  M  N5A-D4  USA  aV;f  1NSA-D4  USA  QV: 

- >— — — |'JSA-S02  USA-nV:l  ~~fcSA-S&2  USA  LW;  Lie  Rates h  NSA-D2  USA  OV-ll 

^  ^ .  |NSA-D3a  USA  QV;"  [_„  INSA-D23  USA  avP^  1 

D2S  USA  av,[ _  ['•{SA-D2S  USA-  QV;  Ktintz  Cheryl  R  NSA-DJ  USA  QV;  Phillips  Pamela  N  NSA-DJ 4  USA 

av;  Biaskowski  Paul  J  PJSA-DJ4  USA  QV  ' 

Subject:  RE:  (U)  Additional  FOIA  Requests  for  Snowden  Email,  Related  Internal  and  Externa!  Deliberations 


approved  for  Release  by  NS  A  on 
2-05-2016.  FOIA  Casa  #78137 


DOCID:  4272122 

Clsssi  lie a Lion;  U N CLASSIETED/y FOU [» 


Sirr 

(U/ZfOUefWe  have  provided  a  final  response  to  afi  but  one  of  the  ~I0  requests  NSA  received  on  this  matter. 

(U//FOUO)  Most  sought  all  email  correspondence  between  Mr.  Snowden  and  either  OGC  or  OIG.  We  have  responded 
by  providing  the  one  exchange  known  to  exist  in  this  regard  and  previously  released  to  the  pubEic. 

(U/,  r0UG,.-A  few  requested  aU  of  Mr.  Snowden's  email  correspondence  from  either  2Q0F  or  2009  to  2013.  We  have 
responded  by  indicating  the  comp  ete  set  of  Mr.  Snowden's  emeil  are  part  of  an  ongoing  investigation  and  cannot  be 
released  fa  few  media  outlets  are  choosing  to  ignore  that  firs'  part  and  instead  say  that  we  refuse  to  release  them, 
which  is  a  distortion  of  the  facts).  However,  we  did  include  the  one  cmaii  noted  above  and  reaffirmed  that  we  have 
found  no  other  complaints  to  OGC  orOiG. 


(U//TOUO)  The  single  outstanding  request  is  a  complex  one  seeking  ail  of  our  exchanges  with  the  Senator  feinstein,  the 
S5CI'  and  other  med!iI  outlets  regarding  Mr.  Snowden's  emails  as  well  as  our  interna:  deliberations/talking,  points 
on  trie  one  released.  Ibis  request  has  been  added  to  our  growing  backlog  and  will  wait  its  turn  for  further  processing, 

with  searches^  rresponsive  documents,  lean  not 


the  next  step  in  which  would  be  to  task] 
est  mste  a  time  when  we  gei  Lo  ;t, 


Dave 

David  J.  Sherman 

Associate  Director  for  Policy  and  Records 
National  Security  Agency 
Room  2A0858 


[b)(S]-P.L  86-3S 

im 


959-2850  (secure) 

(eomm'ercia])' 


■  %)(3]nP.L  3S-3* 

v'/ 


From;  Rogers  Michael  S  ADM  hiSA-D  USA  USN 
Sent;  Monday,  July  14,'  2014  7:01  AM 

3 ■:  Sherman  David  J  Dr  NSA-DJ  USA  QV;  Ledgett  Richard  H  >  NSA-D  USA  QV;  Sjone  Cdrin  RUSA  QV;i 
NSA-D  USA  CIV  ■  I 

:  D  DIR  STAFF;  DLddirJteff  (ALIAS)  S;  DL  EXDIR_STAFF  (ALIAS)  D;  DL  medialeaks_com  (ALIAS)  D;  Brooks  Elizabeth 
R  NSA-PT.  MSA.CiV;  Soule  Trumbull  D  NSA-DC  USA  CIV;  DL  eos_steff  (ALIAS)  DC;  Bauman  Echan  L  I4SA-DL  USA  CIV' 
NSA-DL  USA  CIV;  Grimes  Arlene  u  NSA-DN  USA  CIV;  DL  pao  f ALIAS')  DN3.  RfrWrk  Rebecca  J  NSA-D5 


NSA-S02  USA  CIV; 

.  . .  ■  i  i  r.  ■  lx  i  !_■  ^  y  ,| 

'iSA-SOS  USA  CIV;  De  Raiesh  KSSA-D2  USA  CIV;  f 

f  INSA-D2  USA  CIV:  1 

FMSA-D28  USA  CIV 

NSA-D23  USA  CIV;[^ 

NSA-D2S  USA  CIV; 

NSA-D23  USA  QV  1 

Subject;  RE:  (U)  Additional  FOIA "Requests  for  Snowden  Email  Related  Internal  and  Extemaf  Deliberations 


Classification:  UNCLASSIFjEDAH=-3n  OmCIAL  UGC  ONLY 


David: 


Where  are  we  on  this  one? 


2 


DOCID :  4272122 

/>, 

MSR 


ADM  Michael  S.  Rogers,  USN 

Commander,  U.S.  Cyber  Command 
Director,  NS  A  /  Chief,  CSS 
FT  George  G.  Meade,  MD 
NSA  NETJj  ™  [ 


SI  PR: 
Comm 


"  (b)(3)-P.L.  86-36 


From:  Sherman  David  J  Dr  NSA-DJ  USA  CIV 
Sent;  Tuesday,  June  03,  2014  4:51  PM 

To:  ^oqers  Michael  S  ADM  NSA-unknown  USA;  L3SN;  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Stone  Gorin  R  U^A  GV1 
WSA-D  USA  CIV  '  . . 


^cTWR3W^  DL  ddir^teff  (AUATs;  DL  EXDIR_STAFF  (ALIAS)  D;  DL  mediaieaks_core  (ALIAS)  D;  Brooks  Elizabeth 
N5A-DC  UlSA  pv,  s^ule  Trumbull  0  NSA^DC  USA  OV;  DL  cos_staff  (ALIAS)  DC;  Bauman  Ethan  L  NSA-DL  USA  CIV' 
™=I2k  USA  CIV;  Grimes  Arlene  U  NSA-DN  USA  CIV;  DL  pao  (ALIAS)  DN3:  Richards  Reh*cr*  ]  NSA-D4 

MCA  D'TTT.  rv-Jj _ u  t,/'.  r-..  *  ,  I  r  - ‘ -  J 


USA  CIV: 


E 


|NSA-D5  USA  CIV;  Delonc  John  M  NSA-D4  USA  QV; 


|NSA-S02  USA  CIV 


NSA-D2  USA  CIV: 


NSA-D28  USA  QV; 


|NSA-D4  USA  QV; 


T _ mA-DZii  USA  QV; 

JNSA-D2S  USA  CIV 


^  ^  ■  r  i  |i  •i^rru  :  u  jn 

riSA-S02  USA  QV;  De  Raiesb  NSA-D2  USA.  CivJ 


KSA-D23  USA  CIV; 


Subject:  (U)  Additional  FOIA  Requests  for  Snowden  Email,  Related  Internal  and  External  Deliberations 


Classic!  cation :  TJHCLAS  S I FIED/V  FQUQ 

INFORMATION  ONLY;  NO  ACTION  REQUIRED 
ADM  Rogers,  Rick,  Corin,  ant 


tU/,TOUCrS  nee  Brian  Williams-1  interview  with  Mr.  Snowden  ran  last  week,  we  have  received  a  series  of  requests  under 
me  Freedom  of  Information  Act  from  major  media  outlets  seeking  additional  information  about  the  latter's  email 
activities,  during  his  period  of  association  with  the  agency. 


lU,7r0U0j-  Many  of  these  simply  repeat  NBC's  request  for  correspondence  between  Mr.  Snowden  and  OGC.  We  will 
respond  by  providing  the  requesters  with  the  email  released  publicaily  last  week. 


(U//TOUO)'  -However,  we  also  have  a  separate  set  of  requests  which  collectively  are  seeking  the  following: 

All  of  Mr.  Snowden's,  classified  and  unclassified  email  from  either  200G  or  20U5  to  2013; 

information  describing  how  NSA  searched  for  purported  emails  which  Mr.  Snowden  claims  document  his 

concerns  about  our  operations  and  practices; 

Our  exchanges  with  NBC  News  regarding  Mr.  Williams'  interview  with  Mr.  Snowden: 

Any  and  ah  media  inquiries  to  us  regarding  purported  emails  involving  Mr.  Snowden  and  our  responses  to  these 
mquires; 

Qur  exchanges  on  this  matter  with  the  5SCI  and  particularly  Senator  Feinstein; 

Our  internal  deliberations  regarding  the  release  of  the  email  made  public  last  'week;  and 
Talking  points  prepared  in  connection  with  that  release. 
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(U.^U'JU)  Ihese  requests  were  made  by  The  Washington  Post,  .gf-Jazeera,  Business  Insider  (a  website  specializing  in 
business  news  which  has  run  occasional  stories  on  NSA},The  Examiner  (which  I  would  characterize  as  a  non -traditional 

citizen  media'  site),  and  an  independent  journalist  who  has  published  in  various  outlets  but  most  recently  in  The 
Guardian . 


(U//rouoj  As  requests  for  Mr.  Snowden's  emails  more  generally  potentially  involve  information  associated  with  an 
ongoing  investigation,  OGC  and  Security  wifi  be  consulted  regarding  the  appropriate  course  of  action  in  responding  to 


(U//roU0}  I  also  will  discuss  with  OGC  how  to  address  the  requests  enumerated  in  the  above  bullets.  Responses  to 

them  would  require  considerable  assistance  from  OGC,  PAO,  MLTF,  LAO,  and  others,  I  do  not  expect  a  quick  turnaround 
on  any  of  the  requests. 


fU// roue; -separately,  i  regret  that  we  have  received  some  unfavorable  media  coverage  (attached)  regarding  a  series  of 
internal  emails  released  under  FO I A  last  week  dealing  with  our  initial  response  last  June  to  a  surge  of  requests  from 
individuals  seeking  records  of  NSA  surveillance  directed  against  them. 

(U/ZrOL'C)  We  GLOMAR  (i.e.  neither  confirm  nor  deny  we  have  such  records)  ali  such  individual  requests  as  to  respond 
in  one  nstance  -  say,  to  tell  your  typical  law-abiding  citizen  that  we  understandably  have  no  surveillance  records  on  him 
wo.jiU  require  us  for  reasons  of  equitable  treatment  to  respond  similarly  in  all  cases  and  thus  enable  an  actual 
or  potential  foreign  intelligence  target,  i.e.  a  terrorist,  to  file  a  FOIA  request  and  receive  confirmation  as  to  whether  he 
ors-e  is  a  subject  of  surveillance  or  has  successfully  evaded  it.  We  now  include  this  expla nation  in  our  GLOMAR 
response  to  individuals  seeking  records  on  themselves  in  order  to  provide  them  with  the  reasons  for  our  position 
However,  by  focusing  on  our  internal  back-and-forth  as  we  worked  through  this  issue  -  which  also  needed  to  be  heavily 
redacted  to  protect  classified  information  -  The  Guardian  does  not  report  the  outcome  of  that  discussion  which  was  to 

provide  the  public  more  information  in  the  form  of  a  reasoned  explanation  of  the  rationale  why  we  cannot  be  more 
forthcoming. 

Dave 


«  Fii e :  5u rge  in  F 01 A  R e qu e sts. pdf »  ""(bJCSJ-P.L 

David  J.  Sherman. 

Associate  Director  for  Policy  ynd  Records 
National  Security  Agency 
Room  2A0S5S 


j59~2^S0  (secure) 

^commercial) 


Classification:  UNCLAB^j^  I  ED  /  /  FQUQ — 
Classification:  UNCLASSiFfEQT  On  SmClAL  USC-Offe^ 

Class  1  fixation :  UNCLASS  I F I  EPMFOgO 

Classification'  UNCLASSIFIED.^  On  OITICIAL  USE  QHfcY- 
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DOCID:  4272127 


from: 

re: 


Cc: 


Subject: 

Date: 

Attachments: 


'  fb>(3|hP.L  SfrSS 


.:r  1.1  v;A-L  \  11^  f-y 

-JJ  ■  • :  ■.?■  US/.  uS>; 

■  JV:  Sjcr'P  .-  ■■.■  -,;B.  US.--  C  ■■  ~ 


N;A-£  USP  JE^J:  Plunkett  Debau- 


'-=-■  j  u^..KT  3sa 


-Sc;  I 


^ — :ii~  t  iTTlMVlff-B* 

TSUiEEEESil 


■-SA  c:v; 


7^55  usa  qvr^ 


E--.!ic;  L  =  .:> '  r-:  '?.CI 

_E^L_!^-.r  ilA 

-i-fe^f  t^nl 


Ess&a&j, 


_K;--  >5/'  d’.;:  DL  med: aleak.-;  fwt  i  ALI^TT:  ’JL  F^?'-V-d  '  4!  IAS'i  rwi  I 

:|  KaaglulaLgttl  ^54-C3iufiaf 


USMXd 


I'U)  INFORMATION  GN_V  Update  ne:  Post  NSC  FuWpvHJp 
Thursday,  May  2S,  Z014  2  05:05  FN5 
^■JL^r-~l  USaiD  13  Radactpc  r>Hf 


Classification:  UNCLASS  I FIEDAFOn  OfriCIAL  UGC  ONLY 

TO:  Admiral  Rogers 

DDIR 

exdir 

CoS 

ADS&.CI 

GC 

LAO 

SiD 

IAD 

MLTF 

NTOC 

NSOC 

ODOC 

CLPO 

FAD 

NC5C 

TD 

U;,.  TOUOt  H  wanted  to  provide  you  with  a  quick  update  regarding  the  actions  we've  taken  today.  An 
interagency  decision  was  made  to  ref  ease  the  redactec  email  (attached)  and  the  following  press 
statement,  both  of  which  will  be  posted  to  ICON  THE  RECORD  and  nsa.gov  shortly. 


BEGIN  STATEMENT 

NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  Office  of 
Gene^ai  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just 
completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed 
a  sgal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not  additional!  follow  up 
noted.  The  e  mail  will  be  released  later  today. 


teroved  for  Release  bv  NSA  on  02-05-2016.  "OiA  Case  f  7813^ 


DOCID:  4272127 


There  are  numeral  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  tor  additional  indications  of  outreach  from  him  in 
those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims, 

mu 

' U/ffOUOf  We' ve  provided  responses  to  the  following  media  outlets  that  have  submitted  queries 
thus  far  this  afternoon:  ABC,  BNO  News,  The  Hill,  Huffington  Post,  Mother  Jones,  Natianal  Journal, 

NBC,  Reuters,  U.  S.  News  and  World  Report,  Washington  Business  Journal,  Washington  Post,  and 
Wall  Street  Journal. 


Thank  you, 

( U  /■  I  o  u  Cj  j 

Arlene 

A.'iene  U.  G rimes 

Chief,  NSA  Media  Leaks  Public  Affairs  Office 
255053 

Persona::  9£9-7535s 


,  /WJ-P.L.  BBJfl 

.  Jf'/S 

...  : 

.I?  —j.  Jin. 


PAG  Office:  9B9-7499S  . 
Black  berry/external  email 
After  hours  media  queries 


My  drop  box  (for  large  files}: 


•  :>  ■ 


,y» 


From:  Grimes  Arlene  U  NSA-DN  USA  OV 
Sent:  Thursday,  May  29,  201 A  8:16  AM 

To;  Rogers  Michael  S  ADM  NSA- unknown  USA  USN;  Ledgett  Richard  H  Jr  NSA-D  U 


f,r^™Tes  lJSA  CIV:  ^tDnp  rnr.in  R  USA  Clvl  Shee=T eresa  H  N5A-S  USA  CJV;T 

r^uL .  .USA_C™i.L, — - - - JnSA-S  USA  USN:  Plunkett  Debora  A  NSA- 1  USACIVi  ' 

LJNSA-V  USA  ClVjl  INSA-V  USA  CIV:  De  Raiesh  NSA-D?  i  IRA  CIV;f 

NSA-D2  USA  CIV;  Delong  John  M  NSA-D4  USA  QV'I  Yka-  - 

Elh,an  I  NSA-PI  '  ~~  NSA-dl  uBA  CivF  Jjs 


J 


□ 


_  NSA-DP  USA  ClV;  Rit 
CIV;  Brooks  Elizabeth  R  NSA  DC  USA  OV;  I 
USA  CIV;  Ensor  L  eofnel  K  NSA-0  I  ISA  CJV;l 
NSA-K  LISA  CIV;  L  J>SA-f 

NSA-T  USA  CIV;  1 

<*1  ~ 


hD4  USA  CIV;  Bauman 

, _ j—NSA-DP  USA  OV; 

ds  Rebecca  J  NSA -ns  I  ira  rtvi  Fjsa  DA  USA 

1  'SA-  D?S  USATltfi 


-nvr 


INSA-T  USA  CIVJ 
JNSA-  D2  USA  CIV;  DL  rncaiaieaks 


JSA-K  USA  CIV; 
JSA-C  USA  OV; 


JNSA-Q3  USA  CIV; 


i 


IN5A-D2 


SA-D  USA  QV 


..cone  (ALIAS)  D;  DL  FAQ  Media  iALiASl  DAI  1; 


TJSaTTv - 

Subject:  (D)  INFORMATION  ONLY:  Post  NBC  Follow-Up 


NSA-Q31  USA  OV; 


JSA-Q31 


Classification:  UNCLA$SIFIED//ron  OrriCIAL  UCC  QTJLV 

TO:  Admiral  Rogers 

ddir 

EXDIR 

CoS 

ADS&CI 
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GC 

LAO 

SID 

IAD 

MLTF 

NTGC 

NSOC 

OOOC 

CLPO 

FAD 

NCSC 

TD 


(J//r  OUO;  I  wanted  to  give  you  a  quick  perspective  about  actions  following  last  night's  NBC 
interview  with  Edward  Snowden  so  that  you  and  your  leadership  teams  have  information  to  share 
with  your  respective  work  force. 


(U//roilO)  MSA  was  not  made  aware  of  this  story  by  NBC  untl\  commercials  began  running  late 
last  week.  NBA  personnel  were  engaged  through  the  weekend  with  the  ODNi  and  the  National 


Security  Council  Staff  to  see  what  we  could  learn  about  the  focus  of  the  planned  program.  We 
received  a  few  fact-check  inquiries  from  the  network,  but  they  provided  no  discernible  insight  and 
requests  by  us  for  more  information  went  unanswered.  The  inquiries  seemed  more  about 
solidifying  their  story,  and  given  the  lack  of  prior  engagement  with  the  government  about  the 


interview,  an  interagency  decision  was  made  to  not  comment  prior  to  last  night7 s  airing 


(U/yrQUO)  As  the  story  aired  and  overnight  there  has  been  an  active  dialog  between  and  amongst 
multiple  agencies.,  the  National  Security  Council  Staff  and  the  ODNi  Public  Affairs.  This  morning  we 
wii!  be  focused  on  a  detailed  fact-check  of  the  transcript  and  interagency  engagement  about 
possible  follow-ups  today.  Thus  far,  related  media  inquiries  have  been  light,  but  wc  expect  that  may 
cnangc  ater  in  the  morning.  One  area  of  current  focus  is  whether  or  not  to  rebut  Snowden's  claim, 
which  he  has  made  before,  that  he  had  expressed  his  concerns  about  N5A  activity  to  officials  on 
mul.iple  occasions.  A  question  and  answer  set  on  that  issue  will  be  developed  today  and  various 
stakeholders— particularly  the  Department  of  Justice— will  be  consulted  to  determine  the 
downstream  Triplications  of  any  actions  in  this  regard. 


(U//rOUO)  We  will  endeavor  to  keep  senior  agency  leadership  informed  on  key  developments. 
Thank  you, 

i.U.-roUQ; — 

Arlene 


Arlene  U.  Grimes 

Chief  NSA  Media  .eaks  Public  Affairs  Ottee 


2B50S3 

Personal  969-7  505s 
FAO  Of^ce:  359-74&SS 
3lackb“rry/exterr;a:  email 


eft 


"ibJj^P.L  M-36 


DOCID:  4272127 


After  hours  media  queries: 


Mydroptoox  (for  arge  files). 


Classification: 


DOCID:  4272127 


Classification:  UNCLASS  I  uTim.wu.fin  nfr  n.AL  u:i  r-.:;LV 


- Original  Message - - 

From: 

Sent:  Monday,  April  08,  2013  1:37  PM 
fa:  Snowaen  Edward  1  NSA-  FHV  USA  CTR 


Subject:  RE:  (0)  Question  for  OGC  re  OV5C18B0  Course  Content  -  (u)  FW: 
Comments  from  the  D2  General  Counsel  Email  Us  Form 


Classification:  Unci  n^TCrm  wxrtu  n,-rTrTu  GN.  v 
Hello  Ed, 


Executive  Orders  (E.CLs)  have  the  "force  and  effect  of  law."  That  said,  you 
are  correct  that  E.Q.s  cannot  override  a  statute. 


‘M  general,  DOD  and  OONI  regulations  are  afforded  similar  precedence  though 
suL'_oct  matter  or  date  could  result  in  one  having  precedence  over  another. 

Please  give  mo  a  call  if  you  would  like  to  discuss  further. 

Regards, 


Office  of  General  Counsel/021 
963-3121  N5TS/(301)  683  5015  Commercial 
OPS  25,  2BS134,  Suite  6250 
-  Original  Message - 

From:  e j snowd^ns a . ic . gov  [mailto:ejsnowd@rsa.ic.gov] 

Sent:  Friday,  April  05,  2013  4:11  PM 

To:  DL  gc_web  (ALIA5)  D2 

Cc:  Snowden  Edward  3  N5A  FHV  USA  CTR 

Subject:  Comments  from  the  D2  General  counsel  Email  Us  Form 

Classification:  urn  r  ttp  ' 'Tnr  nrnrni 

STD:  ejsnowti 

full  name:  fd  Snowden 

Org:  FHV 

Affiliation :  Contractor 
Secure_Phone:  N/A 

Message:  Hr  3 lo,  1  have  a  question  regarding  the  rrandstory  USSID  18  training. 


DOCID:  4272127 


The  training  states  the  following: 


(U)  The  Hierarchy  qf  Governing  Authorities  and  Documents  is  displayed  from  the 
highest  authority  to  the  lowest  authority  as  follows: 

U.S.  Constitution 

federal  Statutes/Presidential  Executive  Orders  (EO) 

Department  ot  Defense  (DoD)  and  Office  of  the  Director  of  National 
Intelligence  (ODNI)  Regulations 

N5A/CS5  Directives  and  Policies 
US5IDs 

SID  Management  Directives  and  Policies 
Office  Policies 


I  m  not  entirely  certain,  but  this  does  not  seem  correct,  as  it  seems  to  imply 
Executive  Orders  have  the  same  precedence  as  law.  My  understanding  is  that 
EQs  nay  be  superseded  by  federal  statute,  but  EOs  may  not  override  statute. 

Am  I  incorrect  in  this?  Between  EOs  and  laws,  which  have  precedence? 

Similarly,  between  DOD  and  ODNI  regulations,  which  has  greater  precedence? 

Could  you  please  clarify? 

Thank  you  very  much, 

Ed 

Classification:  Unci  nN.  Y 


Classification :  UNCLASSIFIE 


Classification:  "Nrt  ^sc, tfift 'fffin  nrrrrTAi  in r  nr.r  v 


just  been  added  to  this  thread  so  I  apologize  if  i  ajn 


over  old  ground. 


h!aJ\if  yOU  T  lookin®  for  10e%  a^urance  there  isn't  possibly  any  correspondence  that 

7Joi:ViT  rZi:loT  v;r give  you  that-  *  ■***«  *  l 

behind  sharing  th^e  mai  1  ^  S^?nches  1  wodld  SB^  'ryes"  and  would  put  my  name 

allegation  §  1  the  °nly  thing  w*’ve  found  that  has  anY  relationship  to  his 

Produced T^'l  tr??k  r^°r?  f°r  truth  tellin^  should  be  prepared  that  he  could 

IM;.*  sent  tb™'  Tbe  bur<te" tben  fa^  to  U5  “ f"'ove  he 


-P-L  ®5-36 


From:  De,  Rajesh 


5ent_^  Saturday,  May  24 

To;  I-  - - 

Ct:  | _ _ 

Subject:  Fu:  NBC/email 


2014  09:40  AM  Eastern  Standard  Time 


I  need  very  senior  conf i natation  {Kemp/Moultrie|_ _ 

to  ensure  there  are  no  other  emails  from  S  to  QGC 


From:  Evans,  Stuart  [ntailtol 

Sent;  Saturday,  May  24,  2014  B9;2S  AM 

Tp:  Havden.  Caitfin  I 


Vines t  Vanee  M;  Beaghley 


TOM.for  Release  by  NSA,  on  02-G5-2Q-16  FOIA  Cass  #  7^3 


rjtOClEL: _ 42_r 


lc:  Grimes,  Arlene  u-  DL  PA OMedia 
Subject:  fie:  NBC/email 


+  Raj  (Castlin' s  note  is  below). 


MI±Media@dfl 1 . gov '  <  DN  I  -Medi  agidni .  gov  > ; 


J  De,  Rajesh 


W 

OGA 

ODNI 


From:  Hayden,  Caitlin 
Sent:  Saturday,  May  24,  2014  09:20  AH 

^  ^'ieS  f  /anye  ^ — J  I  Be^^hley  ,  5 jn.a:  Evans.  Stuart;  ’Robert  Litt  ’ 

’  DWI-^edia1  <  DfJI 


"(bjpj-fa,  se-ae 


Media(ffldni.gov>; 

Cc :  'Grimes j  Arlene  £p 
Subject:  RE:  NBt/ejviail 


'  Dl  PAOMedia’ 


j^usdo j . aov> 


Text  below  is 
duplicated  in 
30CID 


DOCID:  4209359 


(b) (3)  P.L.  86  36 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotreply@nsa  gov 

Friday,  May  23,  2014  4  22  PM 

donotreply@nsa  gov 

matthew  cole@nbc  com 

FOIA  Request  (Web  form  submission) 


Name:  Matthew  Cole 
Email:  matthew , coleflnbc .com 
Company:  NBC  News 

Postal  Address:  30  Rockefeller  Plaza 
Postal  2nd  Line:  Rm  412E1 
Postal  City:  New  York 
Postal  State-pnov:  NY 
Zip  Code:  10112 

Country:  United  States  of  America  (h  ,6} 

Work  Phone: |  | 

Records  Requested:  Request  any  and  all  emails,  documents  or  any  other  form  of  communication 
sent  by  or  from  EDWARD  SNOWDEN  to  the  Office  of  General  Counsel,  or  equivalent,  or  to  any 
lawyer  or  legal  office  within  the  agency  during  the  years  2012  and  2013,  as  well  as  any 
communication  in  response  to  Mr.  Snowden. 


Approved  for  Release  by  NBA  or 
34-27-2015.  FOIA  Case  3  78137 


1 


DOCID:  4209355 


(b)  (3) -P.L.  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotreply@nsa  gov 

Friday.  May  23,  2014  3  49  PM 

donotrepiy@nsa.gov 

matthew  cole@nbcum.com 

FOIA  Request  (Web  form  submission) 


Name:  MATTHEW  A  COLE 

Email :  matthew . cole^nbcuni . com 

Company:  NBC  NEWS 

Postal  Address:  30  Rockerfeller  Plaza 
Postal  2nd  Line:  Rm  412E1 
Postal  City:  New  York 
Postal  State-prov:  New  York 
Zip  Code:  10112 

Country:  United  States  of  America 

(b) (6) 

Work  Phone: | 

Records  Requested:  Request  any  and  all  emails,  documents  or  any  other  form  of  communication 
sent  by  EDWARD  SNOWDEN  to  the  Office  of  General  Counsel,  or  equivalent,  as  well  as  from 
SNOWDEN  to  the  office  of  legal  compliance,  or  equivalent,  including  but  not  limited  to,  the 
years  2012  and  2013. 


Approved  for  Release  by  NSA  on  04-27-2015 
rQIA  Case  #  78137 _ 


1 


DOCID:  4293882 


ADM  Rogers  has  scheduled  a  update  on  the  NBC  inter  view  in  his  office  tomorrow  at  0900.  Our  info  will  be  used  the'e  as 
well. 


So. ..we  need  to  have  our  input  written  and  ready  by  1400  today. 


Thanks! 


(b|(3)-P.L.  96-36 
(b|(S) 


Media  Leaks  Task  Force 

OPS  2B.  2BB090 
369-5009  (s) 

ku> 


(b)(3)-P.L.  86. 36 


From:] _ (NSA-Q  USA  CIV 

Sent:  Thursday,  May  29,  2014  11:29  AM 


roved  for  Release  bv  N5A  on  04-22-2016.  FOIA  Case  #  7813 


I  forgot  to  include  a  suspense. 


We  need  your  POC  right  away  so  that  we  can  taik/horse  trade/and  write  against  these  questions  today. 


Importance: 


(b)(3}-P.l.  86-36 


Jay  Carney  (White  House  spokesman)  is  going  in  front  of  the  press  at  1730  today.,  he  will  get  the  standard  fair  that  we 
have  used  over  the  past  few  months,  we  can't  possibly  pass  anything  useful  to  him  by  that  time, 


From: 

Sent: 

To: 


Subject: 


| _ |NSA  S3M2  USA  CIV 

Thursday.  May  29,  2014  11:39  AM 

_  INSA-Q  USA  CIV;  01  d.ig.tasker  (ALIAS)  D;  DL  ODOC  Medialeaks 


(ALIAS)  D4;| 


DL  OGC.MediaLeaks  (ALIAS)  D23J  INSA-D: 

DL  PAOMedia  (ADAS)  DN1;  DL  ^REGISTRY;! 

RE:  (U)  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 


USA  CIV;  DL  ssct  (ALIAS)  SI; 
It  NSA-Q3I  USA  CIV 


Classification:  UNCLASSII 

Thanssl  Ifor  the  reminder!  © 


TO  ALL, 


JJ  NSA-S3M2  USA  CIV 


To:  | _ 

Subject:  RE:  (U)  ACTION:  Snowden's  Claims  of  Voicing  Concerns 


|b)(3)-P.L  86-36 


Q 


suspense? 


ADSACt  Chief  of  Sniff 
968  6000fs),  r 


From:| _ 

Sent:  Thursday,  Mi 

To:| 

NSA-T  USA  CIV 
Cc:  DL  OGC  Medial 
DL  Q  REGISTRY;[" 
Subject:  (U)  ACTK 
Importance:  High 


JMSA-S3M2  USA  CIV 
2014  11:25  AM 

NSA-Q  USA  CIV;  DL  d_ig_tasker  (ALIAS)  D;  DL  ODOC.Medtaleaks  (ALIAS)  04 


NSA-D23  USA  CIV;  DL  ssct  (ALIAS)  SI;  DL  PAOMedia  (ALIAS)  DN1 


JNSA-Q31  USA  CIV 
nowden's  Claims  of  Voicing  Concerns 


Text  below  is  duplicated  in  DOCID  4249209 


DOCID:  4294451 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 


FORT  GEORGE  G.  MEADE.  MARYLAND  20756-6000 


FOIA  Case:  78121 
9  June  2014 


MATTHEW  J  WIECEK _ 


Dear  Mr.  Wieeek; 

This  is  an  initial  response  Co  your  Freedom  of  information  Act  (FOIA) 
request  dated  29  May  2014,  which  was  received  by  this  office  on 
30  May  2014,  for  “Any  and  ail  correspondence  from  Edward  Snowden  to  any 
entity  within  the  NSA  in  which  he  notes  his  concern  about  the  scope  and/or 
legality  of  a  US  surveillance  program.  I  would  also  like  a  copy  of  the  response 
he  received,  if  any.”  This  letter  acknowledges  that  we  have  received  your 
request  and  provides  some  administrative  information.  Your  request  has 
been  assigned  Case  Number  78121,  Due  to  a  significant  increase  in  the 
number  of  requests  being  received  by  this  Agency,  we  are  experiencing  delays 
in  processing,  We  will  begin  to  process  your  request  and  will  respond  to  you 
again  as  soon  as  we  are  able. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  first  paragraph  of 
this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755- 
6248  or  may  be  sent  by  facsimile  to  443-479-3612,  If  sent  by  fax,  it  should 
be  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of  the 
FOIA  office  is  301-688-6527. 


Sincerely, 


FOIA  Customer  Representative 


Approved  for  Reiease  by  NSA  on  04-27-2016.  FOIA  Case  #  78137) 


DOCID:  4294452 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE.  MARYLAND  20755-5000 


FOIA  Case:  78121 A 
1  July  2014 


MATTHEW  J  W1ECEK 

.  w 


Dear  Mr.  Wiecek; 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “Any  and 
all  correspondence  from  Edward  Snowden  to  any  entity  within  the  NSA  in 
which  he  notes  his  concern  about,  the  scope  and/or  legality  of  a  US 
surveillance  program.  1  would  also  like  a  copy  of  the  response  he  received,  if 
any,”  For  purposes  of  this  request  and  based  on  the  information  you  provided 
in  your  letter,  you  are  considered  an  “all  other”  requester.  There  are  no 
assessable  fees  for  this  request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  A 
thorough  search  of  our  files  was  conducted,  but.  there  are  no  documents 
indicating  that  Mr.  Snowden  contacted  agency  officials  to  raise  concerns  about 
NSA  programs. 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  The  fact  that  we  were  unable  to 
locate  records  responsive  to  your  recjuest  may  be  considered  by  you  as  an 
adverse  determination,  and  you  are  hereby  advised  of  this  Agency’s  appeal 
procedures.  Any  person  notified  of  an  adverse  determination  may  file  an 
appeal  to  the  NSA/CSS  Freedom  of  Information  Act  Appeal  Authority,  The 
appeal  must  be  postmarked  no  later  than  60  calendar  days  after  the  date  of  the 
initial  denial  letter.  The  appeal  shall  be  in  writing  addressed  to  the  NSA/CSS 
FOIA  Appeal  Authority  (DJ4),  National  Security  Agency,  9800  Savage  Road  STE 
6248,  Fort  George  G.  Meade,  MD  20755*6248.  To  aid  in  processing  the 
appeal,  it  should  reference  the  inability  of  the  Agency  to  locate  the  records  you 
seek,  in  sufficient  detail  and  particularity,  and  the  grounds  upon  which  you 
believe  this  Agency  maintains  such  records.  The  NSA/CSS  FOIA  Appeal 
Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days  after 
receipt,  absent  unusual  circumstances. 


Approved  for  Re  lea  s  6  "by N  S  A'on  04*27-20T6^ FOIA  Case  #781371 


DOCID:  4294452 


FOIA  Case:  78 121 A 


As  you  may  be  aware,  one  document  was  located  that  shows  that  Mr. 
Snowden  raised  questions  about  the  agency’s  interpretation  of  NSA’s  legal 
authorities.  Although  it  is  not  responsive  to  your  request  since  it  does  not 
discuss  NSA  programs  or  raise  concerns  about  NSA  programs,  we  are  providing 
the  document  to  you  as  a  courtesy  as  it  was  previously  released.  The 
document  can  also  be  found  posted  on  the  icontherecord.fumblr.com  website, 
as  well  as  on  NSA.gov. 


Chief 

FOIA/ PA  Office 


Enel: 

a/s 


DOCID:  4294457 


j[b)p}-P.L.  86-36 
M5) 


M/R:  (U)  Final/  Partial  Denial 

(U)  This  letter  further  responds  to  Mr.  Matthew  Cole’s  FOIA 
request  of  23  May  2014.  received  in  the  FOIA  office  on  27  May  2014,  for 
“Any  and  a!!  emails,  documents  or  any  other  form  of  communication  sent 
by  or  from  EDWARD  SNOWDEN  to  the  Office  of  General  Counsel,  or 
equivalent,  or  to  any  lawyer  or  legal  office  within  the  agency  during  the 
years  2012  and  2013,  as  well  as  any  communication  in  response  to  Mr. 
Snowden.” 


(U)  For  the  purposes  of  this  request,  and  based  on  the  information 
provided  by  the  requester,  he  is  considered  a  representative  of  the  media. 
The  requester  states  that  he  is  affiliated  with  NBC  News.  A  search  of 
their  website  confirms  that  Mr.  Cole  is  a  current  writer  for  NBC.  NOTE: 
Mr.  Cole  has  also  posted  an  article,  dated  29  May  2014,  titled  “Paper 
Trail?  NSA  Releases  Email  Snowden  Sent  to  Agency  Officials.” 


DOCID:  4294457 


TiMpT  flgQIPtpn  /  /PAP . Apnmi  aj — iiqp  nWT  V 

FOIA  Case:  78071 


(1,4  We  provide  the  requester  with  I  document  (2  pages)  with  a 
Pori  ini  Denial  response,  explaining  the  exemptions  cited  and  providing 
NS  A  appeal  rights. 


(u//pe-Het  [_ 
29  May  2014 


and  Cindv  Blacker,  DJ41,  966-4073, 


(14  Paul  Rlaskwskn  i')J4,  966-4072,  29  May  2014 


(bX3)-P.L,  86-36 


{bX3)-PU  86-36 


DOCID:  4294458 


tb)(3)-P.L.  85-36 

mm 


FOIA  Case:  774* 


M/R:  (U)  FINAL  RESPONSE  -  NO  RECORDS 

(U The  attached  letter  responds  to  Mr.  Jason  Leopold’: 
FOIA  request  of  8  April  2014  for  “any  and  ail  emails  written  by  former 
NSA  contractor  Edward  Snowden  in  which  Mr.  Snowden  contacted 
agency  officials  through  email  to  raise  concerns  about  NSA  programs. 


roved  for  Release  b 


b)(3J-P.l.  86-36 


DOCID:  42944 

tbHWU-  66-36  UNCL 

pm 


UNCL 


DOCID:  4294458 


jU}  The  requester  is  advised  that  he  is  considered  a  “representative 
of  the  media”.  We  inform  him  that  there  are  no  assessable  fees  for  this 
request.  We  explain  that  there  are  no  responsive  records  relating  to 
concerns  about  NSA  programs,  and  provide  append,  rights.  We  do  advise 
that  there  is  one  email  between  Mr.  Snowden  and  the  OGC  that  raises 
questions  ebout  NSA's  interpretations  of  legal  authorities  and  ad  vise  that 
we  are  providing  it  as  a  courtesy,  although  it  is  not  responsive  to  his 
request.  We  enclose  a  copy  of  the  document  (2  pages)  which  was  located 
by  OGC  arid  previously  released  in  Case  78071.  The  requester  is 
informed  that  this  document  has  also  been  made  publicly  available  and 
can  be  found  at  www.odnurov  as  well  as  on  the  1C  on  the  Record  website 
{IContheRecord,t.umblr,com|.  Finally,  appeal  rights  are  provided  for  the 
“no  record "  response. 


(b}(3)-P.L  86-36 


DOCID:  4294458 

UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 

FOIA  Case:  77440A 

(U)  Cindy  Biacker . 5  June  2014 

(U)  pnphill  6/5/14  (pending  meeting  and  OGC  concurrence}  Updated 
6/23/14 


UNCLASSIFIED/  /FOR  OFFICIAL  USE  ONLY 


DOCID*  4294459 

UNCLASSIFIED/  / FOR  OFFICIAL  USB  ONLY — 

|b)(3).P.L  SS-36 

ib)(5)  FOiA  Case:  78104 


M/R:  (U)  FINAL/ PARTIAL  DENIAL 


(Uj  The  attached  letter  responds  to  Mr.  Paul  S  Szoldra’s  FOIA  request 
of  29  May  2014,  for  “Any  and  all  emails,  letters,  records,  or  other 
correspondence  sent  by  Edward  J.  Snowden  to  the  National  Security 
Agency  Office  of  General  Counsel,  i  also  request  any  and  all  emails, 
letters,  records,  or  other  correspondence  sent  in  response  to  his  queries.” 


DOCID : 

{b){3)-P.L  86-3S 
(b)(5) 


4294459 

UNCLASSIFIED/ /FOR  OFFICIAL  USE 

FOIA  Case:  78104 


requester.  We  inform  him  that  there  are  no  assessable  fees  for  this 
request.  We  enclose  a  copy  of  the  document  (2  pages)  which  was  located 
by  OGC  and  previously  released  in  Case  78071.  A  Partial  Denial  response 
is  provided,  explaining  the  exemptions  cited.  The  requester  is  informed 
that  this  document  has  also  been  made  publicly  available  and  can  be 
found  at  www.odm.iiuv ,  on  the  IC  on  the  Record  website 
(IContheRecord, tumblr.com),  and  on  NSA.gov.  Finally,  appeal  rights  are 
provided  for  the  cited  redactions. 


(U//Fe^| 

(Uf  Cindv  !  >Iack<  r 
(U)  pnphitt  6/23/1 * 


DJ4 1 ,  966-4075, 
I une  inks 


3  June  2014 


{b|(3>-P.L.  SS  36 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONfc¥ 


DOCID:  4294461 


(bHtyP.l.  86-36 


M/R:  (U)  GRANTED -IN-FULL  (publicaUy  available) 

(U)  The  attached  letter  responds  to  David  A.  Garrett’s  F01A  request  of 
29  May  2014,  for  a  copy  of  an  e-mail  from  Edward  Snowden  to  the  NSA’s  Office 
of  the  General  Counsel,  which  has  recently  been  mentioned  in  the  press. 


(Uj  Mr.  Garrett  shows  an  affiliate  of  “Examiner  .com,”  which  is  a  blog 
media  outlet  that  anyone  can  join.  Per  the  web  site,  “Examiner. com  is  fully 
powered  by  Examiners,  thousands  of  writers  who  are  self-motivated 
independent  contributors.  Each  Examiner  is  able  to  express  through  words 
and  photos  a  deep  expertise  in  a  topic.”  To  join  this  web  site,  the  person 
should  be  “credible,  passionate  and  knowledgeable  subject  matter  expert.”  As 
Mr.  Garrett  did  not  provide  any  evidence  as  such,  and  because  there  are  no 
fees  for  this  request,  we  are  not  addressing  his  fee  category.  The  “all  other” 
category?  was  selected  in  CTS  for  admin  purposes.  For  case  74230  shown 
below,  he  was  given  “media”  status,  but  for  any  future  requests,  his  category 
should  be  fully  investigated;  he  may  need  to  provide  evidence  of  his  “deep 
expertise  in  a  topic.” 


roved  for  Release  bv  NSA  on  04-27-2016,  FOIA  Case  #7813 


DOCID:  4294461 

UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONfc¥ 


FOIA  Case:  78107 


(U)  We  inform  Mr.  Garrett  of  his  assigned  case  number,  and  because  there 
are  no  assessable  fees  for  his  request,  vve  have  not  addressed  his  fee  category. 
We  inform  him  the  responsive  material  requested  is  available  on  the  NSA.gov 
web  site  and  provide  him  the  exact  web  address.  Finally,  we  inform  him  that 
we  have  administratively  closed  his  request. 


(U//FOU0fr 


DJ41,  966~4076s,  6  June  2014 


(b)(3)-P.L,  56-36  (b)(3)-P.L  86-36 

(b)(5) 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 


DOCID:  4294462 

UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 

(b)(3)-P.L  86-36 

(b)(5)  FOiA  Case;  78111 


M/R:  (Uj  NO  RECORDS 

(U)  The  attached  letter  responds  to  Matthew  Keys’s  FOIA  request  of 
29  May  2014,  for  “any  and  all  e-mails  sent  by  Edward  J  Snowden  using  the  e- 
niail  address  e i s nowd@nsa . ic . gov  to  any  and  all  National  Security  Agency 
officials,  including  officials  at  the  Office  of  General  counsel,  for  the  time  period 
between  January  1,  2014  and  April  1,  2014.”  Per  information  in  his  request, 
he  is  placed  in  the  "all  other”  fee  category.  The  referenced  e-mail  account  is  to 
NBA  internal  (NSANetj  e-mail. 


(U/y-fof/6)-  We  inform  Mr.  Keys  of  his  “all  other”  fee  category,  and  that 
there  are  no  assessable  fees  for  his  request.  We  inform  him  that  we  confirmed 
with  the  appropriate  office  ( Security )  that  because  Mr,  Snowden  ceased  to  be 
affiliated  with  NSA  in  June  2013,  there  are  no  records  responsive  to  his  request 
since  he  did  not  have  an  active  NSA  email  account  after  that  time.  Finally,  we 
provide  our  appeal  procedures. 


(U /  /FOU'O)  j 

(Uj  pnphill  6/23/14 


DJ41,  966-4076s,  6  June  2014 


(bX3)-P.L  86-38 


UNCLASSIFIED /-/-FeROFFIGIAL  USE  ONLY 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


DOCID:  4294464 


tbp^-P.L  B6-36 

MW 


FQIA  Case:  78113 


M/R:  (U)  FINAL  RESPONSE  -  PARTIAL  DENIAL  OF  DOC  AND  FULL 
DENIAL  OF  REMAINING  EMAILS 

(U /  / FOUO)  This  letter  responds  to  Mr.  Paul  Szoldra’s  request  of 
29  May  2014;  for  “any  and  all  email  correspondence  sent  and  received  by 
Edward  J.  Snowden,  an  intelligence  contractor  working  for  the  National 
Security  Agency,  date  range  approximately  from  Jan,  2006  to  Mar.  2013. 
He  used  the  following  email  address:  cjsnnwd-b  nsn.lr.gov  .  He  also  may 
have  used  these  email  addresses  as  well:  eisnowd^  nsa.gov  . 
edward.i  -snowdcnb  n so .  ic.eov,  cd w a rd , s n o wd e tv'c  n s a . I c . uo v  , ” 


DOCID : 


<i>){3)"P.L.  86-36 
(b)(5) 


4294464 

UNCLASSIFIED/  /  FOR  OFFICIAL U6BONL¥ 

KOI  A  Case;  78113 


(U//"F'0,¥t)'}  The  request  er  is  advised  of  his  all  other  fee  category 
and  that  there  are  no  assessable  fees  for  this  request.  Since  there  are  no 
fees  associated  with  this  request,  we  explain  that  we  are  not  addressing 
his  request  for  a  fee  waiver.  Appeal  rights  are  provided  for  any  denial  (no 
records  of  complaints;  redactions  in  the  released  Snowden  email  if 
responsive  to  the  request;  and/or  full  denial  of  all  other  Snowden  emails. 


lu/yrouet 


DJ4C . 966-4078,  25  June  2014 


fb)(3f-P.L.  86-36 


UNCLASSIFIED//FOR  OFFICIAL  USE  ONLY 


DOCID:  4294466 


(b)(3)  F.l.  86-36 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY" 

FOIA  Case:  78119 


M/R:  (U)  FINAL/PARTIAL  DENIAL 

(U)  The  attached  letter  responds  to  Mr.  Gregory  T.  Korte’s  FOIA 
request  of  29  May  2014,  for  “Any  and  all  communications  to  and  from 
Edward  Snowden  to  the  National  Security  Agency's  Office  of  General 
Counsel.  This  request  includes  communications,  in  whatever  format, 
and  does  not  have  a  time  limit.”  Mr.  Korte  advises  that  he  is  a  journalist 
employed  with  USA  Today,  and  also  socks  expedite  pror-ssmy.  A  review 
of  the  News  Media  Yellow  Book  confirmed  that  he  is  a  reporter  with  USA 
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FOIA  Case;  78119 


(U)  The  requester  is  advised  that  he  is  considered  a  “representative 
of  the  media”.  We  inform  him  that  there  are  no  assessable  fees  for  this 
request;  therefore,  we  did  not  address  his  request  for  a  fee  waiver.  Sin*  e 
!  ins  Srn.!-T  luNv  svspf/j  ui  ^  if*  Mr.  KonMs  n.-q  Ui-si,  wcmIo  nrq'  \hv 

r« 'fittest  exp(  din-d  professing.  We  enclose  a  copy  of  the  document  (2 
pages)  which  was  located  by  OGC  and  previously  released  in  Case  78071, 
A  Partial  Denial  response  is  provided,  explaining  the  exemptions  cited. 
The  requester  is  informed  that  this  document  has  also  been  made 
publicly  available  and  can  be  found  at  www.odni.aov  as  well  as  on  the  IC 
on  the  Record  website  (lContheRecord.tumblr.com).  Finally,  appeal 
rights  are  provided  for  the-  rln-d  ivbnri inns. 


(U//POUO) 


DJ41  966  -4075,  2  June  2014 
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UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 


DOCID:  4294467 

UNCLASSIFIED/ /FOR- -OFFICIAL  USE  ONLY - 

MPHM-  86-36  FOIA  Case:  78 1 2 1 A 

(b)(5) 


M/R:  fU)  FINAL  RESFONSE/NO  RECORDS 

(U//FOUO)  The  attached  letter  responds  to  Mr.  MATTHEW  J 
WIECEK’s  FOiA  request  of  29  May  2014  for  “Any  and  all  correspondence 
from  Edward  Snowden  to  any  entity  within  the  NSA  in  which  he  notes 
his  concern  about  the  scope  and/or  legality  of  a  US  surveillance 
program.  I  would  also  like  a  copy  of  the  response  he  received,  if  any.1' 

(U)  For  the  purposes  of  this  request,  and  based  on  the 
information  provided  by  the  requester,  he  has  been  placed  in  the  “all 
other  fee  category.  Since  there  are  no  documents  responsive  to  this 
request,  no  fees  were  assessed. _ 

lUAWueti 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  78137) 
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mm- se-se  FOIA  Case:  78121 A 

f m 


(U//FOUOf-The  requester  is  advised  of  his  “all  other”  fee  category 
and  that  there  are  no  assessable  fees  for  this  request,  Appeal  rights  are 
provided  along  with  our  “no  records”  response. 


DJ41,  966-4073,  1  July  2014 


(i>)(3f-P.L.  86-36 


UNCLASSIFIED //FOR  OFFICIAL  USE  ONLY 


DOCID:  4294469 

UNCLASSIFIED  //FOR  OFFICIAL  USE  ONLY — 

WPJ-P.L  86-36 

W(5J  FOIA  Case:  781 15A 

M/R:  (U1  FINAL  RESPONSE  -  PARTIAL  DENIAL  OF  DOC  AND  FULL 
DENIAL  OF  REMAINING  EMAILS 


(U//TrQU'Qt  The  attached  letter  responds  to  Mr.  Evan  Hill’s  FOIA 
request  of  29  May  2014  for  “Copies  of  any  and  all  emails  or  messages 
sent  to  or  from  the  following  National  Security  Agency  e-mail  address: 
ejsnowd@n  sa .  ic .  gov .  ” 

(U)  Mr.  Hill,  who  is  affiliated  with  Ai  Jazeera  America  was  granted 
expedited  processing  on  6  June  2014.  We  also  advised  him  that  he  was 
considered  a  media  requester  and  that  there  were  no  assessable  fees  for 
his  request. 

(U  /  /  FO  U  Q4 1 


approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  7813^ 


DOCID:  4294469 


UNCLASSIFIED  / 


DOCID:  4294469 

mrm  a  ecrmnn  /  / a  w  f-yots  ri»Ti  tz 
Urfl/unDOU1  txUJLff  jirtm — \/r  r ivlnL — UOe  UnLY 

FOIA  Case:  781 15A 


(U/  /TO  US)  Appeal  rights  are  provided  for  the  denials  (redactions 
in  the  released  Snowden  email  and  full  denial  of  all  other  Snowden 
emails) . 


(U^OUOj  Pamela  N.  Phillips,  Ch/DJ4,  966-4071,  6/26/14 


86*36 

«» 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 


DOCID:  4294470 

UNCLASSIFIED  /  /  FOR  OFFICIAL  USE  ONLY 


(b){$p.L  86-38 

<bM5) 


FOIA  Case:  78114 


M/R:  (U)  FINAL  RESPONSE  -  PARTIAL  DENIAL  OF  DOC  AND  FULL 
DENIAL  OF  REMAINING  EMAILS 


(U / This  letter  responds  to  Ms,  Rosie  Gray’s  request  of  29 
May  2014,  for  “any  and  ail  email  communications  to  or  from  the  email 
address  cisnowdc  nsa . ic.^ov  , ” 


jU/'fFOUO) 


{U//FOUO) 
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4294470 

UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 

POiA  Case:  78114 


(U  /"/"P@"UOj  The  requester  is  advised  of  her  all  other  fee  category 
and  that  there  are  no  assessable  fees  for  this  request.  Appeal  rights  are 
provided  for  any  denial  (no  records  of  complaints;  redactions  in  the 
released  Snowden  email  if  responsive  to  the  request;  and/or  full  denial  of 
all  other  Snowden  emails. 


(U/7WWj 


DJ41,  966-4078,  26  June  2014 


86-36 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 


DOCID:  4294471 


M/R:  (U)  FINAL  RESPONSE  -  PARTIAL  DENIAL  OF  DOC  AND  FULL 
DENIAL  OF  REMAINING  EMAILS 

(Uf/'FOU'O)  The  attached  letter  responds  to  Ms.  Rosie  Gray’s  FOIA 
request  of  29  May  2014  for  “any  and  ail  email  communications  to  or  from 
the  email  address  ejsnowd@nsa.ic.gov,”  A  20-day  letter  was  sent  on 
18  June  2014,  Ms.  Gray  is  affiliated  with  Buzzfeed.com  and  claims  to  be 
a  media  requester.  For  purposes  of  this  request,  we  place  Ms.  Gray  in 
the  “all  other”  category  and  advise  her  that  there  are  no  assessable  fees 
for  this  request. 


(b)(J)"P.L  86-36 


DOCID:  4294471 


fhm 


UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 

FOIA  Case:  78274A 


DOCID:  4294471 

UNCLASSIFIED/ /FOR  OFFICIAL USE  ONLY 

FOIA  Case:  78274A 


( U / '/TO U O j— The  requester  is  advised  of  her  fee  category  and  that 
there  are  no  assessable  fees  for  this  request.  Appeal  rights  are  provided 
for  the  denial  (redactions  in  the  released  Snowden  email  and  full  denial 
of  all  other  Snowden  emails!. 


(U//WWT  Pamela  N.  Phillips,  CH/DJ4,  966*4071,  6/26/14 


(S>K3p.L  86-36 


UNCLASSIFIED //FOR  OFFICIAL  USE  ONLY 
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UNCLASSIFIED  //FOR  OFFICIAL  USE  ONLY — 

FOIA  Case;  78118 


(U /-/FOUO)  The  requester  is  advised  of  his  fee  category  and  that 
there  are  no  assessable  fees  for  this  request.  If  appropriate,  we  explain 
that  we  do  not  address  the  request  for  a  fee  waiver.  Appeal  rights  are 
provided  for  any  denial  (no  records  of  complaints;  redactions  in  the 
released  Snowden  email  if  responsive  to  the  request;  and/or  full  denial  of 
ail  other  Snowden  emails. 


(U//FOUO) 


DJ4 17 96^4075i . 24  June  20 1 4 
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94476 


FOIA  Case:  78399 


(U)  FINAL/ PARTIAL  DENIAL 

(U/V^OUOf  The  attached  letter  responds  to  Mr.  Matthew  Keys’ 
request  of  27  June  2014  for  “any  and  ail  e-mails  sent  by  Edward  J 
den  using  the  e-mail  address  ejsnowd@nsadc.gov  to  any  and  all 
officials,  including  officials  at  the  office  of  General  Counsel,  for  the 
period  between  January  1,  2013  and  June  1,  2013. 

(u/./rouet  _ 


uAawet 
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DOCID 

(b)(3J-P.L  86-36 
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UNCLASSIFIED/  /  FOR  OFFICIAL  U8E  ONLY— 

F01A  Case:  78399 


(U //PQUQ)  The  requester  is  advised  of  his  fee  category  and  that 
there  are  no  assessable  fees  for  this  request.  He  is  provided  with  a  copy 
of  the  email  previously  released  in  Case  78071.  Appeal  rights  are 
provided  for  any  denial  (no  records  of  complaints;  redactions  in  the 
released  Snowden  email  if  responsive  to  the  request;  and/or  full  denial  of 
all  other  Snowden  emails. 


(U//F0U01 
(U)  pnphiU 
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BOCID:  4294494 

Brooks  Elizabeth  It  NS  A- DC  USA  CIV 


From: 

S«nt: 

To: 

Cc 


Subject: 


NSA-D  USA  CIV 


Tuesday,  June  03,  2014  5:49  PM 
Regers  Michael  S  ADM  NSA-D  USA  USN 

ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Stone  Conn  R  USA  CIV;  Brooks  Elizabeth  R  NSA- 
DC  USA  CIV,  Shea  Teresa  H  NSA-S  USA  CIV;  Moultrie  Ronald  S  NSA-S  USA  CIV;  De 
Rajesh  NSA-D2  USA  CIV;|  "1NSA-D2  USA  CIV:  D,elono  John  M  NSA-C 

USA  CIV;  Ensor  Leoinel  K  NSA-Q  USA  CIV;j _ (NSA-D4  USA  CIV; 

Richards  Rebecca  J  NSA-D5  USA  CIV;  Dt  medialeaks^core  (AUAS)  D;  Grimes  Arlene  U 
NSA-DN  USA  CIV;[  ^SA-D  USA  CIV:!  ~1nSA- 

D  USA  CIV:I  INSA-Q  USA  CIVT^  . InSA  Q3  USA  CIV; 


]j|NSA-5V  usaovI 


VlSA-Q31  USA  gV; 


avl  1  NSA  133  USA  Qvf 

|  INSA-D  USA  ClV;f 


hSA  S  USA  CIvt 


Ins  a  031  usa  civ 


^NSA-D  USA  CIV;  [ 


NSA-S02  USA 


CIV| 

DL  USA  CIV|_ 


..  _ INSA-T  USA  CIVl  1NSA-D  USA 

jsSA-D  USA  Civl  JNSA-DC  USA  CIV:  Bauman  Ethan  L  NSA 

|nSA-01  USA  C1V;|  ^SA-D?  USA  CIV 


(UJ  UPDATE:  Context  Of  Snowden  Engagements 


Classification:  SEeRETZ/NOFeRN 

MAY  CONTAIN  ATTORNEY/CLIENT  PRIVILEGED  INFORMATION 
MAY  CONTAIN  LAW  ENFORCEMENT  SENSITIVE  INFORM  A I  ION 


TO:  Admiral  Rogers 

Sir, 

BU  T;  ( U//10U0)  With  specific  regard  to  Mr.  Snowden’s  repeated  claims  that  he  expressed  his  concerns 
about  “clearly  problematic  programs  to  more  than  ten  distinct  officials,”  I,  as  the  accountable  NSA  official  for 
Media  Disclosures  issues,  accept  responsibility  for  the  representation  that  the  only  engagement  we  have 
uncovered  is  a  single  web  platform  e-mail  engagement  with  an  attorney  in  the  NSA  Office  of  General 
Counsel.  This  is  the  same  e-mail  released  in  lightly  redacted  form  on  the  heels  of  the  recent  NBC  interview 
(See  Attachment  A  below  my  signature  block).  1  apologize  that  my  failure  to  characterize  that  determination 
with  full  context,  as  I  set  out  to  do  below,  left  NSA/CSS  leadership  insufficiently  informed  about  this  matter.  It 
is  my  responsibility  to  keep  NSA  senior  leadership  informed  about  these  developments  as  they  occur  and  1  will 
endeavor  to  correct  tor  that  going  forward. 

(C//NF)  In  short,  there  were  three  interactions  between  Mr.  Snowden  and  either  OGC  or  SV,  only  one  of 
which  involved  a  written  question  and  answer.  During  the  course  of  the  investigation,  standard  interview 
questions  were  used,  but  were  tailored  as  needed  to  follow  the  flow  of  the  interview.  It  is  also  important  to  note 
that  there  were  questions  included  that  were  meant  to  uncover  whether  Mr.  Snowden  was  dissatisfied  with  the 
US  government. 

BACKGROUND 
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separate  engagements  between  SV  and  Edward  Snowden.  One  of  those  three 
SV  engagements  resulted  in  the  e-mail  exchange  with  OGC  that  was  released  after  the  NBC  story.  None  of  the 
engagements  expressed  concerns  about  NSA  programs  or  activities. 


1 .  -(fy/NEt  The  contact  initiated  by  Edward  Snowden  on  5  April  2013  about  the  hierarchy  of  authorities 
reflected  on  a  slide  in  a  training  course  was  submitted  to  the  NSA  OGC  via  the  "‘Email  Us”  form  on 
their  internal  website.  This  form  generated  an  email  to  an  OGC  alias  and  copied  Snowden.  This 
email  was  recovered  by  investigators  from  Snowden’s  email  Inbox,  and  was  marked  as  having  been 
read  but  not  forwarded  or  responded  to.  Because  it  was  about  an  SV  training  course  (OVSC1 800  - 
Legal  Compliance  and  Minimization  Procedures),  it  was  forwarded  for  action  by  the  (OGC  to  SV's 
lead  for  Access  Oversight  Training  and  Strategic  Guidance.  Although  the  individual  in  SV  knew  the 
correct  response  to  the  question,  they  determined  that  it  would  be  best  for  the  OGC  to  provide  an 
authoritative  response  since  the  question  raised  a  legal  point.  Snowden’s  e-mai!  was  forwarded  to 
OGC  and  the  response  was  made  for  the  record  (See  Attachment  A).  There  was  only  one  question 
asked  and  only  one  answer  provided;  the  e-mails  forwarded  back  and  forth  did  not  deal  with  the 
underlying  question,  but  which  organization  would  answer  it. 


(C//Nf:f"We  are  aware  of  two  other  contacts  by  Snowden  with  S  V : 


2.  (U//FOUO)  In  early  April  2013  an  individual  who  did  not  identify  himself  appeared  at  the  desk  of  an 
employee  in  the  SV  training  area.  He  asked  if  he  could  talk  to  someone  about  the  OVSC1203  (FISA 
Amendment  Act  Section  702  training)  course.  In  the  words  of  the  SV  employee  he  seemed  upset  and 
proceeded  to  say  that  he  had  tried  to  take  OV SCI  203  and  that  he  had  failed.  He  then  commented  that 
he  felt  there  were  trick  questions  throughout  the  course  content  that  made  him  fail.  ((Note:  SV 
Training  has  standard  responses  used  to  respond  to  questions  like  this.))  The  SV  employee  introduced 
herself  and  informed  him  that  the  OVSC  courses  did  not  contain  any  trick  questions  and  that  all  of 

■  the  answers  to  the  test  questions  could  be  located  within  the  course  content.  She  reminded  him  that 
the  course  is  open  book  and  not  timed.  He  was  told  that  students  get  multiple  attempts  to 
successfully  pass  the  course  and  if  he  was  not  successful  after  multiple  attempts,  he  would  need  to 
contact  the  office  for  further  assistance.  In  the  view  of  the  SV  employee  he  seemed  to  have  calmed 
down  by  then  and  said  he  still  thought  the  questions  tricked  the  students,  but  he  would  try  again.  He 
departed  the  SV  training  area  and  to  her  knowledge  did  not  address  the  issue  with  SV  training 
again.  This  interaction  did  not  involve  concerns  about  NSA  programs  and  activities. 

3.  (U/tTOUO)  While  serving  as  a  Systems  Administrator  with  Dell  in  2012,  Edward  Snowden  assisted 
NSA  Hawaii  personnel  with  access  to  files  related  to  a  “FISA  document  template” 

process.  Subsequent  to  that  an  SV  employee  at  NSA  Headquarters  contacted  Snowden  to  gain 
assistance  in  solving  a  similar  problem.  He  addressed  that  support  remotely  from  NSA  Hawaii.  This 
activity  was  within  the  routine  duties  performed  by  Mr.  Snowden  as  part  of  his  employer’s  contract 
with  NSA. 

fSflNEl  Note:  The  same  employee  was  involved  in  the  first  two  engagements  with  SV.  In  response  to  the 
June  2013  Agency  All  (See  Attachment  B)  she  provided  in  writing  her  account  of  these  engagements. 


DETAILED  CONTEXT 


(U//FQUO)  Through  interviews,  research  and  solicitations  for  information  in  support  of  investigative  and 
other  requirements  we  have  accumulated  a  set  of  data  which  represents  our  best,  most  authoritative  capture  of 
encounters  initiated  by  Edward  Snowden  which  may  have  some  bearing  on  the  investigation,  media  disclosures 
and  or  his  claims.  We  cannot  affirm  with  1 00%  certainty  that  this  is  a  complete  set  of  information,  that  would 
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oe  impossible  to  achieve,  nut  iT 
conclusions. 


is  a  body  of  knowledge  upon  which  we  can  and  have  drawn  some  defendabie 


we  know  about  Edward  Snowden’s  official  and  even  unofficial  engaiiemcnts.  is  derived  from 
this  aggreMate  set  of  insiuht.  This  insight  includes  1 _ I 


fS//Nnl 


OUR  INTEREST  JN  HIS  ALLEGATIONS 


"(■C7/Nl;)'From  his  first  public  claims  (The  Guardian,  1 0  June  2013)  that  he  engaged  officials  to  express 
concerns,  we  have  sought  to  account  for  any  possible  enaagemerits.__Qu_r  fQCM.s  .became  more  crystal! ized  around 
the  April  to  May  2014  timeframq  pj  counter  Mr. 

Snowden’s  assertion  in  a  Vanity  Fair  interview'.  Tn  that  "interview  he  is  quoted  as  saying: 

“The  NSA  at  this  point  not  only  knows  1  raised  complaints,  but  that  there  is  evidence  that  I  made  my 
concerns  known  to  the  NSA’s  lawyers,  because  1  did  some  of  it  through  e-mail.  1  directly  challenge  the 
NSA  to  deny  that  1  contacted  NSA  oversight  and  compliance  bodies  directly  via  e-mail  and  that  1 
specifically  expressed  concerns  about  their  suspect  interpretation  of  the  law,  and  I  welcome  members  of 
Congress  to  request  a  written  answer  to  this  question  [from  the  NSA].” 

Although  we  already  had  conducted  a  number  of  previous  checks  for  responsive  material,  in  the  interest  of  due 
diligence  we  issued  in  April  2014  a  task  for  an  e-mail  search  by  NTOC,  OGC,  the  inspector  General,  SID 
Oversight  and  Compliance  and  the  Office  of  the  Director  of  Compliance.  All  of  them  responded  saying  that  no 
additional  contacts  from  Snowden  had  been  uncovered. 


(U-VF0UO)  One  final  note,  during  the  NBC  interview*  with  Brian  Williams,  the  following  exchange  transpired 
with  respect  to  Snowden’s  claims: 

{b)(3}-P.L  86-36 

WILLIAMS:  What  did  you  report?  What  was  the  response? 

SNOWDEN:  So  1  reported  that  there  were  real  problems  with  the  way  the  NSA  was  interpreting  its  legal 
authorities  and  the  response  more  or  less  in  bureaucratic  language  was  you  should  stop  asking 
questions.  One  of  my  final  acts  in  government  was  continuing  one  of  these  communications  with  a  legal 
office.  In  fact,  I  am  so  sure  that  these  communications  exist  that  J  have  called  on  congress  to  write  a 
letter  to  the  NSA  to  verify  that  they  do.  Write  to  the  office  of  general  counsel  and  say,  did  Mr.  Snowden 
ever  communicate  any  concerns  about  the  NSA’s  interpretation  of  its  legal  authorities? 


The  portion  highlighted  is  important  because 

trhc  likelihood  wc  would  have  a  credible  reflection  of  an  assertion  made  in  one  of  his  “final  acts  in 
government”  is  high,  but  no  examples  have  been  found  that  rise  to  the  level  of  his  claims. 
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(U/HF6UO)-  The  information  compiled  in  this  document  was  done  so  with  the  support  and  assistance  of  the 
Media  Leaks  Task  Force,  the  General  Counsel  (D2)  and  the  Office  of  Counterintelligence  (Q3). 

(U/ffOGO1)  Once  again,  my  apologies  for  not  having  provided  this  level  of  detail  and  context  previously.  If 
you  have  further  questions  or  concerns  please  don't  hesitate  to  have  your  staff  contact  me. 


//s// 


National  Security  Agency/Centra!  Security  Service 

OPS  2B  288090 _ 
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(bM3>*P.L.  86-38 


(bp).PX.  36-36 

(t>HW) 


Attachment  A 


Redacted  E-mail  Publicaliy  Released  After  the  28  May  2014  NBC  Interview 


Subject;  RE:  (U)  Question  for  OGC  re  OVSC1800  Course  Content  -  (U)  FW: 
Comments  from  the  D2  General  Counsel  Email  Us  Form 


Classification:  UNClASSIHED//rOR  omciAL  U5C  ONLY 
Hello  Ed, 

Executive  Orders  (E.O.s)  have  the  ’  force  and  effect  of  law."  That  said,  you 
are  correct  that  E.O.s  cannot  override  a  statute. 

in  general,  DOD  and  ODNI  regulations  are  afforded  similar  precedence  though 
subject  matter  or  date  couid  result  in  one  having  precedence  over  another. 

Please  give  me  a  call  if  you  would  like  to  discuss  further. 


Regards, 


DOCID:  4294494 


Office  of  General  Counsel/D21 
963-3121  NSTS/(301)  688-5015  Commercial 
OPS  26,  2B8134,  Suite  6250 

. Original  Message — 

From:  ejsnowd@nsa.ic.gov  lmai!to:ej5nowd@nsa. ic.gov] 

Sent:  Friday,  April  05,  2013  4:11  PM 

To:  DL  gc_web  (ALIAS)  D2 

Cc:  Snowden  Edward  J  NSA-FHV  USA  CTft 

Subject:  Comments  from  the  D2  General  Counsel  Email  Us  Form 

Classification:  UNCLASSIFIED/^-OR  OfriCIAl  USE  ONLY 

SID:  ejsnowd 

fuliname:  Ed  Snowden 
Org:  FHV 

Affiliation:  Contractor 
Secure_Phone:  N/A 

Message:  Hello,  I  have  a  question  regarding  the  mandatory  USS1D 18  training. 
The  training  states  the  following: 


(U)  The  Hierarchy  of  Governing  Authorities  and  Documents  is  displayed  from  the 
highest  authority  to  the  lowest  authority  as  follows: 

U.S.  Constitution 

Federal  Statutes/Presidential  Executive  Orders  (GO) 

Department  of  Defense  (DoD)  and  Office  of  the  Director  of  National 
Intelligence  (ODNi)  Regulations 
NSA/CSS  Directives  and  Policies 
USSIDs 

SID  Management  Directives  and  Policies 
Office  Policies 


I'm  not  entirely  certain,  but  this  does  not  seem  correct,  as  it  seems  to  imply 
Executive  Orders  have  the  same  precedence  as  law.  My  understanding  is  that 
EOs  may  be  superseded  by  federal  statute,  but  £0$  may  not  override  statute. 
Am  1  incorrect  in  this?  Between  EOs  and  laws,  which  have  precedence? 

Similarly,  between  DOD  and  ODNI  regulations,  which  has  greater  precedence? 

Could  you  please  clarify? 
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DOCID:  4294494 

Thank  you  very  much. 


Classification:  UNCLASSIFIE 


Attachment  B 


Agency  AM  Message  Soliciting  Individuals  to  come  forward  with  information 


in ^  endure f  Nolp 


2  £>1  4  ii  ttfi v  AW  Me  if er*. 

.  ©Tati*/*  |  tail  f  Od^sl  f  lASfc  3$  dawit.l-Ytew  AH 


CJP?  jtinfc  U3, 

(U)  Recent  Media  Disclosures 

OkUibtftiaa;  entire  K5A .wiBfW 

patj  [wa  im&m  ^KiSF^w8& 

ttr/Jft&ufrAs  y&u  dr?  undoubted)*  aware,  ther*?  ntiJFi$rou*  ctfClotur^s  .and  in  the  ^TlSRsSrij 

■ebflfUC  ^SA'i  ifil^li^cn<C  63^0«g^  £<fward  Srtew^rt,  0  ty^^t  *J$A  CGn&ffcttgr  ^  ^migr  CIA  ,  ho# 

■  came  forward  3$  the  source  si  tjie  njfcitfia  leaks,  the'iwes en  oy  appropriate  law  enfarcsrrem  areJ 
OTkJrrtQn>Mi0Crar6  au^ontios  CQfttilVot, 

'"Ee^Cl?  Thp  Assffloete  Di>paor£$®  #grSi*wri*Y  A’ntJ  Cot^torw^ol^sjnco  iADS&O},  4&  th{j  request  o?  ChO  HMr  I#  pfOvIrfin#  iupjro*t  totlhte 
■ooot>ifl^  Bwstifliatibh  fft  ctDse  cdortfj'/pia^ft  with  tn*  «sa  Offtcw  of  coitBsei- jW'^^WCSS  a ffi liaio  ordacaitee  *m.  ha> 

peoaining  tq  thi*  enti/ar-bad  contact  with  ^.figp-wdai^  is  requested  to  whua  Sus'cteE  Ac;&n$| Q3t£, 

C'ftmprd wiio  E  rwe  *££  AiiOAs  *™  (#1  T  7  72  aij |  Wim-.-r.-n-mr . 1 

■  lire  ADSfcC ! .  wOy  to  live  to  re  mis*)  *£'N  WC  55  -dfA&tto*  «  r@  f  pain  i rom.  r?tat tag  o&fnsseftts  'about  (ito  case  unless  (toured  to  d  &  so 

■  by.the'AOS&Ci  in  support:  of  cfcc  oflkid  ooverqnj»«  uw»sti£aton.  nsa^CSS  aHitaes  who  ha*e  security  &one®ma  ,afcot;S  thisc^*  aWSt 
yrtiiOurttgOd  to  .tOrtcecG  your  4tW#r£^ttyfrt1(!.  tMrtui  icy  officer  £‘'(5®  5  SCO-  ■ 

.  (jjjffWftfr  As  Khft  C*5C  wiJl  CQfrt gnuc  to  r£c&ir£  media  flR&ntteo,  *f£A/C5$  aHE^tes  £rtJ _ reminded  ftf  d'^ir  fO'Sodnee&itilY  to  r^er  HWUffiq# 

■  frew  th®  swo$*  or  others  outside  oJ  to  the  NSA  Puh&c  ^irs  oftks  (pao^.  rad  tan  b^  f^^chwd  on  963-5925  or  3Q1  -698*652^,  ‘Pia  ■ 

ynde#*aifcd  i&.jfiaa  ^  w  bt  ftAO. 


(bX3^PX,  86-36 
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(b)(3)  PX  86-35 

(b)(7)(A) 

(b)(7)(E) 


D0CTD" 


"4'2'9"4“4"9r4" 


(b)(3)-?.  L.  86-36 

CbPKA) 

(felPME) 


e 


BOCXD :  4-2^4-4-94- 


{bK3}-P-t  86-3*  10 

|bMTKA> 

CbHT«E> 


POCTD ;  4294494 

v  ^ . Jl  *—  S' . 


. CfQQOifiod  By:[_ _ 

Porivcd  From:  NSA/C3SM  1-02 
Dated:  20Q701Q8 
Declassify  ©n:  20300601 


Classification :  GCCRCT/ZHOrORN 


(bK3)-P.l-  86-36 

mm) 

(MPXE) 


(bK3}-P.L.  86-36 


DOCID:  4294509 


>}(3hRL  86  36 


NSA-FHV  USA  CIV 


From: 

Sent: 

To: 

Cc: 


Subject: 


Ip 


OL  NSA  V2  USA  USAF 


Thursday,  April  10,  2014  6:16  AM 

Insa  o  USA  CIV,  DL  mediateaks  core  {ALIAS;  D 
NSA  V2  USA  CIV:j  """  ~  hsA  V  USA  C3V 
]NSA~V  USA  Civj  ' 


NSA  V  USA  ClVj  _ _ 

Lsa  vTcsa  ciyf 
]i^TDUSA  OVif  . 


FHV  USA  CIV, 


COL  NSA  V2  USA  USAF 
RE:  (U)  ML  IF  1S49  Vanity  Fair:  Search  of  Correspondence 


_ [NSA  V2  USA  ClVf 

JlSA  D  USA  GV;j 


NO!' 


tf.i  V\i-  1.0 


i  i  "  '  '  )  '  =  j  -  i '  y  '.i  x  ( ■  ■  1  ■  y  /  j 

s' '■>  1.-  '■  V:  '  i  i  \  L.fv'  ;  i  [  J.  - :  :  £  I  ■  I  {  r-j  i  (.  ?(.  : 


(b){3)-P.L  86-36 


] 


IMSA-D  USA  CIV 


X  NSA-V2  USA  USAF;  OL  rnedialeaks  core  {ALIAS)  D 


From 

Sent:  Thursday.  Aorii  10.  2014  9:29  AM 

Toil  IQ 

Cc:|  _ 

NSA  V  USA  CIVl  "' .  "  InSA-FHV  USA  avIT 

USA  ClV;i  IWSnruSA  CIV;[  _ 

Subject:  RE:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Correspondence 


01 

N$A-V2„,USA  ClVj  hlSA-V  USA  CIV: 


INSA-V  USA  CIV;  1 

|N5A-V2  USA  Civj 

|NSA  v;? . 

SA-D  USA  CIV 


■'NOI'11  ORN- 


iji';  hiS  ?  Oiivnfrs-A\ion  with  M'T  QC  H  Chief.  M  '^ife  to  dv-uflie  p:i'. 
Unit  you  are  free  in  Hrfjnrt  diri-t  My  lo  Ml.  [  1  rh,-:i  mGc  !. 


(b){3)-P,L  8646 


i 

Approved  for  Release  bv  NSA  on  04-27-2016,  FOlA  Case  #  781371 


DOCID:  4294509 

(WOLPl  3636 


] 


COL  NSA-V2  USA  USAF 


From ;  1 

Sent:  Wednesday.  April  09,  2014  5:13  PM 
To:  PL  medialeaks  core  {AUAS)  D 
Cc:i  1NSA-V2USA  Civf 

N5A-V  USA  Civ!  " 

USA  C1V;[ 

USAF  - 


IrjSA-FHV  USA  CIV; 
]foSA-0  USA  CIV; 


]NSA  V  USA  CIV;} 


I  InSA-V  USA  CIvJ 

NSA-V2  USA  CIV:I 


ksA-V2 


NSA-D  USA  CIV; 


JS0l"'nSA-V2  USA 


Subject:  FW:  (U)  MLTF  1549  Vanity  Fair;  Search  of  Correspondence 

Importance:  High 


CHCT  .QONQfrORO 


■  ■  Hi  im !  rn  ST-  Ml  0(  i  •  i  <  i  ,in:i  asst  r  f  ••  t =••  •  in  f  <mr  env,  cv-i  iOA  r  r:  r'ar.i-  .a 


i: 


OU:,  01 

w  of  ?he  few  i  nnv 

or  sot w  -  Sio  iyvcoo  ■  ho 

■  =:i  oiffi  l: 

ho  ' ' '<  :  1  .j 

'■  1  1  ]  :  :  f  '  f 

w  o!  oj 

n 

Hair  iii 

■.SiLTf f !  :| 

3 

N  1  Oi 

H  (m  hr,| 

a f>n Ci t y)  K  ton. 

■  oO;iO, 

)j-;o  , 

nvuOiKS'  ■  -  o  ■;  « 

Li  1.0  tfH- 

;ifohv^o:  m!o;on.  o?oi  o 

■  jorlio; 

l0f  thr- 

Colom.-I.  USAF 


,:,tv  Fhn‘f  Ai 


rsJL.! ;  ■  V  a  ; 


Vs  i  f  )pnr  Asas.  Cents'i  (N  H 


(b)(1) 

(bH3)-P.L.  5646 


(b)(3)-P.L.  86-36 


Frotnjj  INSA-S3M2  USA  CIV 

Sent:  Wednesday,  April  09,  2014  4: 14  PM 

To:  DL  SV...MediaLeakS  (ALIAS)  SV43;  DL  ssct  (ALIAS)  SI;  DL.  NIOC  ML  (AUAS)  V2 

Cc:  01.  OGC  MediaLeaks  (AUAS)  D23;  DL  djg  .tasker  (AUAS)  D;  DL.  ODOC  Mediafeaks  (ALIAS)  D4 


2 


DOCID:  4294509 

Subject;  FVV\  (u)  MLTr  1549  -  Vanity  Fair:  Search  of  Correspondence 

Importance:  High 


!  :!  ri)  \  G  'Wii  yV\\  to  O'MS  ,Ktkfn  ci  r  ■  d  a  ,-k  thcit  yOU  i.OQr 'i : M.  ■  ■ 


:o.i ;  ■.£  o i  rjf  <yi  I 


Of 


(b)(3)*Pl,  86*36 


iVU.M'hr]  I  ask  Force 


From:! 


NSA-S3M2  USA  CIV 


Sent:  Wednesday,  April  09,  2014  3:28  PM 
To:  DL  OGC  Hediateaks  (ALIAS)  D23:  DL  DDQC  Medialeaks  (ALIAS)  D4;  DL  d 
Cc:  OL  medialeaks  core  (ALIAS)  D;|  iNSA  D  USA  CIV] 


NSA-Dl  USA  CIV;| 
Subject;  (U)  MLTF  1549  - 

Importance:  High 


vanity  Fair:  Search  of  Correspondence 


jg. 


flSA-0  USA  6v 


tasker  (AUAS)  D 

NSA-D  USA  CIV;  Eiiard  George  Dr 


m  iAL'/NOrOKN 


OGC,  !G,  and  ODQC, 

(U)  MLTF  1549  has  been  entered  into  the  system  and  requires  your  action. 

— (€//Nff  A  Vanity  Fair  article  due  out  this  week  is  expected  to  assert  that  Edward  Snowden  made  an  attempts} 
to  express  his  concerns  about  NSA's  activities.  Request  that  the  IG,  OGC,  and  ODOC,  please  search  your 
official  email,  web-based  contacts,  and  correspondence  for  any  evidence  that  he  contacted  your  office  for  any 
reason.  If  found,  provide  a  short  recap  of  the  exchange. 


DOCID:  4294509 

Tiit;  Vanity  Fair  article  is  already  in  publication,  and  may  be  on  the  street  as  soon  as  tomorrow.  NSA 
and  the  1C  are  formulating  a  possible  response,  and  need  your  information  as  soon  as  possible, 


(U)  POC  in  Media  Leaks  is 


B69-7878S 


Thank  you. 


(bH3)-P.L  86-36 


Rgds, 


Media  Leaks  Task  Force 

OPS  28  288090 
969-5009  (s) 

;(u) 


. . . a  : 


C I* ssifica t f on .  CONPiDENTIAL/ZNOFORN 


CONOID  EW* 


l"-l  !■  f  i  { 


tion.  SECRETflSi/.'NQFORN 


DOCID:  4294513 


From: 

Sent: 

To: 

Cc: 

Subject: 


Thursday  Oat/W  OMA  7^7 


FW:  REPLY:  DIM!  and  WH  Status 


Alt, r 


See  questions  below.  This  is  urgent  tasker  from  the  8th  deck . 
questions  before  as  the  head  of  ADMIN. 


pad  answered  some  of  these 


i  i 

Deputy  General  Counsel 
Litigation  and  Management 
National  Security  Agency 


963-0235  direct,  963-5548  ( main  line } 


. Original  Message - 

From:  De,  Rajesh 

Sent  Thursday,  May  29,  2014  7:54  AM 
To  J  1  Ledqett  Richard  H 

Cc:  Grimes,  Arlene  U;  Vines,  Vanee  M;  Bauman ,  Ethan ; 
Subject  Re;  REPLY:  DNI  and  WH  Status 


[ gn  a  lawyer  to  work  through  authoritative  answers  to  all  of  these  questions 
Is  work  this).  i  suspect  the  issue  will  be  QBE  for  today,  but  we  should  work 


Ok, 
with  MLTF 


to  have  answers  prepared  to  be  thorough. 


—  Original  Message  — 

From] _ 

Sent;  Thursday,  May  29,  2014  07:21  AM 

To:  De,  Rajesh;  Ledgett,  Richard  H 

Cc;  Grimes,  Arlene  U;  Vines,  Vanee  M;  Bauman,  Ethan; 

Subject:  REPLY:  DNI  and  WH  Status 

Raj, 


i 


approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


DOCID:  4294513 

*  don't  know  specifically,  but  I  would  expect  it  would  authoritatively  address  things  like; 

What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about 
reporting  activities  they  perceive  to  be  inconsistent  with  law  or  ethics  ? 

What  are  the  mechanisms  by  which  that  reporting  can  occur? 

What  is  the  process,  accountability  for  addressing  such  reports? 

is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

Do  we  have  any  examples  of  reported  activity  which  resufted  in  corrective  measures  ? 

Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 
if  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

Were  his  inquiries  responded  to?  If  so,  how  and  when? 

How  was  our  search  for  any  correspondence  from  him  conducted? 

Was  it  exhaustive  and  authoritative? 

is  it  possible  there  is  correspondence  we  overlooked,  didn’t  record? 

|  t  (b)  ( 3}  --P .  L .  36-36 


— Original  Message - 

From:  De,  Rajesh 

Sent:  Thursday,  May  29.2014  7:15  AM 
To:  iedgett,  Richard  H;  j 

Cc:  Grimes,  Arlene  U;  Vines,  Vanee  M;  Bauman,  Ethan; 

Subject:  Re:  REPLY:  DNI  and  WH  Status 

I  think  the  WH  request  for  (2  and  A  is  just  an  attempt  to  put  off  decision  be  Caitlin  does  not 

want  to  release  the  email .  I’m  not  even  sure  what  a  Q  and  A  would  say. . | do  you  have  any 

idea?  DOJ  has  already  said  they  defer  to  the  1C  after  pointing  out  minimal  litigation  risk , 

. Original  Message . 

From:  Ledgett,  Richard  H 

Sent:  Thursday,  May  29,  2014  06:31  AM 


2 


DOCjEB-s — 43-94-§4-j3 

Tu\ _ I 

Cc:  Grimes ,  Arlene  U;  Vines,  Vanee  M;  Bauman,  Ethan;  De,  Rajesh; 
Subject:  Re:  REPLY:  DNI and  WH Status 


Great  -  let's  move  with  alacrity  on  those  fronts.  Raj,  can  you  help  with  the  Q/A  and  expediting 
through  DOJ? 

Rick 

Rick  Ledgett 
Deputy  Director 


- Original  Message - 

From:\ 

Sent:  Thursday,  May  29, 2014  06:26  AM 
To:  Ledgett,  Richard  H 

Cc:  Grimes,  Arlene  U;  Vines,  Vanee  M;  Bauman,  Ethan;  De,  Rajesh,] 
Subject:  REPLY:  DNi  and  WH  Status 


86-3  6 


Rick, 


- Original  Message - 

From:  Ledgett,  Richard  H 

Sent:  Thursday,  May  29, 2014  5:34  AM  , 

To:  Bauman ,  Ethan;  De,  Rajesh;  Murphy,  Wayne 
Subject:  Re: 


I'm  good  with  that 


what  do  DNI  and  WH  say  about  it? 


(bj  {3) -P,  L.  86-36 
(b>  {5} 


Rick  Ledgett 
Deputy  Director 


—  Original  Message . 

From:  Bauman,  Ethan 

Sent;  Thursday,  May  29,  2014  01:25  AM 

To;  De,  Rajesh;  Ledgett,  Richard  H; 


(b)  (3)-P,L.  86-36 


3 


(b)(3)- P.L.  36-36 
(b>  (5) 


DOCID:  4294513 


rr,Ui^  - 

JuujCLti.  ncr- 


'ofc) 

' mobile ) 


. Or/g/no/  Message - 

From:  De,  Rajesh 

Sent  Wednesday,  May  28, 2014  09:19  PM 
To:  iedgett,  Richard  H; 

Cc:  Bauman,  Ethan  - 

Subject:  Re: 


(b)  (3) -P.L.  86-36 


. Original  Message  — 

From:  De,  Rajesh 

Sent:  Wednesday,  May  28,  2014  10:30  PM 
To:  iedgett ,  Richard  H, 


We  should  release  the  Snowden  email  asap. 


(b)  (3J-P.L.  86-36 
(bS  (5) 


(b)(3) -P.L.  36-36 


A 


DOCID:  4294712 


“1 


}*SA-D28  USA  CIV 


from: 

Sent: 

To: 

Subject: 


|mSA-023  USA  C!V 
Tuesday,  March  10,  2015  4:27  PM 
~hsA-D28  USA  OT 

FW;  (U)  MLTF  1549  -  Vanity  Fair:  Search  of  Correspondence  *  ACTION  RESEND  ■  LAST 
CALL 


C lassification :  CONFiDENTIAL/ZNOFORN 


(b!{3M»  L  36*36 


Deputy  Associate  GC,  Litigation 
NSA  Office  of  General  Counsel 
963-5047  (secure) 

1 .  [{unclassified! 


**  ATTORNEY  WORK  PRODUCT// ATTORNEY  CLIENT  C0MMUNICAT10N//PRIVILEGED 

COMMUNICATION** 


Not  to  be  released  without  OGC  approval. 


front:] _ ]sisa-D2  usa  civ 

Sent:  Thursday,  April  10,  2014  12:29  PM 
To:  DL  ge_agcusers  (ALIAS)  D2 


Cc:  DL  GC5ECR 

Subject:  FW:  (U)  MLTF  1549  ~  Vanity  Fair:  Search  of  Correspondence  *  ACTION  RESEND  -  LAST  CALL 


Classification:  CQNnPCNTIAL//NOrOfttt 


Assoc’s, 


Please  confirm  that  the  search  has  been  completed  by  each  practice  group.  Please  respond  ASAP. 


Office  Manager  to  the  Deputy  General  Counsels 
Office  of  Genera)  Counsel  (D2) 

963-5548,  f . ~| 

OPS2B  288140,  Sutte:  6250 
(U/ffeue»Mv  Dropbox 


{b)j3)-P.L.  86-36 


From:)  ]nSA-D2  USA  CIV 

Sent:  Thursday,  April  10,  2014  8:56  AM 
To:  DL  GCUSERS 

Cci .  iNSA-D2  USA  CIV 

Subject;  RE;  (U)  MLTF  1549  —  Vanity  Fain  Search  of  Correspondence  -  ACTION  RESEND  -  LAST  CALL 

Rp^v^'forReieasebvN'SA  on  04-27-2016,  FOIA  Case  #  781311 


DOCID:  4294712 


Classification:  COMF1  DENTlAL/ZNOrORN" 

For  those  of  you  who  have  not  completed  this  action  please  do  so.  I  will  be  responding  to  the  Media  Leaks  Task  Force  at 
noon  today  and  need  to  know  by  then  if  there  are  a nv  other  exchanges  with  Snowden.  Again  please  only  positive 
responses  and  respond  only  to  myself  antj .  Thanks  all  for  your  assistance  with  this  action. 


Office  Manager  to  the  Deputy  Genera f  Counsels 
Office  of  General  Counsel  (02) 

963-5548, 1  ~S 

0PS28  288140,  Suite-  6250 


fbPVAL  86-36 


From;] _ |NSA-D2  USA  CIV 

Sent:  Wednesday,  April  09,  2014  4:51  PM 
To:  DL  GCUSERS 

Subject:  FW;  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Correspondence  -  ACTION  RESEND 
importance;  High 


Classification:  ■6€)NF-]DEN:BAL//NOr  QRN 

Please  see  action  below  and  respond  to  myself  and)  [(cc'd)  ASAP  with  any  exchanges  you  had.  No  need  to 

respond  if  vou  had  none.  Many  of  you  have  probably  already  seen  this  and  if  you  have  already  responded  no  need  to 
respond  again.  Thanks. 


Office  Manager  to  the  Deputy  General  Counsels 
Office  of  General  CounseUD2i 

963-554  8 1  . 1 

OPS2B  288140,  Suite:  6250 
(UffFQfcjO)  My  PfQpbQX 


(b)(3)P,L  86-36 


From:] _ JNSA  S3M2  USA  CIV 

Sent:  Wednesday,  April  09,  2014  3:28  PM 

To:  DL  OGCJdedia  Leaks  [ALIAS)  D23;  DL  ODOCJMediaieaks  (ALIAS)  D4;  DL  d,jg_ tasker  (ALIAS)  D 

Cc:  DL  media!eaks_core  (ALIAS)  D;|  [NSA-D  USA  CIV.!  [NSA-D  USA  CIV;  Etlard  George  Dr 

NSA-D  1  USA  av:i~  INSA'-D  USA  CIVi  '  jNS'A-D  USA  CW — 

Subject:  (U)  MLTF  1549  --  Vanity  Fair:  Search  or  Correspondence 

Importance:  High  , _ 

fBelow  text  duplicated  in  DOCID  4294509 


DOCID:  4294833 


'JbK3)>P.L  86-36 


ISA-DJ09  USA  CTR 


From: 

Sent: 

To: 

Cc: 


Subject: 


| _ INSA-D  USA  CIV 

Thursday,  April  10,  2014  3:32  PM 

Grimes  Arlene  U  NSA-DN  USA  CIV:  Bauman  Fthan  L  NSA-Dl.  USA  GV 
DL  PAOMedia  (ALIAS)  PNll  1nSA-D  USA  CIV:  DL  medialeaks.core 

(ALIAS)  D;Dg  Rajesh  NSA-02  USA  GV;|  ~  liSA  P2  USA  CIV:I . ' . ~ 

_ MSA- PL  USA  CIV;  Ensor  Leoinei  K  MSA-0  USA  GV:|  |nSA-Q 

USA  CIV;  ~~  t^SA-D  USA  CIV;^  JNSA-Q31  USA  CIV; 

i  .  iNSA  Q3~USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  QV;| 

1NSA-P21  USA  CIV 

(U)  REPLY:  (U)  FINAL  PAO  REPLY  RE:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP: 

(U)  FY3A:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  -eeNriDCNTlAL//NOrQRN 

Arlene, 

(U//rOU@)-  Thanks.  If  we  get  any  inquiries  about  that  specific  issue  I  assume  we  will  use  the  same  language  we  have 
previously  used  (with  Bart  Gdlman)  on  that  topic. 

Ethan  8  (LAO), 

(UftfOWt  Based  on  our  conversation  I  am  deferring  entirely  to  LAO  any  actk>n/format  with  respect  to 
communicating  with  the  Hill,  either  proactively  or  in  response  to  outreach  from  them.  I  ask  only  that  you  please  keep  us 
in  the  loop  in  the  event  any  of  that  engagement  circles  hack  in  the  form  of  media  inquiries.  Please  deal  directly  with 

06C  and  Q33.  . " " jif  you  need  any  version  of  the  April  2013  e-mail  exchange  involving  Snowden  and  an  OGC 

attorney. 

Regards, 


Media  Leaks  Task  Forc^ 
National  Security  Agent)  yk 
OPS  26  2B8090 _ 

jwics  . 

UNCL  _ 

NSTS  969-50 11 
BLACK  I  1 


^irai  Security  Service 


From:  Grimes  Arlene  U  NSA-DN  USA  QV 

Sent:  Thursday,  April  10,  2014  3:11  PM 

Tojj  NSA-D  USA  CIV _ 

Cc:  DL  PAOMedia  (ALIAS)  oniJ  ] NSA-D  lisa  GV:  DL  mediaieaks_core  (ALIAS)  D;  De  Rajesh  NSA-D2 

USA  CIV.I  NSA-P2  USA  CIVi  jNSA-DL  USA  GV;  Ensor  Leoinei  K  NSA-Q  USA  CIV: 

NSA-Q  USA  civj  [FI5A-D  USA  CIV;|  jNSA-031  USA  GV; 

NSA-Q3  USA  aV;  Bauman  Ethan  L  NSA-DL  USA  GV  1 - 1 

Subject:  (U)  FINAL  PAO  REPLY  RE:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP:  <U)  FYSA:  Snowden  Allegation  in 
Pending  Vanity  Fair  Article 
Importance;  High 


Classification  :-©< 


1 


DOCIDp — ^294833 

(U/TTt^tWI _ [PAU  does  not  recommend  releasing  a  statement  in  response  to  the  Vanity  Fair  article.  We  released  a 

statement  on  30  December  2013  and  we  simply  aren't  able  to  provide  anything  new  or  substantive  at  this  rime.  The 
good  news  ;s  that  this  article  has  not  received  any  bounce  and  there  have  been  no  media  queries  today. 


Thank  you, 
{U..VFOUO! 

Arlene 


Arlene  U  Grimes 
NSA  Public.  A  Kan's  Office  Lend 
2B5053 


Personal  969-/505$  qjp 
PAD  Of  hem  969- 74  99 $1 


3! a  ok be rrv /external  e mai I 


AKeohours  media  queries: . hsapeb^nsg.^ 


(b)(3}#.L  86*36 


My  dropbox  (for  large  files): 


From;  Grimes  Arlene  U  NSA-DN  USA  CIV 
Sent:  Thursday,  April  10,  2014  11:25  AM 
To:|  . iNSA-D  USA  CIV _ 

Cc:  DL  WSMedis  (ALIAS)  ONiJ  jNSA-D  USA  OV;  DL  medialeaks  core  (ALIAS)  D;  Oe  Rajesh  NSA-D2 

USA  CNi  WSA-D2  USA  CIV:i  |NSA*DL  USA  ClV,;„,EOSflr,.LgP)nfii1  K  NSA-0  USA  CIV; 

(  kSA-0  USA  CIV;  . P'SA-D  USA  CIV;|  TISA-Q31  USA  CIV; 

lNSA-03  USA  CIV;  BaumariIt:HanT""fl|'SS'DL  USA  QV 

Sublet*; ""(0)"" FOLLOW  UP  RE;  (U)  REPLY;  (U)  PAO  REPLY:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP;  (U)  FYSA: 
Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  ■eeWFHB&ffflA L//N O r OR N 

1  u  jjf  OU O'fk | correct,  this  statement  would  be  for  release  in  addition  to  the  CM  and  only  after  the  CM  is  released 

today,  If  GGC  and  Security  approve,  we  will  seek  NSC  and  ODNI  approval, 


Thank  you, 
iU/ffOUQ"; . 

Arlene 

Arlene  U.  Grimes 

NSA  Public  Affairs  Office  Lead 

2B5053  _ 

Personal-  969.7505s  f  1 

PAO  Office:  969-7499PT  "  _ 

Blackberry/exfemsf  email: f 

Afterglow's  media  queries:  nsepao@nSB.gov 


(b)(3)-P<L  66-36 


My  dropbox  {for  iarge  files): 


From:'  NsA-D  USA  OV 

Sent:  Thursday,  April  l6,  2014  11:12  AM 
Toe  Grimes  Arlene  U  MSA-DN  USA  CIV 

Cc;  DL  PAOMedia  (ALIAS)  DNll  jNSA-D  USA  QV:  DL  roedialeaks_core  (AUAS)  D;  De  Rajesh  NSA-D2 

USA  OVi  . . hSA-P2  USA  CIV:  I  . iNSA-DL  USA  OV;  Ensor  Leoine!  K  NSA-Q  USA  CIV; 

. tNSA-Q  USA  OV;l  fNSA-D  USA  CIV;|  JNSA-Q31  USA  OV; 

INSA-03  USA  QvrSaurnan"  Khan  T'/ISA-DL  USA  QV 

Subject:  (U)  REPLY:  (U)  PAO  REPLY:  <U}  UPDATE;  (U)  FORWARDED  FOR  FOLLOW-UP:  (U)  FYSA;  Snowden  Allegation  in 
Pending  Vanity  Fair  Artide 


2 


DOCID:  4294833 

Classification :  CONI  •lULNTIAL/fNOfORN 

Arlene, 

it  your  recommendation  that  we  do  so  in  addition  to  the  CM  for  the  purposes  of  addressing  o  Factual 
error  published  by  Vanity  fair?  hi  sor  fri  [fko  to  see  the  CH  go  first;  we  provide  the  Hill  the  eouriesy  of  awareness,  tn 
the  meantime  you  can  run  the  necessary  traps  to  dear  language  ?f  we're  satisfied  that  the  e-mail  searches  have  come  up 
empty  handed. 


Thanks, 


Media  leaks  7#$k  r 

National  S^Cwfitv  A^ncy'Ce^fral  Sfro-infy  Ssr^ic 
OPS  S-B  288GSCI 

J  W  ECS  . . .  j 

UNCL  _ . 

NSTS  So<l'-5iDE1 

SLACK  r .  .  i 


■  (b)(3)-P.L  88-36 


From;  Grimes  Arlene  U  NSA-DN  USA  CIV 


Sent:  Thursday,  April  10,  2014  11:07  AM 
To:  Bauman  Ethan  L  NSA-DL  USA  CIV:1 
Cc:  DL  PAOMedia  (ALIAS)  DNl;} 


iNSA-D  USA  CIV 


fJSA-D  USA  CIV;  DL  medialeaksjrore  (ALIAS)  D;  De  Rajesh  NSA-D2 


- - 

NSA-Q  USA  CIV; 

IlsSA-D  USA  CIV;|  j 

[NSA-Q3  USA  CIV  . 

NSA-Q31  USA  CIV; 


Subject:  (U)  PAO  REPLY:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP:  (U)  FYSA:  Snowden  Allegation  in  Pending 
Vanity  Fair  Article 

Importance:  High 


Classification:  CONEIPENT1AL//NOEORN 


(UtfFBfcK^j  for  your  reference,  there  was  a  previous  N$A  statement  released  on  30  December  2013,  in 
response  to  a  query  from  Bart  Ge  liman, 

“After  extensive  investigation,  including  interviews  with  his  former  NSA  supervisors  and  co-workers,  we  have 
not  found  any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought  these  matters  to  anyone's 
attention. " 


(U/iTOfcJOt  Does  OGC  and  Security  want  PAO  to  release  an  updated  statement  today?  Here  is  a  proposed 
draft  for  internal  review. 

The  Vanity  Fair  article  reports  Mr.  Snowden  saying  that  he  expressed  his  concerns  in  emails  to  NSA:s 
attorneys  and  compliance  and  oversight  authorities.  Despite  extensive  searches,  supported  by  investigative 
interviews,  NSA  has  not  yet  found  anything  that  substantiates  this  claim. 

Thank  you, 

turtfayet. 

Arlene 

Arlene  U.  Grimes  (b}(3)-P.L,  86-36 

NSA  Public  Affairs  Office  Lead 

285053  _ 

Personal'  369- 7505s  /I  1 

PAO  Office:  969  749Ss1 


3 


DOCID  :  42  9483.3 _ 

Bi^ckb^ny^x^rn^!  ema \i  j _ 

AftGJ'-hours  media  queries'  nsaoao@nsa  gov 


My  dropbox  (for  large  files) 


From;  Bauman  Ethan  L  NSA-DL.  USA  GV 
Sent:  Thursday,  April  10,  20M  10:26  AM 

Toil  InSA-D  USA  CIV:  Grimes  Ariene  U  NSA-DN  USA  CIV 

Cc:  01  PAQMedla  C ALIAS)  DNlI  1  NSA-D  USA  CIV:  DL  medla)eaks_core  (ALIAS)  D;  De  Rajesh  NSA-D2 

USA  gV:i  .  . frsffPHJSffngl —  NSA-Ol  USA  gy;  Ensor  Leoine!  K  NSA-Q  USA  CIV; 


Ji 

JM: 


NSA-Q  USA  CIV;f 
SA-Q3  USA  a\T 


INSA-O  USA  QV; 


NSA-Q31  USA  CIV; 


Subject:  RE:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP: 
Article 


(U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair 


Classification:  CONriDLNTIAL//NQr QRN 


Understand,  however,  that  anything  w e  provide  to  Congress,  which  will  be  unclassified,  wil!  immediately  be  leaked  to 
the  media.  Cm  not  sure  where  that:  leaves  the  DQj  position,  but.  that's  the  reality  here. 


Frond  INSA-D  USA  av 

Sent:  Thursday,  April  10,  20H  10:22  AM 


To:  Grimes  Ariene  U  NSA-DN  USA  CIV 
Cc:  DL  PAOMedia  (ALIAS)  DN1;  1  _ 

USA  end  ^SA-D2.  USA  CIV. .Bauman  Ethan  t  NSA-DL  USA  CIVj 

Leoinel  K  NSA-0  U^A  aV;l  [NSA-Q  USA  QV; 


NSA-D  USA  av;  DL  mediateaks_core  (ALIAS)  P;  De  Rajesh  NSA-D2 


NSA-Q31  USA  aV; 

Subject:  (U)  UPdAtl:  (U)  NEWARK: 


SA-Q3  USA  av 
FOR  FOLLOW-UP: 


NSA-DL  USA  QV;  Ensor 

[totheA  av;[ .  . 


(U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  -CeNf^NTiAH^eFeRfi 

TO:  Ml  PAD 


(b)(3(-P,L  $$-36 


Arlene, 

(Utff8y-&Ht  is  my  understanding  that  Oof  prefers  that  any  information  refuting  Snowden's  assertions  {i.s-  the  April 
20'B  e-mail)  not  be  released  so  if  we  are  going  to  pursue  a  public  response  we  will  need  some  help  to  re-engage  Ool.  I 
do  not  heiieve  this  should  in  anyway  predude  a  Congressional  notification  once  we've  adneved  the  right  level  of 
confidence  about  any  actus!  correspondence. 


fctedsa  Leahs  T^s.k  Post,# 

Mali  of* 3 i  Sec  l Li  lly  AciencyC-W^rtfl  Secunty  S^yici 
OPS  2£  2BS090 
JW!CS 
UNCL 
NST3 
BLACK 


sn 


[b){3}P,L.  86-36 


From:I  |  NSA-D  USA  OV 

Sent:  Thursday,  April  10,  2014  7:43  AM 
To:  Grimes  Ariene  U  NSA-DN  USA  qv 
Cc:  DL  PAOMedia  fALIASl  DN1: 

USA  CIV; 


NSA-D  USA  QV;  DL  mediaieakS_CQre  (ALIAS)  D,  De  Rajesh  NSA-D2 


IMSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  QV; 


J* 


ISA-DL  USA  CIV;  Ensor 


4 


DOCID:  4294822 


ueoinei  k  Ni>A-Q  usa  uv;i 
NSA-Q31  USA  CIV;r 
IW 


[NSA-Q  USA  crv; 
1NSA-Q3  USA  av 


NSA-D  USA  CIV; 


Subject:  (U)  FORWARDED  FOR  FOLLOW-UP:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Importance;  High 


Classification:  CONnDCNTlAL//MOrOfW- 


TO:  ML  PAG 

AHene, 

Good  Morning  (G's  Seat  Yanks  Again  ■  } 

(UffPOB'P1)  Taking  into  account  the  Director's  expectations  below,  what  we  now  know  about  the  final  article  and  the 
update  i  provided  List,  night  (attached),  please  huddle  with  your  team  and  the  relevant  stakeholders  this  morning  and 
provide  your  recommendation  for  the  best  way  forward,  I  think  one  of  the  key  issues  in  any  response  will  he  the  degree 
of  certainty  we  express  on  the  specific  issue  of  outreach  by  Snowden  to  express  concerns.  Please  tap  any  assistance  you 
need  to  accomplish  this  task  and  !e||'~"""~jor  I  know  how  we  can  help. 


Thanks, 


, ,v(bX3}*Pl.  $$-36 


Media  Leeks  YWkTorce 

Mali  anal  Sec  uni  v  Agency;C&nira5  Security  Service 
GPS  25  2B80SQ 
,!  WIGS 


UNGL 

MSTS 

Black 


msnr 


From;  Rogers  Michael  $  NSA-D  USA  USN 
Sent;  Wednesday.  April  09,  2014  12:57  PM 

To;|  hSA-D  USA  aV;  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Fleisch  Frances  J  NSA-D  USA  CIV;  De 

Rajesh  N5A-D2  USA'dv; 

usa  av _ 


cu  rMUiicutJ  n  jt  ujjn  vj.Yf  s  twvu  naifuci  j  iwr 

NSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  QV;[ 


}CA. 


DL 


Cc:|  INSA-Q3  USA  CIV;  Ensor  Leoinel  K  NSA-Q  USA  aV; 

MSA-0^  USA'CfV  Di  medialeaks_core  (ALIAS)  D;  DL  PAOMedia  (AtfiSTDRIJ 
|NSA-D2  USA  CIV:1 

INSA-Q3 1  USA  OV;  I  _ [NSA-D2  USA  CT 


NSA-Q  USA  OV;  I  I 


USA  CIV;[ 


-D  USA  CIV: 


J  NSA-D  USA  CIV; 


]NSA-D  USA  CIV; 
pS/vQ'$i  usa  ay. 


]NSA-D  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV; 


Subject;  RE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Importance;  High 


* _ ,  USA  CIV:  1  1 

INISA  b  USA  CIV: i  jNSA-D 

^SA-Dr'USA'Ov - 


Classification:  CONf  tPCNTIALf/NQPQHN 


Let's  be  ready  to  be  very  public  here.  If  his  claims  are  factually  incorrect  and  we  do  not  have  security  concerns  with  the 
subject  matter  we  should  be  very  forthright  in  stating  his  claims  are  wrong  and  factually  incorrect.  \  want  us  to  do  the 
coordination  ASAP  vice  waiting  for  an  article  and  then  spending  three  weeks  debating  our  way  ahead. 


/r# 

MSR 


ADM  Michaei  S,  Rogers,  USN 


DOCID:  4294835 

Brooks  Elizabeth  R  N5A-DC  USA  CIV 


it>)(3)-P,L.  86-36 


From: 

Sent: 

To: 

Cc: 


Subject: 


NSA-D  USA  CIV 

Tuesday,  June  03,  2014  8:11  AM 
Brooks  Elizabeth  R  NSA- DC  USA  CIV 


Ledgett  Richard  H  Jr  NSA-P  USA  CIV;  Shea  Teresa  H  NSA-S  USA  QV;  De  Rajesh  NSA-D2 
USA  OVi  . |nSA-D2  USA  CIV J  )  NSA  -  P28  USA  CIV; 


JnsA  Q3  USA  CIV; 


]n$A-Q31  USA  CIV; 


|NSA-Q31  USA  CIV;  Soule  Trumbull  D  N%DC  USA  CIV:r 
NSA-D  USA  CIV;  Grimes  Arlene  U  NSA-DN  USA  C!V;| 

CSV 


] 


SA  D23  USA 


(U)  FOLLOW-UP:  2014_0S_30  FYSA---(U) 


Windings 


Classification:  CONUDCNTlAb 


(DM1) 

{bp)-PJL  86-36 


Liz, 

[U//POUO)'i  understand  you  may  have  taken  a  task  this  morning  to  organize  a  review  of  the  thoroughness  of  the 
check  for  material  which  may  represent  outreach  by  Edward  Snowden  to  officials  at  NSA  along  the  lines  of  what  he  has 
publicly  claimed.  Please  advise  if  there  is  something  you  need  from  me  or  the  task  force  to  assist  with  that  action, 
(U//FOUO)' Thread  below  may  be  of  interest/reelvance. 


Regaaii 


(b)[3)-P.L.  86-36 


Media  Leaks  Task  force" 

National  Security  Agencyreentrai  Security  Service 

OPS  SB  28883) _ 

JWICS 

UNCL 

nsts  569-5511  . 

BLACK  I  I 


(l>K3)-P.L.  86-36 
I&M7HA) 

mm) 


From:!  KlSA-D28  USA  CIV 

Sent;  Wday,  May  30,  20l4  6:25  PH 

To:  DL  mediaieaks  core  (AUAS)  D;  Grimes  Arlene  U  NSA-ON  USA  QV;  Vines  Vsnee  M  NSA-DN  1  USA  CIV 
Cci  |NSA-D23  USA  dvj  |NSA-D23  USA  CIV 

Subject;  (U)  FW:  2014_05_30  FYSA  " -(U^  (findings 

Classification:  UHCLAS  S I F I  ED  /-tf  6U0  M|PL  86-36 


All, 

In  making  sure  we  had  done  due  diligence  with  respect  to  any  follow  on  actions  for  NBC,  we  reviewed  the  SV 
documentation  of  three  Snowden  interactions  about  why  he  failed  an  exam,  the  Oeil  trouble  ticket  and  the  OGC 
question,  (excerpted  below  j. 


\ 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


D>eeiD :  -42-948-35- 


_  _  Thus  if  engaged  and  if 

appropriate,  we  have  never  denied  the  existence  of  correspondence  just  correspondence  containing  anv  complaints. 


Regards 


Deputy  General  Counsel 
Litigation  and  Management 
NSA  Office  of  General  Counsel 
963-5548  (secure) 

((unclassified) 


(b)(3)-P.L.  86-36 


(b)(3).P.L  86-36 
(b)(5) 


SV  information: 

■  An  email  exchange  circa  APR  2013  when  Snowden  was  with  FHV,  with  NSAW  SV 
legal  hierarchy  Question  from  the  OVSC 1800  course  that  was  eventually  referre 


t 

d  to  i 


regarding  the 


the  OGC.-.snd  answered  by 
{ Provides  more  background  on  the  "one"  contact  we  accounted  for  in  our  work  today. } 


A  personal  exchange  circa  APR  2013  with  SV 


when  Snowden  appeared  at  her  desk  with  concerns 


about  "trick  questions"  in  the  test  for  OVSC1203  being  the  reason  why  he  failed  the  test  ]  explained 


there  are  no  trick  questions,  and  that  directly -related  answers  can  be  found  verbatim  in  the  course 
material  She  also  explained  that  he  can  retake  the  test.. .which  appeared  to  calm  his  concerns. 


■  Email  exchange  circa  2012  while  Snowden  was  a  SysAdmin  with  Deil.  He  helped  MSAH  personnel  regarding— 
sysadmin  support  and  access  to  particular  files  related  to  a  "FISA  document  template"  process.  Later,  SVj 

“Contacted  Snowden  because  she  had  a  similar  problem  and  needed  assistance,  which  he  provided 
tong-distance  by  email. 

MLTF  does  not  see  these  as  items  that  show  his  "concerns". ..but  they  do  show  interaction  with  the  Compliance 
elements  fo  NSA,  albeit  administrative  in  nature. 

(b){3)-P.L.  86-36 


From: 


NSA-Q312  USA  CIV 


Sent:  Friday,  May  30,  2014  9:09  AM 

Toil .  . _ Kl  SA -03 11  USA  CIV, 

I  JSp_23_U^A  CIV 


]nSA-Q31  USA  CIV: 


NSA-Q31  USA  CIV; 


Subject;  (U) 


{findings 


Classification:  CONriPOfflftd 


(b)(1) 

(b){3)-P,L  86-36 


(b){3>-P.L  86*36 

mm 

(b)(7)(E) 


(b|(3}*P.L.  86-38 

(b)(7)(A) 

(WHS 


2 


OCID:  4294835 


c 


{b)(3HM_  86-36 

3  mm 

mm) 


A 


{b)(3)-P.L.S6-3S 

WWW 

(bK7){E> 


fOCID 4'23W3' 


6 


DOCID :  4294835 

"This  email  contains  information  subject  to  the  Privacy  Act 


(W) 

tb«3).P.L.  86-38 


Classification :  CON Fi DENT  tAfc/f 


Classification: 


DOCID:  4294838 

Blacker  Cindy  S  NSA-PJ4  USA  CiV 


SB-36 


from: 

Sent: 


1NSA-D4  USA  CIV 


To: 

[  iNSA-SV  USA  CIV 

- It 

T132  USA  CiV; 

NSA-SV42  USA 

Subject: 

(U)  I  had  email  contact  with  him 

Importance: 

High 

[NSA-SV  USA  Civf 


Classification:  TOP  SCCRCTIfQtt. 


tMSA- 

]f\lSASV4  USA  GV 


Wfl) 

(b)(3)-P.L  86-36 


This  was  in  relation  to  not  being  able  to  open  the  EYIT  files  forwarded  to  me  from  Hawaii. 


From:  Snowden  Edward  J  NSA-FHX4  USA  CTR 
Sent:  Thursday,  August  30,  2012  6:19  PM  _ 
Toi  TISA-SV4  USA  CIV;[“ 


_ }1SA-T99  USA  Cffi. 

"pSA*FHX4  USA  CIV;[” 


USA  CTR;; 

Cc:[ 

Subject:  Rfc:  (U)  heket' IM98705  - CRmCAL"- NSAW 


JNSA-FH521  USA  CIV; 


JNSA-FHX4  USA  QV[ 


'Oversight  cannot  read/access  NSAH  files 


NSA-unknown 


:NSA-FHX4  USA  CIV 


WTO 

(b){3)-P.L  86-36 


Ah.  Appreciate  the  clarification. 

.rtf  files  aren't  actually  word  docs,  MS  Word  just  has  a  default  association  to  open  them  since  they're  universally 
readable.  This  is  because  Word  is  "greedy"  by  design  in  regards  to  file  associations,  To  fix  that: 

1)  Right  dick  one  of  the  .rtf  files  and  hover  over  the  "Open  With"  option 

2)  Click  "Choose  default  program" 

3)  Select  "Wordpad”  from  the  list  of  programs,  make  sure  the  box  in  the  bottom -left  that  says  "Always  use  the 
selected  program  to  open  this  kind  of  file"  is  checked,  then  click  ok. 

s.  If  "Wordpad"  is  not  visible  on  the  list,  you'll  have  to  dick  "Browse"  and  go  to  the  location  of  the 
executable  to  find  it.  You  can  do  a  windows  search  for  wordpad.exe,  but  it's  probably  in  C:\Program 
Fi!e$\Windows  NT\Accessories  (named  wordpad.exe)  if  NSAW  is  using  a  modem  OS  build. 

Now  you  just  hove  to  double  click  (or  however  you  prefer  to  open  the  files)  and  Windows  will  start  the  proper 
application  automatically. 

If  you're  still  having  trouble,  please  feel  free  to  call  me  directly  on  the  number  below. 

Thanks, 

Ed  Snowden 

Systems  Administrator,  Dii-ri.  -  Advanced  Soiurions  G>”up 

Computing  Services,  Office  of  Information  Sharing 
NSA/CSS  Hawaii  -  HT322 


: 


Approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  78133 


DOCID:  4294838 

be  cure:  9S2-4SU1 _ 

Black:  i  I 


|bH3}-P.L  86-36 


JNSA-SV4  USA  av 


From:[ 

Sent:  Thursday,  August  30,  2012  11:59  AM 
To:  Snowden  Edward  j  ,NSfrFHX4  USA  CTR; 
USA  CTR; 

Cc 


rJSA-199  USA  cm 
1R3A-FHX4  USA  aViP 
Subject;  RE:' (U)  Ticket  IM987Q5  -  CRITICAX" 


]NSA-FHS2I  USA  QV; 


jNSA-FHX4  USA  Civj 

NSAW  Oversight  cannot  rea d/ acce ss  NSARTiles"' 


ISA-unknown 


3 

1nSA-FHX4  USA  CIV 


Classification:  TOf^8E6R£T/CO MiNT/j 

okay,  try  that, 


WTO 

(bK3>-P  L,  BB*36 


My  2'"'  question  was  that  f  don't  want  to  have  to  open  word  does  in  word  pad  from  now  on.  What  Is  the  ultimate 
solution  to  this  problem. 


From:  Snowden  Edward  J  NSA-FHX4  USA  CTR 
Sent:  Thursday,  August  30,  2012  5:54  PM 
Toi  ksA-SV4  USA  tIV;| 

USA  CTR:I  1nSA-T99  USA  ! 


JU,  ZUJl 

}asArS\ 

~JnSA-T99  USA  CC 
pSA-FHX4  USA  CEV;[ 


Cc; 

Subject:  RE:  (U)  Ticket  IM98705  -  CRITICAL  -  NSAW  Oversight  cannot  rea d /access . NSAU  fifes 


]NSA-FHS2I  USA  a\|_ 

KSA-FHX4  USA  avf 


NSA-unknown 


NSA-FHX4  USA  CIV 


Classification: -TOP  QCCRCT//0i/4 


(bill) 

(b)(3}-F>.L.  86-36 


H 


The  .rtf  file  format  supports  embedded  images,  and  Wordpad  should  render  them  the  same  as  Word,  You  can  test  this 
by  grabbing  an  image  (Ctrl+PrintScreen  wilf  capture  a  screenshot  of  your  desktop,  if  you  don't  have  one),  and  saving  it 
into  an  rtf  file,  It  should  display,  save,  etc,  the  same  as  any  other  document  viewer. 

Regarding  your  second  question,  I'm  not  sure  I  understand  the  question.  If  you'd  prefer  a  different  file  format  (pdf?), 
that's  easy  enough  to  implement,  but  as  a  proprietary  format,  it  would  be  more  difficult  to  programmatically  parse  that 
a  more  open  standard  like  rtf,  which  could  limit  the  production  unit's  ability  to  automate  this  in  the  future. 


Ed  Snowden 

Systems  Administrator,  DC LL  -  Advanced  Solutions  Group 

{i))(3EP.L.  86-36 

Computing  Services,  Office  of  information  Sharing 
NSA/CSS  Hawaii  -  HT322 
Secure:  952-4501 
Black:  j"  ”  . .  I 


From£ 


_ [N5A-SV4  USA  GV 

Sent:  Thursday,  August  30,  2012  7:39  AM 
To:  Snowden  Edward  J  NSA-FHX4  USA  CTR; 
USA  CTR:  f  NSA-T99  USA  CTR 

Cc:  F3A-FHX4  USA  OV;| 

Subject:  RE:  (U)  Ticket  IM98705  -  CRITr 


nt 


Classification:  TOP  SEeftHV/CQMINTi 


1NSA-FHS21  USA  GV; 


jNSA-unknown 


hSA-FHX4  USA  CIV; 

SAW  Oversight  cannot  read/access^RSAFTWes 


JlSA-FHX4  USA  CIV 


2 


{b)(3t-P.L  86-36 


DOCID:  4294838 

ttf  -  1  was  able  to  open  recent  tnes  m  wordpad.  Sometimes  the  word  docs  contain  embedded  pictures  -  l  don't  know 
what  woo  Id  happen  to  them  in  word  pad  though? 

What  ei$e  can  we  do  to  turn  this  problem  off  at  the  source?  (b)(3}PL.  6636 


From:  Snowden  Edward  J  NSA-FHX4  USA  CTR 

Sent;  Tuesday.  August  28,  2012  5:41  PM  _ 

Toi  INSA-SV4  USA  OVj_ 


Cc; 

»  ^wm^mmumurntw** 

SutjjecirRE; 


JNSA-FHS2I  USA  CIV: 


NSA-unknown 


MSA-FHX4  USA  CIV;| 
(U)  I  iCket  EM98705  -  CRITICAr 


't. 

fl: 


SA-FHX4  USA  CIV;  I 

TlSTOroggBBTft  cannot  read/acce$$  rOTTifes" 


NSA-FHX4  USA  CIV 


Classification:  TOP  GCCRCTZ/Gi/t 

Hellc 


WTO 

86-38 


Thanks  for  reaching  out.  The  foiks  generating  these  documents  are  still  getting  fully  trained  up  on  the  new  process,  so 
we  suspect  they  may  have  missed  a  small  but  critical  step  in  the  process  (i.e.  saving  the  .rtf  in  a  non-MS-Word  program. 
not  simply  saving  the  document  as  a  rtf  from  within  MS-Wordt 


That  said,  I  suspect  you  may  still  be  able  open  the  .rtf  files  you  were  sent  if  you  use  a  program  to  open  them  that  is 
NOT/NOT  MS  Word.  For  how  to  do  this: 


Please  open  "Wordpad  (this  program  is  entirely  distinct  from  Microsoft  Word,  even  though  it  has  a 
similar  name)."  To  do  so: 

o  Hit  the  start  button,  then  type  "wordpad"  and  hit  enter  (for  Windows  Vista  or  7), 
o  Hit  the  start  button  and  then  dick  "run,"  and  then  type  "wordpad"  and  hit  enter. 

-  Once  the  "Wordpad"  program  is  open,  try  to  open  the  ,rtf  files. 

The  reason  this  works  is  because  the  links  that  you’re  having  trouble  with  are  only  understood  by  MS  Word,  which 
seems  the  embedded  links  and  tries  to  "phone  home."  By  opening  the  .rtfs  in  a  non-MS-Office-Suite  program  (such  as 
Wordpad,  which  is  installed  by  default  on  Windows  systems),  you're  basically  telling  the  computer  "Only  show  me  the 
content  of  the  files,  and  ignore  any  MS-Word  specific  metadata." 

As  for  the  genesis  of  problem,  1  can  only  speak  to  the  technical  causes,  which  are  complex,  but  I'll  do  my  best  to  simplify 
them.  | 


This  by  itself  would  not  be  a  problem,  since  you're  being  sent  the  files  directly,  however ,  the  program  used  by  the 
analysts  to  generate  these  files  (Microsoft  Word)  embeds  a  huge  amount  of  hidden  metadata  into  every  file  it 
creates,  in  this  case,  it's  creating  a  "phone  home"  link  that  tells  Word  where  to  get  a  copy  of  the  FISA  document 
template  that  was  used  to  create  the  file  (this  is  really  bad  design  on  Microsoft’s  part,  but  in  their  defense  they  were 
probably  assuming  an  open -sharing  environment).  That  means  when  someone  outside  the  enclave  tries  to  open  the 
document  in  Word,  Word  immediately  detects  the  phone  home  link  and  tries  to  go  get  a  copy  of  the  document  template 
(from  the  enclave  it  can't  reach).  It  also  won’t  let  you  do  anything  for  roughly  five  minutes  (more  bad  design)  until  it 
decides  that  the  enclave  is  actually  inaccessible,  rather  than  temporarily  non -responsive. 

Normally,  the  simple  fix  to  this  would  be  "don't  create  the  document  from  a  Word  document  template,"  but  since  the 
analysts  rely  on  macros  embedded  in  the  document  template  for  a  part  of  their  production  process  (minimization),  we 
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L-  *6-3® 


DOCID:  4294838 

have  to  go  with  a  solution  that  aiiows  them  to  use  the  macros,  and  then  disassociate  ail  of  the  "trash"  metadata  this 
generates  from  the  produced  content.  That's  why  the  .rtf  (a  universally  readable  format)  file  needs  to  be  created 
outside  of  Word  -  non-Word  programs  don't  understand  all  the  phone-homing  chicanery  and  simple  omit  that 
information  from  the  finished  file  entirely.  Creating  the  .rtf  this  way  creates  a  file  that  you  can  still  open  in  Word  and 
won't  phone  home  -  which  is  our  desired  result.  Conversely,  if  the  .rtf  file  is  saved  within  Word,  you  just  get  a 
universally -readable  file  that  still  wants  to  phone  home  --this  is  what !  suspect  you  were  emailed. 

However,  opening  those  files  in  a  program  that  is  not  Word  will  still  ignore  the  "phone  home"  instruction,  because  only 
Word  can  understand  that  instruction.  Other  text  editors  will  just  ignore  it,  and  allow  you  to  open  the  file  anyway. 

I  hope  that  fully  answers  your  question.  If  you'd  like  any  additional  Information,  please  feel  free  to  contact  me 
directly,  Also,  please  let  me  know  if  you  are  or  are  not  able  to  open  the  ,rtf  hies  in  Wordpad  (NOT/NOT  Word)  so  I  can 
factor  that  into  any  further  troubleshooting, 

Yours  in  service, 


Ed  Snowden 

Systems  Administrator,  Dui  -  Aciva un-id  •  v::-r.  - : 

<e>X3M>1.  88-36 

Computing  Services,  Office  of  Information  Sharing 
NSA/CSS  Hawaii  -  HT322 
Secu  re:  952-4501 
Black:  I  I 


From: 


NSA-SV4  USA  CIV 


Sent:  Tuesday,  August  28,  2012  9:28  AM 
To:  Snowden  Edward  J  NSA-FHX4  USA  CTR;[ 

QE .  . 

JNSA-FHX4  USA  CIV; 


]MSA-FHS2I  USA  QV; 


NSA-FHX4  USA  QV; 


U 

Cc 

Subject:  RE:  (U)  Ticket  IM98705  -  CRITICAL  -  NSAW  Oversight  cannot  read/access  NSAH  %s 

Importance:  High 


Classification  :~{F6,F>~QE  Cil  CT/i'C  0  M I  NT, 


NSA-unknown 


NSA-FHX4  USA  CIV 


m) 

(b)(3)-F.L  86-36 


Ed, 


!  am  the  POC  at  NSAW  who  alerted  to  this  problem.  The  Hies  l  received  in  RTF  format  this  morning  have  the  same 
problem, 


What  is  the  reason  that  there  are  hidden  links  that  we  are  aii  struggling  to  compensate  for?  What  has  changed  in  the  last 
month  or  so.... 


|  W(3)*P.L  B63& 


SV/Oversiqht  ft  Compliance 
959-01 51 

FMHQ  GPSl  3Wi45 


DOCID:  4294838 


(bM3)-P.L.  86-36 


From;  Snowden  Edward  J  NSA-FHX4  USA  CTR 
Sent:  Friday.  Auaust.24,  2012  9:06  PM 

JNSA-FHS2I  USA  OM 


[NSA-FHX4  USA  CIV; 


To: 

Cc: 

Subject:  RE:  (U)  Ticket  IM9870S  -  CRITICAL  -  NSAW  Oversight  cannot  read/access  NSAH  files 


SA- unknown  USACTR 
ISA-FHX4  USA  C!V;j 


1NSA-FHX4  USA  CIV 


C [ossification ;  ■  TO P  0CCRLT//G I/. 

ZD 


Hi 


Summary: 

The  issue  ended  up  being  a  process  related  issue  caused  by  Word's  handling  of  template  &  macro  tracking.  As  I 
explained  on  the  phone,  in  simple  terms,  there  were  basically  "hidden"  links  in  all  of  the  documents  your  analysts  were 
creating  that  were  requiring  anybody  trying  to  open  the  files  to  be  able  to  reach  into  the  NSAH  network  Not  all  offices 
can  do  that,  which  caused  the  problems  N5AW  experienced. 

We  came  up  with  a  solution  that  would  allow  your  folks  to  continue  with  their  normal  workflow  {that  utilizes  local 
templates)  while  maintaining  readability  for  external  offices. 

If  you're  interested  In  the  specifics,  they  are  Included  below,  {b)(3Ma.  ss.,36 

Problem: 

The  analysts  generating  the  word  documents  use  a  special  template  that  implements  certain  macros  they  rely  on  for  the 
FISA  minimization  process,  but  it  creates  a  link  (interna?  to  the  document  file  format)  to  that  template's  location  and 
some  other  associated  enclave  content  paths.  Since  those  file  locations  ~|  external  users  not  only 

can't  view  the  document's  content  but  the  peculiarities  of  Microsoft  Word's  startup  process  ensure  that  users  cannot 
even  "fail"  to  open  the  document  until  a  5  minute  network  timeout  elapses. 

After  those  five  minutes  pass,  you  can  use  template  tricks  to  fix  the  document,  but  this  results  in  a  poor  user  experience 
(and  requires  a  key-management  style  template  tracking  process  to  make  sure  all  recipients  have  the  latest  template), 
so  it  was  not  recommended  as  a  solution.  Unfortunately,  saving  in  a  different  format  within  Word  (barring  perhaps  ,txt, 
which  strips  formatting  and  is  therefore  undesirable)  still  preserves  the  template,  and  manually  disassociating  the 
template  within  word  is  a  roughly  "ten  dick"  process,  so  analysts  were  having  trouble  coming  up  with  a  simple 
workaround. 

Solution: 

Producers  will  continue  to  use  Word  for  workflow,  as  this  allows  them  to  access  their  macros  locally.  Once  the 
document  is  finalized,  they'll  save  it  into  a  universally  readable,  metadata  free  format  that  preserves  formatting  {such  as 
.rtf)  through  a  product  that  does  not  support  Word  macros/templates  (wordpad)  to  remove  the  enclave  hardlinks.  This 
ensures  any  user  anywhere  will  be  able  to  read  their  reporting  without  the  format  quibbles. 

Additionally,  the  Ctrl+A/Ctri+C/Alt+Tab/CtrkV  sequence  was  suggested  as  a  simple  "now"  workflow  solution,  longer 
term,  suggested  they  write  a  simple  parser  to  rip  the  text  content  from  .docs  within  their  working  folder  and  convert  it 
to  a  belter  format  (rtf/txt/html/xml)  programmatically,  so  the  analysts  don't  have  to  consciously  think  about  changing 
the  document  format.  Probably  possible  via  a  simple  script. 


Main  POC  In  your  office  for  further  Information  is 


5 


{bH3)^L.  36*38 


DOCID:  4294838 

tf  you  have  any  additional  questions,  just  let  me  know, 
Thanks, 


Ed  Snowden 

Systems  Administrator,  Or.-, i  ■  Adv-mri-d 


Computing  Services,  Office  of  Information  Sharing 
NSA/CSS  Hawaii  -  HT322 
Se cure:  952-4501 
Slack: 


From: _ 

Sent:  Friday, 


”|n$A-FHX4  USA  CIV 
TSJguSnrf,  2012  9:21  AM 


To:  NCHI  HT322  _ _ 

Cc:  NCBI  Customer  Advocate;) _ 

Subject:  RE:  (U)  Ticket  IM98705  -  CRITICAL 


N5A-FHX4  USA  CIV 


NSAW  Oversight  cannot  read/access  NSAH  files 


C lassification :  '"TOP  SECRCT//G m 


Good  morning, 

Can  someone  help  us  out  on  this  situation? 


NSACSS  Hawaii  Solutions  Desk  Lead 
n-ITTVl  - 

lii ) 


’(b)j3p,LSS-3e 


tlLAL 


From 


NSA-unknown  USACTR 


Sent;  Friday,  August  24,  2012  8:58  Af> 

"T"~ 


To|  ~KiSA-FHX4  USACTR:! 

A  jctrJ 

NSA-FHX4  USA  CIV 


joa. 


'ISA-FHXA  USA  CTR; 
1N5A-FHX4  USA  tiR 


J&A-FHX4  USA  CTR; 


Cc: 

Subject:  FW:  (U)  ticket  IM9870S  -  CRITICAL  -  NSAW  Oversight  cannot  read/access  NSAH  files 


Classification;  TOP  SCCnnV/SI/ 


i  don't  know  how  to  proceed  with  ticket  or  who  to  forward  to.  Need  hefp 


]nSA-FHS2I  USA  CIV 


Subject; 


it  24,  2012  8:47  AM 
SA-unknown  USA  CTR 
(O)Tfcket  IM98705  -  CRITICAL 


NSAW  Oversight  cannot  read/access  NSAH  files 


Classification:  TOP . STORerTOP 

Thanks  for  all  of  your  help! 


W> 

fbiPFP.L  86-36 


(b}(3).P.L.  85-36 
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i  . *9-56 

Chief.  HS2!2l  . ' . 

nsah|  1 

952-717Bs/i  | 


From!  iNSA-unknown  USA  CTR 

Sent:  Friday,  August  24,  2012  8:45  AH 
To|  .  . NSA-FHS2I  USA  CIV 

Subject:  RE:  (li)  Ticket  IH987Q5  -  CRITICAL  *  NSAW  Oversight  cannot  read/access  NSAH  files 


Classification:  TOP  OCCn  CT//SI/ 


i  will  look  into  this  further  and  update  you  as  soon  i  get  more  info.  Apologies  for  the  delay. 


3 


NSA-FHS2I  USA  CIV 


Sent:  Friday.  August  24,  2012  8:15  AM 
To:)  iNSA-unknown  USA  CTR 

Cc:  1  CTI2  NSA-FHS2I  USA  USN 

Subject:  RE:  (U)  Ticket  IM93705  *  CRITICAL  -  NSAW  Oversight  cannot  read/access  NSAH  files 


Classification:  TOP  GCCnCT//Sti 


86-30 


WP) 

(bKSf-P.L.  86-3$ 


Its  you  again,  huh?;-) 


We  are| _ [without  issues  here  at  NSAH.  The  problem  comes  up  when  we 

send  files  to  NSAW  for  legal  review:  NSAW  cannot  read  the  files  that  we  send  them.  Since  those 
files  need  to  be  accessible  by  Dept  of  justice,  we  have  a  legal  issue  here. 


_ [was  working  via  phonecon  with  HX  but  couldn't  get  anything  to  work,  so  we  finally  put  in  a 

formal  ticket,  and  asked  NSAW  to  do  the  same.  They  received  information  in  the  attached  email,  but 
we  can’t  see  if  it  works  until  Anne  comes  in  for  her  shift  at  1400. 


I  have  to  say  I’m  very  disappointed  in  NSAH  - !  put  in  a  critical  ticket  and  it  has  apparently  sat  around 
for  over  a  week  before  it  got  reviewed.,  .when  !  called  for  a  status!  Who  needs  to  be  contacted  about 
this  situation,  to  make  sure  it  doesn’t  happen  to  another  customer? 


tuM=eee» 


Chief.  HS212i _  1 

NSAH 

952-7176S 

(bK3)-P.L  86-36 
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i - i 

From:!  friSA-unknown  USA  CTR 

Sent:  Friday,  August  24,  2012  8:05  AM 
Ini  INSA-FHS2I  USA  CIV 

Subject:  (U)  Ticket  1M987G5  -  CRITICAL  -  NSAW  Oversight  cannot  read/access  NSAH  files 

Classification:  U NC LASSIFI ED  #F0R . ©HiOfAt . USE . 0NE¥ . 


P  L  66-36 


lust  got  this  ticket  in  our  queue  forwarded  to  us.  Does  the  information  listed  beiow  satisfy  your  request? 


jusing  instructions 


ported  on  the  Magicdesk  FAQ.  site. 


Here  is  an  excerpt  from  an  email  concerns 


1 1  he  users  that  truly  need  accessj 
[per  instructions  drafted  by  I  IT 322  in  the  attached 

document*  HT32  wit!  coordinate  with  Hi'33  in  creating  an  SM7  Knowledge  Article  (KA)  on  the  attached 
procedures  Monday  that  can  easily  be  used  by  the  GhCC  and  other  helpdesk  support  personnel  in 
addressing  issues  and  assisting  users. 

The  date/fime  for  this  activity  has  been  planned  to  occur  next  Wed  f27  june  al  0700  local  tlSTh  H  I  322  SA* 
will  arrive  early  that  morning  between  0530-0600  and  implement  f 


_ p 1 1 33  would  provide  helpdesk  support  with  Ml  321/2  being  available  as  required  for  issues  that 

require  immediate  alien! ion. 


88-36 


Fromj 

Sent:  Friday. 

To;  I _ 

Subject:  (U) 


_ iNSA-unknowft  USA  CTR 

st  24,  2012  7:42  AM 
iMSA-unknown  USA  CTR 
(Mapping 


Classification:  UNCLASSIFIED/# 


Please  follow  the  instructions  as  stated  below.  You  should  be  able  to  acces 
the  instructions.  Thanks! ! ! 


upon  successfully  completing 


Information  below  can  also  be  read  at  the  following  Imk; 


DOCID:  4294838 

Classification:  UNCLASSIFIED 

Classification:  UNCLASSIFIED 


Classification:  TOP  SCCRET/fl 


Classification:  -TOR . SEGftgFtfl 


Classification:  TORREORETWi 


Classification :  TOP  SCCR-Effl 


Classification:  TOP  SECRET# 


MfO 

86-36 


|b}(3).P.L.  86-36 


DOC ID :  4294841 

Brooks  Elizabeth  R  NSA-DC  USA  CIV 


From: 
Sent  ■< 
To: 

Cc: 


Subject: 


Shea  Teresa  H  NSA-S  USA  CIV 
Tuesday,  June  03, 2014  9:17  AM 

Rogers  Michael  S  ADM  NSA- unknown  USA  U5N;  Ledgett  Richard  H  Jr  NSA-D  USA  GV 
Delong  John  M  NSA-D4  USA  CIV;  De  Rajesh  NSA-D2  USA  C3vj  '  |jSA-SV 

USA  CIV;  Brooks  Elizabeth  R  NSA-DC  USA  Civl  InSA  D  USA  OV; 

Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Stone  Corin  R  USA  Clvj  hiSA-P 

USA  C3V;  Moultrie  Ronald  S  NSA-S  USA  CIV;  Ensor  Leoinet  K  NSA-Q  USA  CIV 
FW:  (U)  ACTION:  Low-side  e-mail  exchange 


Classification: 


(h)(1) 

(b)(3)-P,L,  86  36 


Sir,  Rick, 

As  a  follow  up  to  our  discussion  this  morning,  we  are  getting  ground  truth  between  SV,  OGC.  and  Media  Leaks  on  exactly 


what  email  was  sent  from  whom  to  whom.  My  comments  this  AM,  were  based  or] 
there  was  an  email  from  Snowden  to  SV.  *" 


(note  below  which  stated  that 


Further  analysis  indicates  that  the  email  trail  appears  to  originate  with  Snowden  clicking  on  a  link  in  his  OVSC1800 
course  which  generated  an  email  that  went  to  an  OGC  D2  alias,  The  OGC  office  manager  then  forwarded  the  email  to 
SV,  who  forwarded  it  back  to  OGC. 

Below,  please  also  find  the  note  documenting  both  the  email  and  the  personal  engagement  from  Snowden  with  SV  that 
documents  all  contact  made  with  SV.  SV  will  provide  email  trail  in  preparation  for  1000  this  AM. 

m, 

Teresa 


M  NSA-SV21  USA  CIV 


From 

Sent:  Thursday,  April  10,  2014  10:46  AH 

To: 

Ce 


]NSA-SV2  USA  CIV 
_3iSA-$V21  USA  CIV 


Subject:  (U)  Information  Regarding  My  Contact  w/leaker  in  April  2013 
Importance:  High 


(b)(3}*P.t.  86-36 


Classification:  UNCLASSiFIED//rOR  OITiClAL  UCC  ONLY 


{U//F01iOfl  had  two  separate  contacts  with  "the  leaker"  during  the  timeframe  from  5-12  April  2013,  one  instance  via 
email  regarding  the  OVSC1800  course  content  and  the  ranking  of  the  associated  authority  documents  and  one  instance. 
In  person,  regarding  the  OVSC1203  course  content.  Details  of  each  follow,  as  well  as  the  individual  emails. 

1.  (U//FQUOj  OVSC1890  Issue  regarding  ranking  of  Authority  Documents  Used  in  Course  Content 

(U//feuof- initially  I  received  an  email  which  was  forwarded  to  me  from  the  OGC  Office  Manager  on  5  April 
2013.  The  email  was  sent  to  the  OGC  D2  alias  and  then  forwarded  to  the  SV  training  team  via  our  training  alias  the  same 
day.  The  individual  was  questioning  the  hierarchy  of  the  authoritative  documents,  ranked  by  precedence,  which  are  part 

l 

Approved  for  Release  by  NSA  on  04-27-2016,  FOIA  Case  #  781 371 


^QQ^^SClSOt^c^^e^onten^'Aithough  !  felt  comfortable  answering  his  question,  I  thought  it  was  more  appropriate 
for  OGC  to  respond  since  the  authority  documents  involve  legalities  and  the  individual  wanted  them  ranked  in 
precedence  order.  I  spake  withl  I SV  TD,  who  indicated  that  two  of  the  OGC  attorneys  had  recently 

provided  the  hierarchy  of  the  authorities  during  the  OVSC18QO  course  development  meetings.  I  forwarded  the  email 

|  to  obtain  their  comments  and  assistance  on  8  April 

(who 


directly  to  the  two  OGC  attorneys  f 
2013 


responded  directly  to  the  individual,  also  on  8  April  and  cc'd  my  supervisor 


provided  the  response  to  me,  also  on  8  April.  The  response  dosed  any  further  action  for  SV  Training. 


2.  { U //FOUCtyO VSC1 203  Issue  Regarding  Course  content  and  trick  questions  <b)PhP-L  £<*4$ 


(U//fQU0)4he  individual  appeared  at  the  side  of  my  desk  in  the  SV  training  area  during  the  timeframe 
between  5-12  April  2013,  shortly  after  tunch  time.  He  did  not  introduce  himself  and  instead  asked  If  he  could  talk  to 
someone  about  the  OVSC1203  course,  i  indicated  that  he  could  talk  to  me.  He  seemed  upset  and  proceeded  to  say  that 
he  had  tried  to  take  QVSC1203  and  that  he  had  failed.  He  then  commented  that  he  felt  we  had  trick  questions 
throughout  the  course  content  that  made  him  fail.  SV  Training  has  standard  (canned)  responses  we  use  to  respond  to 
questions  like  this,  i  introduced  myself  and  provided  the  information  to  him.  My  comments  were  standard  and  part  of 
our  "canned"  responses,  and  informed  him  that  the  OVSC  courses  did  not  contain  any  trick  questions  and  that  ail  of  the 
answers  to  the  test  questions  could  be  located  within  the  course  content  (our  standard  response  when  someone  states 
they  have  failed  any  of  our  courses).  Also,  as  part  of  our  standard  response  with  this  type  of  question,  we  remind  the 
student  that  the  course  is  open  book  and  not  timed,  also  part  of  our  routine  canned  response.  I  also  reminded  him  that 
students  receive  multiple  attempts  to  successfully  pass  the  course  and  if  they  are  not  successful  after  multiple  attempts, 
he  would  need  to  contact  us  for  further  assistance.  He  seemed  to  have  calmed  down  by  then  and  said  he  still  thought 
the  questions  tricked  the  students  but  he  would  try  again.  Apparently  he  didn't  realize  he  had  multiple  attempts.  He 
departed  the  SV  training  area  and  did  not  address  the  Issue  with  SV  training  again.  When  the  issue  regarding  his  actions 
came  up,  and  I  realized  I  had  contact  with  him,  I  immediately  tried  to  puli  his  training  record  but  it  had  already  been 
pulled  from  the  system.  Consequently,  I  reported  the  contact  to  my  management  and  considered  the  issue  closed. 


(UyWW) 

Sio  Oversight  &  Compliance 

Access  Oversight  Training  and  Strategic  Guidance 
Team  Alias:  Dl  SVJraining  Phone:  963 -0249s 
Ops  1  Room  3W14S  Suite  6476  (U//TQUO) 


Sant:  Monday.  June  02.  2014  10:06  AM 

Tod  1NSA-S  USA  CIV 

Cc:  OL  sicLdir....exec  (ALIAS)  S;  DL  SV  _Exec  (ALIAS)  SV 

Subject:  RE:  (U)  ACTION:  Low-side  e-mail  exchange 

Classification:  UNCLASS  1  FI  ED//FOR  OFFICIAL  USE  ONLY — 

1  I 

Snowden  sent  the  email  in  Question  to  the  SV  training  team  as  a  student  in  one  of  our  OVSC  courses  (I  believe  OVSC 
1800).  We  forwarded  it  to  OGC,  and|  |now  retired)  provided  the  answer.  The  question  he  asked  was  very 

straightforward  and  had  to  do  with  the  precedence  of  our  legal  authorities,  as  in,  what's  the  hierarchical  order.  The 
email  did  not  say  he  had  concerns,  and  no  one  thought  there  was  an  implication  he  had  concerns.  It  appeared  to  be 
simply  a  student  seeking  clarification. 


2 


DOCID:  4294841 

Snowden  had  another  interaction  with  the  sameSV  woman,  this  one  in  person  when  he  was  here  TOY.  He  stopped  by 
her  desk  to  complain  about  OVSC  1203  -  the  FAA  702  course.  He  said  the  test  was  too  hard  and  had  trick  questions.  He 
said  he  had  failed  it  multiple  times  {I'd  have  to  check  with  ADET  on  that).  He  did  pass  the  course  at  some  point. 


Please  let  me  know  if  you  need  anything  else. 


Tks. 

(b)(3J-P.L.  86-36 

fUffWWf  . 


Chief,  SID  Oversight  and  Compliance  (SV) 
Room  3W16G.  Suite  6476 

Secure:  966-2479 _ 

Unclassified  :j  [ 


From!  frlSA-S  USA  CIV 

Sent:  Monday,  June  02,  2014  9:10  AM 

Toj .  faSA-SV  USA  CIV 

Cc:  DL  sid„dir„exec  (ALIAS)  S;  DLSV_£xec  (AUAS)  SV 
Subject:  (U)  ACTION;  Low-side  e-maii  exchange 
Importance:  High 

Classification:  UNCLASSIFIEP//FOR  OfTiCIAL  USE  ONLY 


Can  you  provide  any  insight/comments  to  Ms.  Shea  on  the  fow-side  e-maii  exchange  asking  for  comments  on  the  NBC 
interview?  You  were  CC'd  w/Raj  stepping  in  asking  that  no  one  else  comment  on  the  low-side  {or  add  additional  folks  to 
the  e-mail  exchange}.  Thanks. 

Regards, 

. . . . . I  '  tbJOHP.L  66-36 


(u//rouo) 

1  1 

Executive  Assistant  to  the  Director,  Signals  intelligence  Directorate 

Ops  1,  2W102  j - - 

NSTS:  963-3333,  CMCl: 


Classification:  UNCLASSlFiEP//rOn  QrriCiAL  USE  ONLY 


Classification:  UNCLASSIFIED//FOR  OFFICIAL  UGC  ONLY 


Classification:  UNCLASSIFIEP//FOR  OFFICIAL  U3E  ONLY 


Classification:  U NCLASS I F I EP//FQR  OFFICIAL  USE  ONLY 

Derived  Pom,  NOA/COOM  1-52 

Dated ;  2Q070TQ& 

3 


BedassHFy  On:  20380061 


DOCID:  4294841 

Classifications  SEC  nrTj~ 


(bNt» 

Ebp-P.t.  86-36 
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DOCID:  4294887 


From: 

To: 

Cc: 

Subject: 

Date: 


(b)(3)-Pl.  S6-3G 


.•]  A  ■  L'G  !JL-A  USA 


NSA-53M2  USA 


.  USA  qvJ 

A  - I.J  'JUA  :--.l  v'^ 


USA  Gv, 


;  coj-e  j.ALlASjJ2; 


RE:  (Li)  SjFCO?vJDS?!  --  FW:  (U)  Vour  question  on  Snowden  and  Authorities 
Thursday,  May  29,  2014  3:£2:3S  PM 


Classification:  -T©P  SECROT//SI//NOFORN 


tlT,5//^l//NH  Bringing  this  up  an  echelon,  into  the  space  of  the  potential  This  is  the  crux  of  the 
matter  for  a  very  strong  way  for  which  we  can  'push  back;  'return  fire/  whatever  words  we  wish  to 
consider. 


vm 

jb}{3}-50  USC  3024$ 
(bX3)-P  .L  flft-36 


The  contentions  by  the  fugitive  that  he  had  umbrage  with  programs  are  not  apparent,  in  any 
Fashion,  in  these  communications. 

These  types  of  questions  about  OVSC  1203,  which  is  standard  training  for  any  junior  analyst 
or  someone  new  to  working  SIGINT  in  NIOC,  absolutely  fly  in  the  face  of  his  contentions  of 
being  'senior'  anything,  by  job  position,  or  working _ NSA, 


etc.  Complaints  about,  fairness/crick  questions  are  something  that  I  saw  junior  analysts  in 
NIOC  {and  I  had  about  8  of  them  on  my  team  in  20  months)  would  pose  -  these  were  all  his 
age  and  positional  peers;  young  enlisted  Troops,  interns,  and  new  hires.  Nobody  that  has 
taken  this  test  several  times,  or  worked  on  things  for  more  than  a 

couple  of  years,  would  make  such  complaints,  tt  Is  not  a  gentleman's  course;  *1*  failed  if 
once,  the  first  time  I  had  to  renew,  but  not  on  subsequent  renewals,  and  lJve  only  been  here 
since  2011.  I  would  expect  folks  who  are  on  keyboard  working  SIGINT  for  some  years  can 
probably  take  this  test  without  exhaustive  , 

Taking  OVSC  1203/1800  a  month  before  his  departure  is  not  commensurate  with  being 
'senior1  in  anything.  More  of  the  Ink  still  drying1  type  of  point  in  a  career,  regarding 
certifications  to  access  FAA, 

Look  at  the  signature  block.  System  administrator.  That  is  not  a  lowly  or  ignoble  position, 
but  it  is  not  in  line  with  the  persona  that  he  has  painted  as  a  'senior  player. 


tU/rf"OU<»H  think  we  ( MSA)  have  a  very  interesting  decision  to  potentially  weigh  in  on  -  though  the 
decision  is  probably  that  of  DOT  At  what  point  da  we  stop  focusing  on  muddying  the  waters  of  a 
*  potential*  prosecution,  and  start  looking  at  how  we  can  have  an  exceptionally  strong  retort  -  that 
has  a  half-life  -  and  help  restore  our  brand/help  with  hiring,  at  the  expense  of  tainting  the 
potential?  Emotionally,  we  want  justice.  Empirically,  I  challenge  whether  *if*  there  is  a  trial,  and 
there  is  a  conviction,  that  the  net  gain  exceeds  what  we  could  do  with  this  -  the  substantiation 
that  his  allegations  are  false,  as  is  are  his  claims  of  his  role  here  -  in  developing  potentially  powerful 

external  communications  to  our  net  benefit.  Something  Eve  been  impressed  by  is  thej . ^enor  on 

ah  of  this . dispatches  to  the  workforce  that  our  heads  are  high,  we're  marching  on,  we  will 

continue  to  aggressively  develop. 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


DOCID:  4294887 


(U)  Thanks  if  you're  still  with  me  in  this  though I:  exercise. 


■{b)(3)-RL  86-36 


Cheers 


(uz/rwe 


ieutenant  Colon  eh  United  States  Army 


Chief,  SID  Strategic  Communications  Team  for  Media  leaks  -  piea$e  $end  items  requiring 

SSCT  attention  to  'dl  ssct' so  the  entire  team  has  5A 

National  Security  Agency,  OPS  1.  Room  1E024  suite  6209 _ 

NSTS;  963-677$  (group),  966-5491  (desk).  Commercial:  |  (desk) 

IMSA  Journal  -j .  | 

link  to  my  droobox 


From] 
Sent 
ToF 

civTf 
usa  av 

CczHZ 

wf 


I'fiiFstla'y.'WgvUU 


s 


SA-S3M2  USA  CIV 
!014  3:05  PM 


_ _ \iSA-S3M2  USA  CIV: 

]NSA-D23  USA  CIVJ_ 

>ISA-D  USA  CIV;[ 


TlSA-D4  USA  CIV;f" 
_JN$A'Q  USA  CIV; 


1NSA-D14  USA 
ftSA-P 


1nSA-D  USA  CIV;  DL  ODOC_Media  leaks  (ALIAS) 

_  FTSA€92  USA  CIV;  DL  mediaieaks  ..core  (ALIAS)  D;  DL  ssct  (ALIAS)  SI 

Subject:  (U)  SECONDS?!  -  FW:  (U)  Your  question  on  Snowden  and  Authorities 

Importance:  High 


Classification;  TOP  SECRET//SI//NOFOnN 

Ah, 


(b)(3)-P.L  86-36 


ODOC  reminded  us  of  some  other  “interactions'"  with  Snowden  that  may  nee ci  to  be  considered  for 
this  action  (thank  youj  """j  j . 

|  dug  this  one  out  of  the  SSCT  files  for  us. ..it  displays  2-5  additional  contacts 
with  the  SV  contingent  that  we  need  to  consider... but.  they  do  not  appear  to  have  any  “alarm*  or 
“concern"  for  illegal  pr  questionable  activities  on  the  part  IMSA. 


They  are: 

n  An  ema^l  exchange  circa  APR  2013  when  Snowden  was  with  FHV,  with  NSAW  SV  | 

regarding  the  legal  hierarchy  question  from  the  OVSC1SOO  course  that  was 

eventually  referred  to  the  OG€...and  answered  byp™ . in . \(  Provides  more 

background  on  the  "one r’  contact  we  accounted  for  in  our  work  today  } 


n  A  personal  exchange  circa  APR  2013  with  SV 


when  Snowden  appeared  at  her 


desk  with  concerns  about  f; trick  questions"  in  the  test  for  OV5C12.Q3  being  the  reason  why 
he  failed  the  test.  |  ' .  explained  there  are  no  trick  questions,  and  that  directly-related 


answers  can  be  found  verbatim  in  the  course  material  She  also  explained  that  he  can 
retake  the  test... .which  appeared  to  calm  his  concerns. 


n  Email  exchange  circa  20 J 2  while  Snowden  was  a  SysAdmin  with  Dell.  He  helped  NSAH 


DOCID:  4294887 


personnel  regarding  sysadmin  support  and  access  to  particular  files  retried  to  a  "FISA 
document  template-"  process.  Later,  SV 


contacted  Snowden  because  she 


had  a  similar  problem  and  needed  assistance,  which  he  provided  long-distance  by  email 


MITT  does  not  see  these  as  items  that  show  his  "concerns/'-. .hut  they  do  show  interaction  with  the 
Compliance  elements  fo  NSA,  albeit  administrative  in  nature. 


Does  any  of  the  above  change  your  input  to  our  action  today? 


Media  Leaks  Task  Force 

OPS  2B,  2B6090 
969-5009  js) 

‘  |{U! 


(i>K3)-PL.  06-36 


_ NSAS1N2  USACEV 

hursday,  May  2$,  S!'0'i'Tl:29  PM 


From:  j 
Sent: 

Told _ 

Cc:  DL  ssct  (ALIAS)  SI;  DL  mediale3ks_core  (ALIAS)  D 
Subject:  (U)  Your  question  on  Snowden  and  Authorities 


3^SA-S3M2  USA  CIV 


Classification;  TOP  SCCRCT//OI//NQrQnN 


I  (bH3)-P.L.  66-36 

I  believe  that  what  you  are  looking  'for  is  MLTF  1549,  I  suspect  that  you  a!!  may  have  additional 
information  filed  for  this,  hut  perhaps  this  is  a  start. 


(Uffoup)!" I 

S1N2  Technics  Director  /Detailed  to  SID  Med^a  Leake 

OPS  1  1EG24 

966’537&& 


NSA-SO  USA  CIV 
4:46  PM 


From; _ 

Sent:  Friday,  April  !  i,  2014  .  . .  _ 

To:  Shea  Teresa  H  NSA-S  USA  CIV;[~Z 

:iWT 


USA;  T 
SOI  USA  CIV; £ 


f  NSA-S  USA  CIV;  _ 

KSftraai 


iNSA-S  USA  CIV; 


Cc:  DL  S_exec  (ALIAS)  S; 

SSCt  (ALIAS)  SI 
Subject:  (U)  Vanity  Fair  Article  With  Fugitive 


PTW;f 

JMSA-S  n 


'^TW;[ 


I4SA-S02  USA  CIV: 

1N5A-S 


<1 _ 

SA 


Hmclms&s  usa 

|NSA- 


USRTI5R 

^JnSA-S02  USA  CIV;  Dl 


May  Cause  Additional  Work 


Classification:  TOP  OCCnCT//SI,7NQronN 


DOCID:  4294887 


(U)  Hello  All,  the  much  anticipated  Vanity  Fair  article  with  the  fugitive  is  out,  please  see  attached. 
The  article  could  cause  additional  work  for  us. 


(U/ff OUGf  Probably  the  most  concerning  issue  in  the  article  is  the  fugitives  assertion  that  he  raised 
complaints  with  MSA  lawyers  and  oversight  and  compliance  personnel. 

"At  Kunia,  Snowden  would  later  claim  in  a  statement  to  the  European  officials  of  his  concerns  about 
overreaching  government  surveillance,  “none  of  whom  took  any  action  to  address  them,”  he  wrote. 
“Everyone  in  the  intelligence  community  is  aware  of  what  happens  to  people  who  report  concerns 
about  unlawful  but  authorized  operations.  ’’  But,  according  to  Rick  Ledgett,  the  N.S.A. ’s  deputy 
director  who  would  lead  the  internal  investigation  of  Snowdens  leaks ,  Snowden  made  no  formal 
complaints.  And  if  he  complained  personally  to  anyone.  Ledgett  says,  they  have  not  acknowledged  it. 

The  N.S.A.  at  this  point  not  only  knows  I  raised  complaints,  but  that  there  is  evidence  that  I  made  my 
concerns  know  to  the  MSA's  lawyers,  because  Idl'd  some  of  it  through  e-mail.  I  directly  challenge 
N.S.A.  to  deny  that !  contact  N.S.A.  oversight  and  compliance  bodies  directly  via  e-mail  and  that  I 
specifically  expressed  concerns  about  their  suspect  interpretation  of  the  law,  and  I  welcome 
members  of  Congress  to  request  a  written  answer  to  this  question  [ from  the  N.S.A.]. " 


(TS//SI//NO  The  MLTF  has  already  asked  the  !G,  OGG,  and  ODGC,  to  search  their  official  email,  web- 
based  contacts,  and  correspondence  for  any  evidence  that  the  fugitive  contacted  their  office  for  any 
reason.  If  any  evidence  was  found,  they  were  requested  to  provide  a  short  recap  of  the  exchange. 
Two  folks  from  SV  responded  that  they  had  contact  with  the  fugitives,  see  attached.  One  of  their 
responses  was  classified  TS//S1/ 


paragraph  is  TS//Si//NF. 


lard  th  MLTF  task  was  C//NF,  whichis  why  this 


(h)(1) 

(bK3FP,L.  86-36 

(U//l~QUO) . 

Records . 

Mr.l  t 

D/Chief,  SID  Strategic  Communicatic-ns  Team  for  Media  Leaks  -  please  send  items  requiring  timeiy 
55CT  attention  to  fDL  ssct1  so  the  entire  team  has  SA 


National  Security  Agency,  GPS  i.  Room  HO 2 4,  Suite  6209 _ 

MSTS:  963-6775  (group).  966  5853  (desk).  Commercial:  [  | 

link  Tfl  My  Drop  Box 

. Classified  - 

— Dorivcd  From:  NSA/GSSfri-Hy? 


(b){3).P.L  86-36 


■Dated:  20070108 
Declassify  ©ti,  2039040t 


Classification:  T-OP-S-EeftE-T^/NeF-eRN — 

. Siasstfred . By 


DOCID:  4294887 


■frgnved  From.  NGA/CQQM  1-52 

. Baled": . goO'^Q-l-OB1 

Dccioooify  On;  2Q3DQ501 


Classification:  TOP SEC R I//NOFOR N 


— Classified  Dy:f 
Betircd  Frorrc-NSA/CSSM  1  52 
Dated:  20070408' 
Docloooify  On:  2030QB01 


Classification:  -TOf1 . GECRET//SI//NOFORN 


■GiQooifiod  By:  | 

Derived  From:  NSA/CSSM  1  52 
-D6ted":"‘"£'Q'4i‘3C,9"39 
DoclQOGify  On:  2030653* 


Classification:  TOP  SECRET//SI//NOFORN 


(b)(3)-P.L  86-36 


DOCID:  4294890 


From: 

Sent: 

To: 

Cc: 

Subject: 


]nSA-P28  USA  CIV 

I  tNSA~P28  USA  CIV 

Thursday,  May  29,  2014  1:36  PM 


1  INSA-D23  USA  CIV 

_  I M  NSA-D23  USA  CIV! 

_  N5A-D28  USA  CIV; 

NSA-D23  USA  CIV; 

~TnS  A--D28  USA  CIV 

RE:  (tl)  UPDATED  VERSION  2014.05.29  ■  ACTION:  SEEKING  INPUT  on  strategy  about 
specifics-  PROPOSED  response  to  #6  -  Snowden's  Claims  of  Voicing  Concerns 


Classification:  UHCLASSIFIED/74r©00‘ 


These  are  good  responses. 


Deputy  General  Counsel 
Litigation  and  Management 

NSA  Office  of  Genera!  Counsel  •'  (b){3) -p.l.  86-36 

963-5548  (secure) 

((unclassified) 


ATTORNEY  WORK  PRODUCT//  ATTORNEY  CLIENT  COMMUNICATION 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


From:] 

SentLlteday.-May. 


INSA-D23  USA  CIV 
!9,  2014  1:29  PM 


ISA-D28  USA  OV  . 
JNSA-D23  USA  CIV] 

|nSA-D28  USA  CIV; 

«SA'D23  USA  CIV; 


Subject:  (U)  UPDATED  VERSION  2Q14_05_29  -  ACTION:  SEEKING  INPUT  on  strategy  about  specifics-  PROPOSED 
response  to  #6  -  Snowden's  Claims  of  Voicing  Concerns 


Classification:  UNCLASS  I  FiEP//rOR  OfflCiAL  UGC  ONLY 


This  is  updated  with]  {comments— this  version  is  timed  at  1325, 

«  File:  OGC  Comments  Email  G  and  A  1325.DOCX  >> 


Just  FYSA-d  suspect  you  already  had  this  conversation  or  know  this—after  speaking  with  it  does  not  appear  the 
Agency  would  protect  the  content  of  this  message  in  response  to  the  pending  FOIA  requesT 


Thanks  all! 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


DOCID:  4294890 


■''■(Jo)  !3}-P.L .  86-36 

ATTORNEY  WORK  PRODUCT//ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


From 

Sent 

T«r 


NSA-D23  USA  CIV 


Thursday.  Mav  29,  2014  12:53  PM 
^SA-D28  U5A  0V 
NSA-D23  USA  CIV; 


Cc; 

Subject:  (U)  2014  05^29 


NSA-D28  USA  CIV; 


NSA-D23  USA  CIV 


ACTION :  SEEKING  INPUT  on  strategy  about  specifics-  PROPCK'SB" response  to  #6 
Snowden's  Ctaims  of  Voicing  Concerns 


Classification:  UNCLASSiFIEP//FOR  OFFICIAL  U3E  ONLY 


OGC  Answer  due  by  1400“ 


You  can  see  in  here  that  after  working  with  MLTF— they  have  asked  us  to  fashion  a  proposed  response  to  3  of  the 
questions.  Obviously  we  will  still  review  all  the  G  and  A  before  it  goes  final 


\  have  put  together  a  response  m  here.  Obviously,  we  could  stick  with  just  what 
the  WH  just  a  Few  moments  ago  for  the  1230  Briefing, 


proposed  and  has  been  sent  to 


My  draft  is  more  specific  about  the  inquiry  raised. 

I  provide  the  timing  of  the  inquiry  [Friday  afternoon  request  and  OGC  answer  on  Monday)  to  show  we  were 
responsive, 

I  also  discuss  with  a  bit  more  detail  what  the  query  was  concern  and  that  it  was  NOT  about  concerns  with 
violations  of  iaw. 


Obviously  getting  this  specific  begs  the  question  as  to  whether  we  can  then  stifi  protect,  at  least  these  portions  of  the 
message  in  the  pending  and  future  f  OiA  requests, 

«  File:  OGC  Comments  Email  G  and  A,DQCX  >> 


TU.//LQ.U.0..1 t,— . . . -- 

Deputy  Associate  GC 
Administrative  Law  and  Ethics 
NB PI,  Rm  3A-67 
Phone-NSTS:  992-3930 

Oiitftiftei I IZIZZ  . 1 


ATTORNEY  WORK  PRO  DUCT/ /ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


From; 


NSA-D23  USA  CIV 


DOCID:  4294890 


Sent:  Thursday,  May  29,  2014  12:26  PM 
Tori  ]NSA-D28  USA  CIV 

Cc:  NSA-D23  USA  CIV; 

Subject:  FW:  (U)  2014„05_29  -  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 


JvlSA-028  USA  CIV 


Classification:  UNCLASSlFIED//rOR  omCIAL  U0C  ONLY 


fb)  (3>  B6-3G 

fb) 

O}  (A) 
cb)  n>  m 


Just  FYSA . See  below  where  Q  indicates  that  they  found  it 


i  suspect  OGC  may  have  found  it  later  as  well  when  the  OGC  "AIT  went  out. ... 


Does  this  sound  right? 


From:[ 


Sent:  Thursday 
To 
Cc; 


NSA-Q311  USA  CIV 


£==3 


.May  29,  2014  12:07  PM 
NSA-D23  USA  CIV 


SA-D23  USA  CIV 


Subject:  RE:  (U)  2014_05_29  -  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 


<b)  <3) -P.I,,  86-3« 


Classification:  UNCLASSIRED//FOR  omeiAbUSE  ©Ni:¥ 


i  just  sent!  **lmy  input  to  the  issue  and  I  spoke  toj  |on  the  phone. 


Q311  Counterintelligence  Investigations 


•  (3) -P.L.  86-36 

FANX  2,  Room  A2AQ48,  Suite  6832 
Office:  96S  3373(s>]  | 


From£ 


Sent:  Thursday. 

To:  _ 

Cc: 


Mi 


NSA-D23  USA  CIV 
y  29,  2014  11:34  AM 


_NSA-Q31t  USA  CIV 
pSA-D23  USA  CIV 


Subject:  (U)  2014_05_29  -  ACTION:  Snowden's  Claims  of  Voicing  Concerns 

Importance:  High 


(bi (3) -P,L.  86-36 
(bi  (5) 

(b>  (7)  (A) 

(b>  (7)  (E) 


3 


DOCID:  4294890 

'  Classification:  UNCLASSIFI 


{b)l3)-P.L-  8 6 ""3 6 
<b)  (5) 

<b)  (7)  (A) 

(b)  (7)  (E> 


2  Things: 


ATTORNEY  WORK  PRODUCT/ /ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  QGC  approval 


From) _ [N5A-S3M2  USA  CIV 

Sent:  Thursday.  May. 23,  2DH  11:25  AM  j - 

To:  NSA-Q  USA  QV;  DL  Cf  IQ  tasker  (ALIAS)  D;  DL  ODOC_Medialeaks  (ALIAS)  DA; 

NSA-1 . 05KTTC -  -  1 - 

Cc:  DL  OGC  Media  Leaks  (ALIAS)  D23l  !nSA-D23  USA  CIV;  DL  SSCt  (ALIAS)  Si;  DL  PAOMedia  (ALIAS)  GNl; 

DL  O  REGISTRY:!  ~WSA-031  USA  CIV 

Subject:  (U)  ACTION:  Snowden's  Claims  of  Voicing  Concerns 

importance.  High  [T ext  below  is  duplicated  in  DOCID  4249209] 


DOCID 


From: 

Sent: 

To: 

Cc: 


Subject: 


4294751 


k 


SA-DJ09  USA  CTR 


Approved  for  Release  by  NSA  on 
34-27-2016,  FOIA  Case  #  78137 


•k 


IA-Q31  USA  CIV 


Friday,  May  23,  2014  11:01  AM 

DL  media leaksjrore  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1; 

iAU&Sliai  "  . 

Ensor  Leoine!  K  NSA-Q  USA  CIV;  I 

""l  *  .  ^  ^  ,  I - 1“ 


JNSA  Q3  USA  CIV; 
NSA-Q3  USA  CIV 


NSA  Q  USA  CIV; 
NSA-Q  USA  CIV; 


(U)  NBC  Stony  Email  with  06C 


Classification:  -SQfHR&EfEHAfcffNQFOR  N 

All, 


Given  the  NBC  story  and  recycled  claim  that  Snowden  contacted  NSA  OGC  to  raise  concerns,  l  wanted  to 
remind  everyone  that  we  went  through  an  exhaustive  exercise  for  the  Vanity  Fair  article  in  April,  which 
resulted  in  the  below  note  from}' . 

:  ;  '  "  86-38 


From: |  |NSA-D  USA  CIV 

Sent:  Tuesday,  Apn!""OS  2014  3:35  PM 

To:  Rogers  Michael  S  NSA-D  USA  USN:  Ledoett  Richard  H  Jr  NSA-D  USA  CIV;  Fieisch  Frances  J  NSA-D  USA  OV:  De 


Rajesh  NSA-D2  USA  CIV;[ 

usa  av 

Ccf 


NSA-D2  USA  av;  Bauman  Ethan  L  NSA-DL  USA  CIV; 


NSA-DL 


USA  CIV[ 


_ ]NSA-Q3  USA  aV;  Ensor  Leoinel  K  NSA-Q  USA  CIV:  I 

1NSA-Q3  USA  CIV;  DL  medialeaks_core  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1 
|NSA-D2  USA  nvj  lNy-r>71  USA  ctw-  l 

. ; . ’"HSA-Q3 1  USA  OV:l  hlSA-D2  USA  Qvl 

PsmiSfi-QIV; !  INSA-D  USAOVd 

NSA-D  USA  QV;  Bauman  Ethan  L  NSA-Dl  usA  UV:j . 


"KiSA-0 


JUSAC 
JNSA-C 
I  USA 


^SA  OV; 

-D  USA  QV; 


JJSA-Qjl  USA  OV; 
INSA-D  . USA  CIV;  C  I 

|  _  ftSA-u 


NSA-D  USA  QV, 

jsISA-DL  USA  OV 


Subject;  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Articlefyext  below  duplicated  in  DOCID  42721161 


DOCID:  4294752 


From: 

Sent: 

To: 

Cc: 

Subject: 


]nsa 


3  USA  CIV 


Wednesday,  April  09,  201.4  5:26  PM 
Grimes  Arlene  U  NSA-DN  USA  CIV 
OL  PAOMedia„(ALIASI^Ml:  DL  medialeaks.c  ore  (ALIAS)  D; 
D  USA  CIV;  [  NSA-D  USA  CIV 


NSA- 


(U)  ACTION:  Way  Forward  for  Vanity  Fair  Article 


Follow  Up  Flag: 
Flag  Status: 


Follow  up 
Flagged 


Classification;  UNCLASSIFIED //FOR . OFFICIAL . USF . ONLY 


(b)(3)- P-L  86-36 


Arlene, 

(U//fOUf>)  Presuming  the  following  conditions  are  met: 

We  get  word  from  the  organizations  asked  to  revisit  their  e-mail  for  any  evidence  of  the  outreach  claimed  by  Edward 
Snowden  in  the  Vanity  Fair  teaser,  AND  no  additional  information  has  surfaced  (MLTF  Core  on  the  hook  to  verify  this 
for  you) 


AND 


We  have  affirmed  from| 
a  generic  authorities  question  of  OGC  in  April  2013, 


Jthat  DoJ  doesn't  have  any  hold  on  the  one  exchange  we  have  of  Snowden  asking 


Please  engage!  ~|(copied)  to  coordinate  an  outreach  to  Vanity  Fair  indicating  that  our  efforts  to  substantiate 

Mr,  Snowden's  claim  in  this  regard  has  produced  one,  barely  relevant  e-mail  and  we  intend  to  challenge  the  veracity  of 
that  point  if  if  is  published  in  the  final  article  and  point  out  that  we  brought  it  to  the  attention  of  Vanity  Fair. 


(U/yrouet  Let  me  know  if  you  have  any  questions/concerns. 


Regards, 


<b}{3) 

- 1 .  OGA  ODNI 

National  Seoutity  AgencyrCersfral  Security  Service 
OPS  2B  2B8090 

(b)(3)-P.L  86-36 


JWICS  1 . 

UN  CL  | 

NSTS  W5CT1 
BLACK | 


Classification:  UNCLASSIFIED  //FOR . OFFICIAL  U3€ . ONtY 


i 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOtA  Case#  7813ft 


DOCID:  4294906 


From: 

Sertt: 

To: 

Subject: 


INSA-Q.31  USA  CIV 
Tuesday.  March  18.  2014  9:40  AM 


FW:  (U)  Snowden  Claims 


P>Xi) 

(b)p)-P.L.  86-38 


Classification;  SCCRCTv 

Both  of  the  answers  are  captured  in  the  below.  The  direct  quote  that  addresses  both  of  these  points  isal! 
the  way  at  the  bottom. 

Let  me  know  ifyou  need  anything  else. 


Ib)(3)-F.L  86-36 


]NSA-D2  USA  CIV 


From;} 

Sent;  Tuesday,  March  11,  2014  1:26  PM 
To:  Ledgei t  Richard  H  Jr  NSA-D  USA  dV;  Alexander  Keith  B  GEN  NSA-D  USA  USA:! 
Cc:  Ensor  Leoinel  K  NSA-Q  USA  OV;l  |NSA-Q  USA  CIV; 

I  ^ISA-03  USA  ClVf  INSA-031  USA 

iff 


D.USA.QV; 


DLddir  staff  f ALIAS')  S:  D  DIR 
NSA-D28  USA  CIV 


USA  CIV;  Fleisch  Frantss  J  NSA-D  USA 
AFF;  De  Rajesh  NSA-D2  USA  CIV; 


^ _ NSA-Q31  USA  CIV 

Nsa-03  usa  gvf  I 
QV;!  |NSA- 


Subject:  RE:  (U)  Snowden  Claims 


Classification:  -geCRCTfl 


im) 

L  86-3$ 


Sir, 


The  Intelligence  Community  Whistleblower  Protection  Act  of  1998  end  Presidential  Policy  Directive  PPD-19  provide  a 
mechanism  for  both  employees  and  contractors  to  report  alleged  wrongdoing. 

Whistleblowers  can  report  matters  of  "urgent  concern"  to  the  NSA  1G  and  DoD  IG. 

Whistleblowers,  to  indude  contractors,  can  report  matters  of  "urgent  concern"  to  the  intelligence  committees  after 
notifying  the  NSA  tG  or  DoD  IG  of  the  intent  to  do  so  and  obtaining  direction  from  the  IG  on  bow  to  contact  the 
Intelligence  Committees, 


The  Whistleblower  statute  provides  an  avenue  to  report  concerns  related  to  classified  matters  without  improperly 
disclosing  classified  information. 


(b)(3)~P,L  86-36 


1 


Approved  for  Release  by  NSA  on  04-27-2016.  FQIA  Case#  781 


DOCID:  4294906 

Principal  Deputy  General  Lo  unset 
Office  of  Genera:  Counsel 
QPSB2 B,  Room  2BS14Q 

I  L)/%3 -S54S(sj 


(b)(3)-P.L.  86-36 


From;  Ledgett  Richard  H  Jr  NSA-D  USA  CIV 
Sent:  Tuesday,  March  11,  2014  12:58  PM 
To;  Alexander  Keith  B  GEN  NSA-D  USMJSSi 
Cc:  Ertsor  Leoine!  K  NSA-0  USA  CIV;  I 


^1SA-Q3  USA  QV| 


NSA-Q31  USAaV 
iSA-Q  USA  CIV; 


pA:Q31 USA  CIV;  Fieiseh  Frances 


D  USA  QV;  DL  ddir.  Staff  (ALIAS)  S;  D  DIR  STAFF;  De  Rajesh  NSA-D2  USA  CIV; 
Subject:  RE:  (U)  Snowden  Oeims 


NSA-D  USA  CIVrf 


]NSA-03  USA  aV;f 


JMSA-D2  USA  CIV 


INSA- 


Classification :  OCCRCT/jI 


m) 

(bjpj-pl.  86-36 


StT . 


It's  not  the  recency  enacted  Whistleblower  Protection  Act.  but  there  are  previous  laws  thal  protect  contractors.  Cc’ing  Raj 
and!"  . .  | who  can  provide  that  info. 


vn. 


Rsck 


(b)J3)-P.L.  S6-38 


Rick  ledgett 
Deputy  Director 


From;  Alexander  Keith  BGEN  NSA-D  USA  USA 

Sent:  Tuesday,  March  it,  2014  11:41  AM _ 

To:  Ledgett  Richard  H  Jr  NSA-D  USA  CIV:  I 
jCcJEtjsor  leoinel  K  NSA-0  USA  dVl 

NSA-Q3  USA  CIV;  |fi5£Q3T 

D  USA  CIV;  DL  ddff_Statt  (ALIAS)  S;  D  DIR  STAFF 
Subject:  RE:  (U)  Snowden  Claims 


“ZNSA-Q31  USA  CIV _  j - , 

"JNSA-Q  USA  CIV: I  InSA-03  USA  QV:  1 

USA  QV;  Fieiseh  Frances  J  NSA-D  USA  CIV;  fMSA- 


Classification:  iJECRtrfi 


mm 


Rick, 

!  believe  there  is  also  a  Whistleblower  methodology  for  contractors.  Do  we  have  that? 

Thanks 

GEN  A 


E 


From:  Ledgett  Richard  H  Jr  NSA-D  USA  QV 
Sent;  Tuesday.  March  11,  2014  11:28  AM 

To:  |  |NSA-Q31  USA  CIV  _ _ _  _ _ , 

Cc:  Ensor  Leoinei  K  NSA-0  USA  CM  NSA-Q  USA  CIV;  | _ |NSA-Q3  USA  CIV;| _ | 

1NSA-Q3  USA  QV;|  (NSA-031  USA  OV;  Alexander  Keith  B  GEN  NSA-D  USA  USA;  Fteisch  Frances  J 

NSA-D  USA  CIV;  1  ~ INSA-D  USA  QV;  DL  ddir.staff  (ALIAS)  S;  D  DIR  STAFF 

Subject:  RE:  (U)  Snowden  Claims 


Classification:  GGGfCT# 


mm 

86-36 


Excellent  -  thanks1 


2 


(b)(3)-Pi.  86-36 


DOCID:  4294906 


Rick 

RiCkUdgett  (b)(3>-P.L.  36-36 

Deputy  Director 


From  j  ]NSA-Q3i  USA  CIV 

Sent :  V uesday, March  1 X ,  2014  11:27  AM 


To:  Ledge  tt  Richard  H  Jr  NSA-D  USA  m 
Cc:  Ensor  Leoinel  K  NSA-Q  USA  aV;  | 

I . HnSA-03  USA  OV;f 

Subject:  (U)  Snowden  CBITO - 


NSA-Q  USA  CIV; 
JN5A-Q31  USA  CIV 


NSA-Q3  USA  QV; 


Classification  i-SEeRCT 


win 

<b)(3j-P.t.  B6-36 


Rick, 


(U/VS-OlIOfAs  requested  we,  ADS&C1  and  FBI,  have  conducted  extensive  research  into  the  below 
statement,  which  Snowden  has  invoked  on  multiple  occasions.  This  included  a  review  of  all  interviews 
and  case  material  to  include  all  paperwork  and  interviews  collected /conducted  with  contractors  Dell  and 
Booz  Allen  Hamilton, 


7  had  reported  these  dearly  problematic  programs  to  more  than  ten  distinct  officials,  none  of  whom  took 
any  action  to  address  them,  As  an  employee  of  a  private  company  rather  than  a  direct  employee  of  the  US 
government,  l  was  not  protected  by  US  whistleblower  laws,  and  l  would  not  have  been  protected  from 
retaliation  and  legal  sanction  for  revealing  classified  Information  about  tawhreaking  in  accordance  with  the 
recommended  process, " 

”f,S,//RCbd”Our  findings  are  that  we  have  found  us.  evidence  in  the  interviews,  email,  or  chats  reviewed 
that  support  his  claims.  Some  co workers  reported  discussing  the  Constitution  with  Snowden,  specifically 
his  interpretation  of  the  Constitution  as  black  and  white,  and  others  reported  discussing  general  privacy 
issues  as  it  relates  to  the  internet.  Not  one  mentioned  that  Snowden  mentioned  a  specific  NSA  program 
that  he  had  a  problem  with.  Actually,  many  of  the  people  interviewed  affirmed  that  he  never  complained 
about  any  NSA  program.  We  also  did  not  have  any  reflection  that  he  asked  anyone  how  he  should /could 
report  perceived  wrongdoing. 

(U/'/rOUer)  Please  let  me  know  if  you  have  any  additional  questions. 

Thanks 
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medialeaks„core  (ALIAS)  D 
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Importance;  High 
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Please  push  these  responses  to  the  WH  for  the  12:30  event.  OGC  has  chopped. 
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(U//FOUO)  I  think  we  need  to  be  more  explicit  as  relates  to  Snowden's  comments  and  the  specific  WH  questions: 

1.  Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

We  have  found  a  single  instance  of  one  e-maii  inquiry  by  Edward  Snowden  to  the  office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  question 
was  received  and  an  answer  was  provided  to  Mr.  Snowden,  There  was  not  additional  follow-up  noted.  There 
are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower 
allegations.  We  have  searched  for  evidence  of  outreach  from  him  in  those  areas  and  have  not  discovered  any 
engagements  related  to  his  claims. 

2.  How  do  you  plan  to  respond  to  the  FOiA  request? 

We  received  the  request  from  N8C  this  week  and  are  following  normal  procedures  for  processing  the  request. 
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Sent:  Thursday,  May  29,  2014  11:41  AM  I - 

To:  Grimes  Arlene  U  NSA-DN  USA  CIV;  DL  PAOMedia  (ALIAS)  DNl;j _ 

Cel  NSA-P28  USA  CIV;  Sherman  David  I  Dr  NSA-DJ  USA  CIV;  [ 

Subject:  (U)  OGC  draft  answers 

Importance:  High 


INSA-D  USA  CIV 

{MSA-D23  USA  CIV 
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(1}  There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  whistleblower  allegations.  We  have 
searched  those  avenues  and  have  not  surfaced  any  complaints  with  those  offices. 

(2)  With  respect  to  the  FOIA,  we  wit!  process  this  In  accordance  with  our  normal  procedures  and  have  only  surfaced 
one  email  communication  between  Mr.  Snowden  and  OGC. 

On  item  2,  since  OGC  has  already  performed  a  search  which  was  as  extensive  as  one  would  have  been  done  under  FOiA, 
no  new  search  would  be  required  by  our  office.  One  document  was  identified  and  that  document  was  redacted  and 
provided  directly  to  Dave  Sherman  earlier  in  the  week, 

. I 

Deputy  General  Counsel 
Litigation  and  Management 

NSA  Office  of  General  Counsel  (L)(3j-P .L.  86-36 

963-5548  (secure) 

(unclassified) 
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Cc: 


Subject: 


Rogers,  Michael  S  ADM 
JhiiadaM-Mat3fl_p014  S:4Q  PM 
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PAQMedia:  Lericett  Richard  H;  Fieisch,  Frances  Stone.  Gorin  R;  De.  Rajesh; 

DL  MLTF_core,  Bauman,  Ethan;l  [S  Herman 


ID 


Re:  FOLLOW-UP:  PER  YOUR  REQUEST:  Transcript 


Copy  alj  IaS  we  discussed,  as  long  as  we  don't  endanger  any  follow-  on  legal  action  we  should  be  proactive  and 
transparent  with  the  public.  SEN  Feinstein  adding  her  thoughts  would  also  be  of  value  to  the  public  !  believe 


ft, 
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From :  I . ~  1 

Sent:  Thursday,  May  29, 2014  12:11  PM 

To:  Rogers,  Michael  S  ADM _ 

CcL . . 

Richard  H:  Fleisch,  Frances  y,  Stone,  Corin  R;  De,  Rajesh; 

Ethan:i  Isherman,  David  3 

Subject:  FOLLOW-UP:  PER  YOUR  REQUEST:  Transcript 
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Below  text  ts  exactly  duplicated  in  OoCfD  4272118 
at  1:11  PM 
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Sant: 
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Subject: 
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Thursday  Mav  29  2014  8:23  AM 


FW:  REPLV:  Follow-Up 


Deputy  General  Counsel 
litigation  and  Management 
National  Security  Agency 


963-0235  direct,  963-5548  (main  line) 


(bjPH’l.  66-36 


-Original . Message- 


From: 

Sent:  Thursday,  May  29,  2814  8:08  AM 
To:  De,  ftajesh 
Cc:£ 


Subject: . HEPCVi . FoITow-Up 


Raj, 

We  searched  what  we  have,  but  as  you  know  that  is  an  imperfect  data  set  in  some  cases 
recollected  in  retrospect.  The  search  for  e-mail  within  the  OGC  was  undertaken  by  individual 
OGC  employees  of  their  personal  holdings. 


- Original  Message - 

From:  De,  Kajesh  jb){3)-P.L 86-36 

Sent:  Thursday.  May  29.  2814  7:19  AM 

TfriLlIZZI  .  1, 

Cc :  1 

Subject:  Re:  Follow-Up 


I'm  open  to  any  suggestions  you 
teams  did  searches,  as  with  [[ . 


night 


have.  I  was  told  that  the  1 . 

I  is  that  not  the  case?  Adding 


3  and  mltf 
who 


was  tracking  this,  I  also  think  this  should  be  framed  as  everything  we've  been  able  to  find. 
If  you  are  still  against  releasing  because  of  concern  about  risk,  please  also  weigh  in  with 
leadership  and  interagency. 


. -Original  Message-- - 

From:  j  ~~ ; 

To:  Rajesh  De 
Subject:  Follow-Up 

Sent:  May  29,  2014  7:14  AM  (b)(3H»L. 86-36 


Raj, 

Given  your  engagement  last  night  on  this  topic,  the  fact  that  the  protagonist  specifically 
pointed  to  e-mail's  sent  to  the  OGC  and  your  expectations  expressed  in  the  note  below  I  would 
encourage  you  to  work  with  your  staff  to  give  yourself  confidence  that  requests  of  your  folks 
to  check  for  records  are/were  sufficiently  robust  to  underpin  your  personal  level  of 
confidence-  I  am  not  in  any  way  suggesting  that  people  did  not  take  the  requests  seriously- - 
they  did,  but  they  did  so  under  time  pressure. 
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know  that  as  a  career  Intel  professional  asking  5  talented  people  to  research  a 
topic  can  lead  to  5  different  methodologies  and  5  different  results. 


Very  respectfully. 


from:  De,  Rajesh 

Sent:  Saturday.  Way  24.  2014  89:40  m  Eastern  Standard  Time 
To:i 

Cc: _ 

Subject:  Fw:  NBC/ email 


I  need  very  senior  confirmation  (Kemp/doultriej _ |that  all  possible  steps  have  been  taken 

to  ensure  there  are  no  other  emails  from  S  to  OGC. 
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From: 

Sent 

To: 

Cc: 


Subject: 


Thursday,  May  29,  2014  12:26  PM 


FAOMedia.  Ledoett.  Richard  H;  Ffeisch,  Frances  J;  Stone,  Corin  R; 

DL  MLTF.core 

FOLLOW-UP:  PER  YOUR  REQUEST:  Transcript 


Reference  the  request  from  the  White  Mouse,  we  just  provided  the  following: 


(b){3)-P.L  86-36 


--Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of 
General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he 
had  just  completed.  The  question  was  received  and  an  answer  was  provided  to  Mr.  Snowden. 
There  was  not  additional  follow-up  noted.  There  are  numerous  avenues  that  Mr.  Snowden  could 
have  used  to  raise  other  concerns  or  whistleblower  allegations.  We  have  searched  for 
evidence  of  outreach  from  him  In  those  areas  and  have  not  discovered  any  engagements  related 
to  his  claims. 

--How  do  you  plan  to  respond  to  the  FOXA  request? 

We  received  the  request  from  NBC  and  are  following  normal  procedures  for  processing  the 
request. 


NOTHING  FOLLOWS 
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Sent:  Thursday,  May  29,  2014  11:39  AM 

To:  Rogers.  Michael  $  ApM _ 

Cc:III_I . — — , 

Richard  H;  Reisch,  Frances  J;  Stone,  Corin  R;  De,  Rajesh; 
Subject:  PER  YOUR  REQUEST:  Transcript 


51  PAOMedia;  Ledgett, 
OLMLTF  core 


As  requested,  below  is  a  transcript  of  the  NBC  program  we  obtained  from  the  White  House  in  support  of  attribution 
work.  Since  it  was  not  acquired  for  a  fee  we're  meant  to  limit  our  use.  i  believe  it  was  generated  off  a  CLOSED 
CAPTIONING  system  so  there  are  a  few  text  garbles.  In  response  to  a  request  we  received  <30  minutes  ago.  Media 
Leaks  Public  Affairs  and  OGC  are  at  this  time  preparing  information  for  the  White  House  press  office  in  support  of  the 
daily  press  engagement  by  Jay  Carney  at  12:30  EST.  Specifically  answers  to  two  question: 

--Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

--How  do  you  plan  to  respond  to  the  FOIA  request? 

The  FOIA  request  reference  is  highlighted  in  the  transcript  below.  We  do  not  know  if  the  White  House  plans  to  present 
this  information  proactively  or  have  it  in  reserve  if  they  receive  a  specific  question,  We  will  make  certain  you  receive 
what  is  sent  to  the  White  House. 


Please  advise  if  you  have  any  questions/concerns. 


Respectfully, 
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BEGIN  TRANSCRIPT 

BRIAN  WILLIAMS;  good  evening,  i'm  briar*  williams,  he  is  routinely  called  the  most  wanted  man  in  the  world,  last  week  in 
moscow,  cloaked  in  secrecy  and  after  months  of  behind-the-scenes  back  and  forth,  we  sat  down  with  edward  snowden 
for  his  first  american  television  interview,  let’s  begin  with  a  reminder  of  what  this  30-year-old  has  done  and  why  he's 
living  in  exile  overseas,  wanted  for  espionage  in  this  country,  the  classified  documents  he  stole,  downloaded  from  the 
nsa  and  handed  over  to  journalists  blew  the  lid  off  data  mining  programs  that  had  been  launched  in  the  wake  of  and  in 
the  name  of  9/11.  they  have  names  like  prism  and  boundless  informant  and  xkeyscore.  some  of  them  designed  to 
vacuum  up  phone  and  internet  data  are  from  companies  like  verizon  and  google  and  appie  and  yahoo!  and  some  of 
them  could  zero  in  on  any  one  of  us.  snowden  came  to  this  interview  armed  with  talking  points,  ready  to  tell  his  story, 
he  knew  he  would  be  receiving  no  compensation  and  no  question  was  off  limits,  already  just  today  based  on  prereleased 
snippets  of  what  you’re  about  to  see  secretary  of  state  John  kerry  launched  a  full-on  fredricton  it  wiliontai  assault  on 
snowden  calling  him  a  traitor,  challenging  hill  to  come  home  to  face  justice,  we'ti  hear  what  edward  snowden  has  to  say 
about  that,  he  arrived  alone  carrying  only  a  backpack  into  our  moscow  hotel,  he  came  up  a  back  stairway  into  the 
elevator,  the  moment  he  sat  down  and  our  camera  focused  on  him,  it  became  clear  that  this  was  the  first  good  long  look 
at  him  the  world  had  had.  we  saw  him  framed  against  the  hotel  window  in  hong  kong  and  appearing  from  undisclosed 
locations  on  closed  circuit  video,  he  was  here  now,  introducing  himself  as  ed.  a  iot  of  people  say  you  have  badly 
damaged  your  country. 

EDWARD  SNOWDEN:  can  you  show  that?  is  there  any  dman  vagsemonstration?  i  have  been  asking  for  a  year  now.  if 
after  a  year  they  can't  show  a  single  individual  who  has  been  harmed  in  any  way  by  this  reporting,  is  it  really  so  grave?  is 
it  really  so  serious?  can  we  really  trust  those  claims  without  scrutinizing  them?  i  would  argue  we  can't,  we  should  be 
open  to  them,  it's  fair,  the  possibility,  if  this  has  caused  serious  harm,  i  piirnlwould  like  to  know  about  it. 

WILLIAMS:  keith  alexanderbas  said  you  have  done,  quote,  significant  and  irreversible  damage  to  the  nation,  he  said 
there  is,  quote,  concrete  truth  that  terrorist  groups  and  others  are  taking  action  and  making  changes  and  it’s  going  to 
make  our  job  tougher,  and  this  amounts  to  telling  our  enemy  our  pisybook. 

SNOWDEN;  so  what's  interesting  is  that  we  see  the  exact  same  language,  the  exact  same  accusations  being  levelled 
against  whistleblowers,  against  any  critic  of  any  government  program  throughout  history,  throughout  time. 

WILLIAMS:  what  are  you  doing  in  russia? 

SNOWDEN;  all  right,  so  this  is  a  realty  fair  concern,  i  personally  am  surprised  that  i  ended  up  here,  the  reality  is  i  never 
intended  to  end  up  in  russia.  i  had  a  flight  from  cuba  to  latin  america.  the  united  states  revoked  my  passport  to  trap  me 
in  the  moscow  airport,  when  people  ask  why  are  you  in  russia,  i  say  please  ask  the  state  department. 

WILLIAMS:  the  u.s.  state  department  says  snowden's  passport  was  pulled  before  he  boarded  that  flight  to  moscow  and 
yet  he  was  somehow  still  abie  to  leave  hong  kong,  a  city  he  had  chosen  to  fly  to  initially  upon  leaving  the  u.s.  a  formerly 
high  ranking  american  official  said  if  snowden's  equivalent  russian  kid  was  in  our  hands  in  the  united  states  we  would  be 
working  mightily  to,  a,  befriend  him  and,  absent  that,  infiltrate  what  hes  has,  what  he  knows,  what  has  your  relationship 
been  to  the  host  nation?  have  you  met  putin?  have  you  spoken  with  him? 

SNOWDEN:  i  have  no  relationship  with  the  russian  government  at  all.  i  have  never  met  the  russian  president,  i'm  not 
supported  by  the  raugs  government  -  russian  government,  i'm  not  taking  money  from  the  russian  government,  i'm  not  a 
spy.  the  best  way  to  make  sure,  for  example,  the  russians  can't  break  my  fingers  and  compromise  information  or  hit  me 
with  a  bag  of  money  until  i  give  them  something  was  not  to  have  it  at  ail.  the  way  to  do  it  was  by  destroying  materia!  i 
was  holding  before  i  transited  through  russia. 
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Will! AMS:  people  are  going  to  find  it  hard  to  believe  that  president  putin  hasn't  taken  a  run  at  you  or  what  you  know, 
you  can  state  dectaratively  that  that  hasn't  happened? 


SNOWDEN:  yeah,  i  mean,  the  way  --  the  way  to  think  about  this  is,  again,  i  already  know  how  to  deal  with 
counterintelligence,  beyond  that,  i  took  nothing  to  russia,  so  i  could  give  them  mothing. 

WILLIAMS:  you  say  you're  not  carrying  around  any  of  the  materials,  you  are  handing  them  off.  if  i  gave  you  a  laptop, 
could  you  access  the  documents? 


SNOWDEN:  no,  no. 


WILLIAMS:  no,  you  couldn't  remotely,  electronically  access  material? 
SNOWDEN:  no. 


WILLIAMS:  it’s  gone  from  your  control? 

SNOWDEN:  right,  i  don’t  have  any  control  --  let’s  put  it  this  way.  if  i'm  traveling  through  russia  -  and  i  know  i’m  traveling 
through  russia  and  they  have  a  very  aggressive,  very  professional  service,  and  i  look  like  tweety  bird  to  Sylvester  the  cat, 
a  little  walking  chicken  leg  with  all  the  documents  if  i  have  control  over  that,  that's  a  very  dangerous  thing  for  me. 

WILLIAMS:  we'll  take  our  first  break  here,  up  next  when  we  continue,  the  impact  of  9/11  on  edward  snowden. 

(COMMERCIAL  BREAK} 

WILLIAMS:  going  back  almost  a  year  to  when  this  story  first  broke,  edward  snowden  was  defined  early  on,  and  not 
altogether  accurately,  the  president  famously  called  him  a  hacker,  we  in  the  news  media  passed  along  and  repeated 
terms  like  systems  analyst  and  outside  contractor  that  didn't  really  mean  ail  that  much  and  according  to  snowden  didn't 
really  describe  what  he  did  for  a  living. 

(VIDEO  BEGINS) 

WILLIAMS:  how  do  you  define  yourself?  are  you  -  were  you  trained  as  a  spy?  specifically  I’m  talking  about  the  titles 
systems  analyst,  contractor,  it  seems  to  me  spies  probably  look  a  lot  more  like  ed  snowden  and  a  lot  less  like  James  bond 
these  days. 

SNOWDEN:  well,  it’s  no  secret  that  the  u.s,  tends  to  get  more  and  better  intelligence  out  of  computers  nowadays  than 
they  do  out  of  people,  i  was  trained  as  a  spy  in  sort  of  the  traditional  sense  of  the  word,  i  lived  and  worked  undercover, 
overseas  pretending  to  work  in  a  job  that  i’m  not  and  even  being  assigned  a  name  that  was  not  mine,  now  the 
government  might  deny  these  things,  frame  it  in  certain  ways  and  say,  oh,  he’s  a  low  level  analyst  but  what  they  are 
trying  to  do  is  they  are  trying  to  use  one  position  that  i  have  had  in  a  career  here  or  there  to  distract  from  the  totality  of 
my  experience  which  is  that  i  have  worked  for  the  central  intelligence  agency  undercover  overseas,  i  have  worked  for 
the  national  security  agency  undercover  overseas,  and  i  have  worked  for  the  defense  intelligence  agency  as  a  lecturer  at 
the  joint  counterintelligence  training  academy  where  i  developed  sources  and  methods  for  keeping  our  information  and 
people  secure  in  the  most  hostile  and  dangerous  environments  around  the  world  with,  so  when  they  say  i'm  a  low  level 
systems  administrator  that  i  don't  know  what  i’m  talking  about  it's  somewhat  misleading. 

WILLIAMS:  snowden  said  his  life  changed  when  he  was  still  a  teenager  on  the  worst  day  in  modern  american  history, 
what  did  9/11  mean  to  you? 


3 


DOCID:  4294818 


SNOWDEN:  i  have  never  told  anybody  this,  no  journalist,  but  i  was  on  ft.  meade  on  septembeth  right  outside  the  nsa.  so 
I  remember  -  i  remember  the  tension  on  that  day.  i  remember  hearing  on  the  radio,  i  remember  thinking  my 
grandfather  who  worked  for  the  fbi  at  the  time  was  in  the  pentagon  when  the  plane  hit  it.  i  take  the  threat  of  terrorism 
seriously,  i  think  we  all  do.  t  think  it's  really  disingenuous  for  the  government  to  invoke  and  sort  of  scandalize  our 
memories,  to  sort  of  exploit  the  national  trauma  that  we  all  suffered  together  and  worked  so  hard  to  come  through  to 
yufjustify  programs  that  are  have  never  been  shown  to  keep  us  safe  but  cost  us  liberties  and  freedoms  that  we  don't 
need  to  give  up,  and  our  constitution  says  we  should  not  give  up. 


WILLIAMS:  then  there  is  this  way  of  looking  at  it  ~  our  nation  had  been  attacked  in  this  nonlinear  way,  we  were  hurting, 
post  pearl  harbor  hurting,  why  not  cast  the  widest  net  possible?  innocent  people  around  the  country  were  --  ail  feit  the 
same  way.  i've  got  nothing  to  hide,  we've  got  to  find  this  enemy  we  can't  see. 


SNOWDEN:  the  definition  of  a  security  state  is  any  nation  that  prioritizes  security  over  all  other  considerations,  i  don't 
believe  the  united  states  is  or  ever  should  be  a  security  state,  if  we  want  to  be  free  we  can't  become  subject  to 
surveillance,  we  can't  give  away  our  privacy,  we  can’t  give  away  our  rights,  we  have  to  be  an  active  party,  we  have  to  be 
an  active  part  of  our  government,  and  h  say  there  are  some  things  worth  dying  for.  i  think  the  country  is  one  of  them. 

WILLIAMS:  like  a  lot  of  young  men  in  our  country,  and  especially  given  the  fact  that  your  grandfather  was  at  the  fbi,  your 
dad’s  a  vet.  like  a  lot  of  young  men  across  america  you  wanted  to  join  up,  and  you  did. 

SNOWDEN:  in  2004,  i  joined  the  u.s.  army  under  the  18  x~ray  special  forces  recruit  program,  i  have  to  give  high  respect 
to  everyone  many  the  military  and  the  graduates  of  those  programs,  they  are  better  men  than  i.  t  was  injured  very  early 
on  in  the  program  and  i  washed  out.  i  don’t  hide  that. 

WILLIAMS;  snowden  reportedly  left  the  military  after  breaking  both  of  his  legs  in  training, 

SNOWDEN:  the  fact  is  that  i  tried,  you  know,  i  saw  what  was  going  on  in  the  world,  i  believed  the  government’s 
arguments  that  we  were  going  to  do  good  things  in  iraq,  that  we  were  going  to  free  the  oppressed,  and  i  wanted  to  do 
my  part  to  help  share  the  national  burden  and  create  not  just  a  better  america  but  a  better  world,  the  problem  was,  as 
time  went  on,  as  t  rose  to  higher  and  higher  levels  of  the  intelligence  community,  i  gained  more  and  more  access,  as  i 
saw  more  classified  information  at  the  highest  levels  i  realized  that  so  many  of  the  things  that  we  are  told  by  the 
government  simply  aren’t  true,  much  like  the  arguments  about  aluminum  tubes  and  weapons  of  mass  destruction,  colin 
poweil’s  discussion  about  anthrax  is  a  dama  -  saddam  was  going  to  bring  against  us.  the  Iraq  war  i  signed  up  for  was 
launched  on  false  premises,  the  american  people  were  misled,  whether  that  was  due  to  bad  faith  or  simply  mistakes  of 
intelligence,  i  can't  say  for  sure,  but  i  can  say  it  shows  the  problem  of  putting  too  much  faith  in  intelligence  systems 
without  debating  them  in  public. 

WILLIAMS:  we’ll  take  another  break  here,  coming  up,  how  edward  snowden  says  the  nsa  can  reach  into  our  lives  via  our 
phones. 


(COMMERCIAL  BREAK) 

WILLIAM5:  welcome  back,  government  was  now  able,  if  they  wanted  to,  to  use  our  computers  to  reach  into  american 
lives  and  whatever  you  think  of  him,  what  edward  snowden  told  us  about  spying  on  our  data  and  our  personal  devices 
was  chilling,  and  as  an  example,  we  used  the  phone  in  my  hand. 

(VIDEO  BEGINS) 

WILLIAMS:  i  want  to  ask  you  about  this  device,  this  is  not  my  iphone,  this  is  what  drug  dealers  resort  to.  this  is  called  a 
burner,  it's  a  temporary,  ft’s  the  one  i  brought  to  cover  the  Olympics  because  our  i.t.  people  told  me  that  the  russians  are 
so  good  at  infiltration,  how  good?  and  how  good  are  the  emericans?  what  can  the  nsa  do  with  this  device,  if  they 
wanted  to  get  into  my  life? 
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SNOWDEN:  so,  first  off,  that's  probably  the  most  expensive  burner  i  have  ever  seen,  but  t  guess  we  ere  at  the  up  market 
of  drug  dealers  here 

WILLIAMS:  i’m  using  a  term  of  art.  this  is  turned  off.  it's  inert. 

SNOWDEN:  the  nsa,  the  russian  intelligence  service,  the  Chinese  intelligence  service,  any  intelligence  service  in  the  world 
that  has  significant  funding  and  a  real  technological  research  team  can  own  that  phone  the  minute  it  connects  to  their 
network,  as  soon  as  you  turn  it  on,  it  can  be  theirs,  they  can  turn  it  into  a  microphone,  they  can  take  pictures  from  it, 
they  can  take  the  data  off  of  it.  but  it’s  important  to  understand  that  these  things  are  typically  done  on  a  targeted  basis, 
right?  it's  oniy  done  when  people  go,  this  phone  is  suspicious,  i  think  it's  being  held  by  a  drug  dealer,  i  think  it  is  being 
used  by  a  terrorist. 

WILLIAMS:  can  anyone  turn  it  on  remotely  if  it’s  off?  can  they  turn  on  apps?  did  anyone  know  or  care  that  i  googled  the 
final  score  of  the  rangers/tanadtens  game  last  night  because  i  was  traveling  here? 

SNOWDEN:  i  would  say  yes  to  all  of  those,  they  can  absolutely  turn  them  on  with  the  power  turned  off  the  device,  that's 
pretty  scary,  the  thing  about  the  rangers  game  ises  also  salso  scary,  you  might  say,  does  anybody  care  that  i'm  looking 
up  the  score  for  the  rangers  game?  well,  a  government  or  a  hacker  or  some  other  nefarious  individual  would  say  yes. 
that  telis  a  lot  about  you,  you  probably  speak  english.  you  are  probably  an  american.  you  are  interested  in  this  sport, 
they  might  know  what  your  habits  are.  where  were  you  in  the  world  when  you  checked  the  score?  do  you  check  it  when 
you  travel?  do  you  check  it  when  you're  at  home?  they  could  tell  your  pattern  of  life,  when  are  you  doing  these 
activities?  when  do  you  wake  up?  when  do  you  go  to  sleep?  what  other  phones  are  around  you?  are  you  with  someone 
who’s  not  your  wife?  are  you  some  place  you  shouldn't  be,  according  to  the  government  which  is  arbitrary,  you  know, 
are  you  engaged  in  any  kind  of  activities  we  disapprove  of,  even  if  they  aren’t  technically  illegal?  ail  of  these  things  can 
raise  your  level  of  scrutiny,  these  activities  can  be  mis  misinterpreted  and  used  to  do  you  wrong,  the  problem  is  the 
capabilities  themselves  are  unregulated,  uncontrol  areedun  krot  uncontrol  uncontroiedded  and  dangerous. 

WILLIAMS:  ail  because  i  googled  rangers,  Canadians,  final  score. 

SNOWDEN:  exactly. 

WILLIAMS:  snowden  says  he  was  astonished  at  the  access  he  had  at  his  fingertips  including  a  computer  program  that,  as 
he  put  it,  could  get  inside  your  thought  process. 

SNOWDEN:  when  i  think  about  an  instance  that  really  just  struck  me  as,  oh,  my  god,  we  can  do  this,  and  we  can  do  it  to 
anyone  was  that  people  at  nsa,  analysts,  cart  actually  watch  people's  internet  communications,  watch  them  draft 
correspondence  and  actually  watch  their  thoughts  form  as  they  type,  s  as  you  write  a  message,  an  analyst  at  nsa  or  any 
service  using  this  attack  against  people  can  actually  see  you  write  sentences  and  backspace  over  your  mistakes,  change 
the  words,  pause,  and  think  about  what  you  wanted  to  say  and  then  change  it.  it's  this  extraordinary  intrusion  not  just 
into  your  communications,  your  finished  messages  but  your  actual  drafting  process,  into  the  way  you  think. 

WILLIAMS:  you  must  have  been  aware  spying  is  sometimes  called  a  dirty  business,  lives  have  been  taken  and  unsavory 
deeds  have  been  committed. 

SNOWDEN:  you  know,  i  don’t  think  anybody  who  's's  been  in  the  intelligence  community  for  almost  a  decade  as  i  have 
been,  is  realiy  shocked  by  the  specific  types  of  general  operations  when  they  are  justified,  what’s  more  shocking  for 
anybody  is  not  the  dirtiness  of  the  business,  it's  the  dirtiness  of  the  targetsing,  it's  the  dirtiness  of  the  way  these  things 
are  being  used,  it’s  the  lack  of  respect  for  the  public  because  -  the  lack  of  respect  for  the  intrusiveness  of  surveillance. 

WILLIAMS:  when  the  president  and  others  have  made  the  point  that  you  should  have  gone  through  channels,  become  a 
whistleblower  and  not  pursued  the  route  you  did,  what’s  your  response? 
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SNOWDEN:  i  actually  did  go  through  channels,  and  that  is  documented,  the  nsa  has  records,  they  have  copies  of  e-mails 
right  now  to  their  office  of  general  counsel,  to  their  oversight  and  compliance  folks  from  me  raising  concerns  about  the 
nsa's  interpretations  of  its  legal  authorities,  i  have  raised  the  complaints  not  just  officially  in  writing  through  e-mail  to 
these  offices  and  these  individuals  but  to  my  supervisors,  to  my  colleagues,  in  more  than  one  office,  i  did  it  In  ft.  meade. 
i  did  it  in  hawaii.  and  many,  many  of  these  individuals  were  shocked  by  these  programs,  they  had  never  seen  them 
themselves,  and  the  ones  who  had  went,  you  know,  you're  right,  these  are  things  that  are  are  really  concerning,  these 
aren't  things  we  should  be  doing,  maybe  we're  going  too  far  here,  but  if  you  say  something  about  this,  they're  going  to 
destroy  you.  do  you  know  what  happens  to  people  who  stand  up  and  talk  about  this? 

WILLIAMS:  what  did  you  report?  what  was  the  response? 

SNOWDEN:  so  I  reported  that  there  were  real  problems  with  the  way  the  nsa  was  interpreting  its  legal  authorities,  and 
the  response  more  or  less  in  bureaucratyerreaucratic  language  was  you  should  stop  asking  questions,  one  of  my  final 
acts  in  government  was  continuing  one  of  these  communications  with  a  legal  office,  in  fact,  i  am  so  sure  that  these 
communications  exist  that  i  have  called  on  congress  to  write  a  letter  to  the  nsa  to  verify  that  they  do.  write  to  the  office 
of  general  counsel  and  say,  did  mr.  snowden  ever  communicate  any  concerns  about  the  nsa's  interpretation  of  its  legal 
authorities? 

WILLIAMS:  now  about  that  last  point  there  about  the  paper  trail  that  snowden  says  exists  within  the  nsa,  so  far  nbc 
news  has  learned  from  multiple  sources  that  snowden  did,  indeed,  send  at  least  one  e-mail  to  the  genera!  counsel's 
office  raisingic  and  legal  questions,  we  have  filed  a  request  under  the  freedom  of  information  act  to  look  for  any  other 
records,  and  when  we  continue  here  tonight,  the  are  the  secrets  of  the  u.s.  military  safe? 

(COMMERCIAL  BREAK) 

WILLIAMS:  and  welcome  back,  as  we  enter  our  second  half  hour,  as  we  continue  to  hear  from  edward  snowden,  part  of 
a  wide-ranging  conversation  taped  a  week  ago  in  mcscow.  we  have  already  heard  some  extraordinary  things,  but  as  you 
will  see,  he’s  not  done  yet 

SNOWDEN;  i’m  doing  this  to  serve  my  country,  i’m  still  working  for  the  government,  being  a  patriot  means  knowing 
when  to  protect  your  country,  if  i  could  go  anywhere  in  the  world,  that  place  would  be  home. 

WILLIAMS:  edward  snowden’s  last  posting  was  in  hawais.  there  he  rented  a  house  where  he  lived  with  his  girlfriend  and 
performed  electronic  surveillance  for  the  nsa.  it  was  said  he  took  his  last  position  to  gain  access  to  the  final  documents 
he  wanted  to  steal  and  then  leak. 

how  tong  prior  to  leaving  hawaii  did  you  start  to  say  to  yourself,  i'm  going  to  gather  this,  i‘m  going  to  put  this  away,  i'm 
going  to  expose  this? 

SNOWDEN:  i  think  given  the  ongoing  investigation  that  something  better  not  to  get  into  in  a  news  interview,  but  I  would 
be  happy  to  discuss  this  with  the  government. 

WILLIAMS;  what  is  the  number?  what's  the  closest  you  have  come  to  estimating  the  number  of  documents? 

SNOWDEN:  i  will  say  the  1.7  million  documents  figure  that  the  intelligence  community  has  been  bandying  about,  the 
director  of  nsa  himself  keith  alexandersaid  just  a  week  ago  in  the  australian  financial  review,  i  believe,  that  they  have  no 
idea  what  documents  were  taken  at  alt.  their  auditing  was  so  poor,  so  negligent  that  any  private  contractor,  not  even  an 
employee  of  the  government  could  walk  into  the  nsa  building,  take  whatever  they  wanted,  and  walk  out  with  it  and  they 
would  never  know,  now,  i  think  that’s  a  problem,  and  i  think  that's  something  that  needs  to  be  resolved,  people  need  to 
be  held  to  account  for.  has  it  happened  before?  could  it  happen  again? 
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wELUAivii:  what  cidrvt  you  grab?  was  there  a  threshold? 

SNOWDEN:  right,  i  didn't  want  to  take  information  that  would  basically  be  take  then  and  thrown  out  in  the  press  that 
would  cause  harm  to  individuals,  that  would  cause  people  to  die,  that  would  put  lives  at  risk,  so  a  good  gauge  of  what 
information  was  provided  to  the  journalists  is  a  representation  of  what  you  see  in  the  press,  now  the  nsa  and  the 
defense  intelligence  agency  and  some  of  these  other  organizations  have  claimed  that  lives  are  at  risk,  that  all  this 
military  information  was  out  there,  that,  you  know,  i  took  all  this  information  about  missiles  and  warheads  and  tanks, 
but  we  don’t  see  any  of  that  in  the  newspaper,  we  haven't  seen  any  stories  on  that. 

WILLIAMS;  snowden  turned  over  the  secret  documents  to  glenn  greenwaid  and  laura  poitras,  both  of  whom  traveled  to 
russia  for  our  interview,  in  his  book  "no  place  to  hide,"  greenwaid  discussed  the  moment  he  met  snowden  in  hong  kong. 

what  did  you  make  of  him? 

GREENWALD:  the  initial  impression  was  one  of  extreme  confusion,  i  was  expecting  to  meet  someone  in  his  60s  or  70s, 
someone  very  senior  in  the  agency  because  i  knew  almost  nothing  about  him  prior  to  our  arrival  in  hong  kong. 

SNOWDEN:  it  was  a  really  intimidating  moment,  you  know,  it  was  the  most  real  point  of  no  return  because  the  minute 
you  start  talking  to  a  journalist  as  an  intelligence  officer  on  camera,  there  is  really  no  going  back  from  that,  that’s  where 
it  all  comes  together. 

WILLIAMS:  also,  you  had  this  tangible  evidence,  in  effect  he  was  saying  to  you  if  i  wasn’t  legit,  where  else  would  t  have 
gotten  this? 

GREENWALD:  right,  that  was  certainly  a  good  start  to  establishing  his  credibility  and  his  authenticity  was  the  fact  he  was 
able  to  produce  many  thousands  of  documents  from  the  most  secretive  agency  of  the  world's  most  powerful  but  at  the 
same  time  there  were  government  questions  about  the  authenticity  of  the  documents  t  providence,  the  motives  that 
led  to  his  taking  them  and  what  it  was  he  would  say  when  he  identified  himseif  to  the  world  as  the  source. 

WILLIAMS:  by  handing  over  the  documents  to  journalists,  snowden  said  he  wanted  to  put  some  space  between  himself 
and  what  he  himself  stole  are  from  government  computers,  he  wanted  others  to  break  the  stories  and  do  the  reporting 
and  check  to  see  which  stories  might  cause  undue  harm. 

SNOWDEN;  and  that’s  the  reason  that  the  journalists  have  been  required  by  their  agreement  with  me  as  the  source, 
although  they  could  obviously  break  that  or  do  whatever  they  want,  but  i  demanded  that  they  agreed  to  consult  with 
the  government  to  make  sure  no  individuals  or  specific  harms  could  be  caused  by  any  of  that  reporting. 

WILLIAMS:  that  includes  nbc  news  which  has  reported  on  its  own  batch  of  snowden  documents  and  has  a  reporting 
relationship  with  glenn  greenwaid. 

SNOWDEN:  when  it  comes  to  specific  stories  about  the  specific  collection  programs,  about  specific  targets,  these  aren't 
decided  by  me.  these  are  decided  by  newspapers. 

WILLIAMS:  you  see  the  part  of  this  and  for  a  !ay  audience  looking  on,  they  know  that  this  came  from  you,  the  bulk 
release  to  the  journalists  came  from  you.  they  are  guessing  that  you  had  decisions  to  make  within  what  you  had  access 
to,  so  then  they  hear  you  saying,  i  didn't  put  that  out,  the  journalists  did. 

SNOWDEN:  right,  that's  a  fair  question,  anyone  can  second  guess  my  judgment,  again,  i’m  a  human  being,  i  could  make 
mistakes,  i  could  make  the  wrong  call,  but  the  reality  is  the  situation  determined  that  this  needed  to  be  told  to  the 
public. 
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WILLIAMS:  tc  your  knowledge,  there  is  nothing  in  what  you  have  handed  over  to  the  journalists  materially  damaging  or 
threatening  to  the  military  or  national  security? 


SNOWDEN:  there  is  nothing  that  would  be  published  that  would  harm  the  public  interest  these  are  programs  that  need 
to  be  understood,  that  need  to  be  known,  that  require  deep  background  and  context  for  research,  they  are  difficult  to 
report,  but  they  are  of  critical  public  importance. 

WILLIAMS:  just  for  clarification  here  note  that  snowden  didn't  deny  turning  over  military  secrets,  he  asserted  instead 
they  wouldn’t  be  published,  another  break,  when  we  continue,  how  snowden  justifies  what  he  did- 

(COMMERCIAL  BREAK) 

WILLIAMS:  on  the  range  between  ticker  tape  parade  entence,  what  do  you  think  ought  to  happen  to  you  if  and  when 
you  return  to  the  united  states? 

SN0WDE:  these  are  things  that  no  individual  should  empower  themselves  to  really  decide,  you  know,  i'm  going  to  give 
myself  a  parade,  but  neither  am  i  going  to  walk  into  a  jail  cel!  to  serve  as  a  bad  example  for  other  people  in  government 
who  see  something  happening,  some  violation  of  the  tion  who  think  they  need  to  say  something  about  it. 


WILLIAMS:  you  hear  often  in  the  united  states  are  why  doesn't  he  come  home  and  face  the  music? 

SNOWDEN:  it's  a  fair  question,  why  doesn't  he  face  charges?  but  it's  also  uninformed,  because  what  has  been  lain 
against  me  aren't  normal  charges,  they  are  extraordinary  charges,  we  have  seen  more  charges  under  the  espionage  act 
in  the  last  administration  than  we  have  in  ail  other  administrations  in  american  history,  the  espionage  act  provides 
anyone  accused  of  it  of  no  chance  to  make  a  public  defense,  you  are  not  allowed  to  argue  based  on  all  the  evidence  in 
your  favor  because  that  evidence  may  be  classified,  even  if  the  it  is  exculpatory,  when  people  say  why  don't  you  face  the 
music,  i  say  you  have  to  understand  the  music  is  not  an  open  court  and  a  fair  trial. 

WILLIAMS;  what  would  you  do  if  you  had  an  aience  with  the  president  right  now?  what  would  you  say? 


SNOWDEN:  i  would  leave  advising  the  president  to  his  advisers,  that's  --  i  wouldn’t  presume  to  place  myself  on  the  level 
to  be  able  to  suggest  what  his  course  of  action  should  be. 

WILLIAMS:  would  you  ask  him  if  you  could  come  home  free  and  clear? 

SNOWDEN:  i  think  that’s  a  decision  he’ll  weigh  and  decide  based  on  what  he  believes  would  serve  the  public  interest  i 
think  that's  proper  and  appropriate. 

WILLIAMS:  in  your  mind  though,  are  you  blameless?  have  you  done,  as  you  look  at  this,  just  a  good  thing?  have  you 
performed,  as  you  see  it,  a  public  service? 

SNOWDEN:  ithink  it  can  be  both,  i  think  the  most  important  idea  is  to  remember  that  there  have  been  times  throughout 
american  history  where  what  is  right  is  not  the  same  as  what  is  legal,  sometimes  to  do  the  right  thing  you  have  to  break 
a  law,  and  the  key  there  is  in  terms  of  civil  disobedience,  you  have  to  make  sure  that  what  you  are  risking,  what  you  are 
bringing  onto  yourself  doesn’t  serve  as  a  detriment  to  anybody  else,  it  doesn't  hurt  anybody  else,  if  you  are  volunteering 
yourself  to  be  used  as  a  negative  example,  to  spend  a  lifetime  in  prison  rather  than  to  spend  a  time  in  prison  ~  a  short 
period  where  you  will  come  out,  advocate,  emerge  stronger  and  inspire  other  people  to  resist  these  policieses,  spolicies, 
are  you  doing  good  or  bad? 

WILLIAMS:  legal  sources  tel!  nbe  news  that  snowden's  legal  team  has  been  in  contact  with  the  government’s  lawyers, 
but  negotiations  have  t  begun. 
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are  you  looking  for  clemency  or  amnesty?  would  you  like  to  go  home? 

SNOWDEN:  i  don't  think  there  has  ever  been  any  question  that  i  wld  (ike  to  go  home,  from  day  one  i  have  said  i’m  doing 
this  to  serve  my  country.  i'm  still  working  for  the  government,  now  whether  amnesty  or  clemency  becomes  a  possibility 
is  not  for  me  to  say.  that's  a  debate  for  the  public  and  the  government  to  decide,  but  if  i  could  go  anywhere  in  the  world, 
that  place  would  be  home. 

WILLIAMS:  and  when  we  continue,  an  american  in  russia.  edward  snowden  talks  about  what  his  life  is  like  now  in  exile 
and  how  he  feels  about  coming  home. 

(COMMERCIAL  BREAK) 

WILLIAMS:  this  is  a  big  cultural  change,  you,  in  effect,  moved  to  russia  from  Hawaii,  what  is  your  life  like? 

SNOWDEN:  you  know,  it's  -  it  is  a  major  culturaJ  gap.  it  requires  adjustment,  but  even  though  i  didn't  choose  to  be  here, 
even  though,  you  know,  circumstances  really  trapped  me  here,  i  can  adapt.  I  can  live  life  as  an  american  more  or  less, 
that's  the  beauty  of  the  internet,  we  are  no  longer  tied  to  our  communities  mereiy  by,  you  know,  miz  call  physical 
con nect ions,  right  now  i'm  watching  a  show,  “the  wire.”  i'm  really  enjoying  it,  second  season,  not  so  great,  but  -- 

WILLIAMS:  what  do  you  make  of  the  fact  that  president  putin's  standing  in  the  world,  let’s  say,  has  changed  so 
dramatically  during  the  time  you  have  been  here? 

5NOWDEN:  it's  really  frustrating  for  someone  who  is  working  so  hard  to  expand  the  domain  of  our  rights  and  our  privacy 
to  end  up  stuck  in  a  place  where  those  rights  are  being  challenged  in  ways  that  i  would  consider  deeply  unfair,  the 
recent  bloggers'  registration  law  in  russia,  i  can't  think  of  any  basis  for  a  law  like  that,  not  just  in  russia,  but  any  country, 
the  government  shouldn't  regulate  the  operations  of  a  free  press  whether  it  is  nbc  or  some  blogger  in  their  living  room, 
there  is  so  much  that  needs  to  be  defended  here  in  russia,  but  i  am  limited  by  my  inability  to  speak  russian  and  so  on 
that  it's  an  isolating  and  frustrating  thing,  i  realiy  hope  that  russia,  the  united  states  and  many  other  countries  will  work 
to  push  back  against  this  constantly  increasing  surveillance,  this  constant  erosion  and  abrasion  of  public  rights. 

WILLIAMS:  correct  me  if  i’m  wrong,  the  arc  of  your  life  is  you  went  from  signing  up  for  the  military  of  after  9/11,  in  effect 
saying  you  were  willing  to  die  for  your  country  to  then  telling  people  you  half  expected  to  die  via  abduction  or 
assassination  after  what  you  have  done  in  this  instance,  that's  a  pretty  dramatic  arc  since  2003,  2004. 

SNOWDEN:  i  think  that's  actually  a  solid  representation  of  the  dramatic  arcses  sthat  have  happened  within  our 
government  in  the  same  period,  do  you  think  our  government  has  changed  since  9/X1?  have  the  policies  changed?  has 
civil  engagement  with  the  government  changed?  have  our  politics  changed?  are  things  radically  different  in  terms  of 
partisanship?  there  have  been  radical  changes  within  our  government. 

WILLIAMS:  do  you  see  yourself  as  a  patriot? 

SNOWDEN:  i  do.  you  know,  i  think  patriot  is  a  word  that's  thrown  around  so  much  that  it  can  be  devalued  nowadays,  but 
being  a  patriot  doesn't  mean  prioritizing  service  to  government  above  ail  else,  being  a  patriot  means  knowing  when  to 
protect  your  country,  knowing  when  to  protect  your  constitution,  knowing  when  to  protect  your  countrymen  from  the 
violations  of  and  encroachments  of  adversaries  and  those  adversaries  don’t  have  to  be  foreign  countries,  they  can  be 
bad  policies,  they  can  be  officials  who,  you  know,  need  a  little  bit  more  accountability,  they  can  be  mistakes  of 
government  and  simple  overreach  and  things  that  should  never  have  been  tried  or  that  went  wrong. 

WILLIAMS:  did  you  say  earlier  you  were  still  serving  your  government? 

SNOWDEN:  yes, 
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SNOWDEN:  when  you  look  at  the  actions  that  i  have  taken,  when  you  look  at  the  carefulness  of  the  program  ares  that 
have  been  disclosed,  when  you  look  at  the  way  this  has  been  filtered  through  the  most  trusted  journalistic  institutions  in 
america,  the  way  the  government  has  had  a  chance  to  chime  in  on  this  and  to  make  their  case,  and  when  you  look  at  the 
changes  that  it’s  resulted  in,  we  have  had  the  first  open  federal  court  to  ever  review  these  programs  declare  it  likely 
unconstitutional  and  Orwellian  and  you  see  congress  agreeing  that  massive  surveillance,  bulk  collection  needs  to  end. 
with  all  of  these  things  happening  thatheovernment  agrees  ail  the  way  up  to  the  president,  again,  make  us  stronger  how 
can  it  be  said  that  i  did  not  serve  my  government?  how  can  it  be  said  thatthis  harmed  the  country  when  all  three 
branches  of  government  have  made  reforms  as  a  result? 

WILLIAMS:  many  in  government  say  snowden  should  say  for  what  he's  done  whether  or  not  he  comes  home, 
what  do  you  miss  about  home? 

SNOWDEN:  i  think  the  only  -  the  only  answer  to  something  like  that  for  somebody  in  my  situation  is,  you  know,  what 
don't  i  miss?  what  would  you  miss?  what  wouldn’t  you  miss?  i  miss  my  family,  i  miss  my  home,  i  miss  my  colleagues. ; 
miss  the  work,  because  caught  up  in  all  these  issues,  people  have  unfairly  demonized  the  nsa  to  a  point  that's  too 
extreme,  these  are  good  people  trying  to  do  hard  work  for  good  reasons,  the  problem  that  we  are  confronted  with,  the 
challenge  that  we  are  facing  is  not  the  working  level  guy,  some  mustache-twirling  villain  out  to  destroy  your  life,  it's  the 
fact  that  senior  officials  are  investing  themselves  with  powers  that  they  are  not  entitled  to,  and  they  are  doing  it  without 
asking  the  public  for  any  kind  of  consent. 

WILLIAMS;  is  what  i  heard  you  feeling  bad  for  the  damage  to  the  nsa  as  a  result  of  what  you  have  exposed  from  the  nsa? 

SNOWDEN:  well,  what  you  need  to  understand  in  what  i  was  saying  -  i  guess  not  what  you  need  to  understand,  but 
what  i'm  saying  is  not  damage  to  the  nsa.  it's  the  sort  of  conspiratorial  that  can  emerge  when  there  are  abuses  that  le 
tnk  they  can  do  no  good  and  the  government  has  legitimate  programs  and  purposes  and  they  can  do  great  things,  the 
nsa  can  as  well,  i  think  it's  important  to  remember  that  people  don't  set  their  lives  on  fire,  they  don't  say  good-bye  to 
their  families,  actually  pack  up  without  saying  good-bye  to  their  families,  they  don’t  walk  away  from  their  extraordinary 
comfortable  lives,  i  made  a  lot  of  money  for  a  guy  with  no  high  school  diploma,  and  burn  down  everything  they  love  for 
no  reason. 

WILLIAMS:  so  you’re  a  kid  from  north  Carolina  and  while  i,  after  this  interview,  am  free  to  fly  back  to  the  united  states, 
you  can’t,  does  that  hurt  you? 

SNOWDEN:  i  think  no  american  could  be  prohibited  from  coming  home  or  traveling  anywhere  else  without  feeling  a 
sense  of  loss,  but,  again,  i  may  have  lost  my  ability  to  travel,  but  i  have  gained  the  ability  to  go  to  sleep  at  night,  put  my 
head  on  the  pillow  and  feel  comfortable  that  i  have  done  the  right  thing  even  when  it  was  the  hard  thing,  i'm 
comfortable  with  that, 

WILLIAMS:  a  good  number  of  americans,  of  course,  feet  that  because  of  what  they  see  as  an  act  of  treason,  they  sleep 
less  soundly  at  night  fearing  this  massive  leak  of  secrets  has  endangered  the  country,  there  is  more  on  the  way.  gienrs 
greenwald  says  the  next  story  he  is  going  to  public  based  on  the  snowden  documents  may  be  the  biggest  yet  in  terms  of 
Impact,  that  is  our  broadcast  for  tonight,  we're  going  to  keep  going  in  the  studio  to  ask  the  question,  in  part  to  take  on 
the  same  question  is  snowden  a  hero  or  a  traitor?  we  have  assembled  correspondents  and  former  government  officials. 

END  OF  TRANSCRIPT 
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Attachments: 
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1  1NSA -D2  USA  QV 
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j  (NSA-D2  USA  CIV: 

NSA-D23  USA  QV; 

NSA- 02  USA  CIV|_ 


FW:  (U/rfOUG)  (U) 
Untitled 


Recent  Media  Disclosures 


Classification:  UN  CLASS!  F I E  DW  O  U©1 


(bp)-P.L  86-36 


AIL 


1  I  prompted  me  to  perform  my  own  search.  We  found  this  ourselves  and  alerted  G.  NOT  MITF^ 

Deputy  General  Counsel  Litigation  and  Management  NSA  Office  of  General  Counsel 
963-5548  (secure) 

i(unclassilied) 


ATTORNEY  WORK  PRO  DUCT  //ATTORNEY  CLIENT  COMMUNICATION  PRIVILEGED  COMMUNICATION  Not  to  be 
released  without  OGC  approval 


- — Original  Message-- 
From!  NSA-D21  USA  CIV 

Sent:  Tuesday.  June  11,  2013  1:28  PM 
Toil 
Cct 


NSA-D21  USA  CIV  _ 
T\ISA-D28  USA  CIV:[_ 
9H 


Subject:  ftfc-  (L^i"6d57*',U)  Roceni  Media  Disclosures 


NSA-D2  USA  CIV 


MD 

(t>)f3)-P.L.  86-36 


Classification:  CONFIDENTIAL^ 


Yes,  I  called  Special  Agent T 
suggestion  oh 


i  yesterday  and  couldn't  get  through 
[who  answered  the  pfione  and  suggested 


Office  of  General  Counsel/D21 

963-3121  NSTS^  Icomrnercial 

OPS  28,  288134.  Suite  6250 


to  him,  sol  followed  up  in  e-mail  (at  the 
that  l  send  an  e-mail  to  him  and  cc  her). 


{b)(3j*P.L.  86-36 


— Original  Message — 
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Cc:j  jNSA-D28  USA  CIV|  [NSA-D2  USA  CIV 

Subject:  FW:  (U/TFOtoF-  (U)  Recent  Media  Disclosures 


Please  make  sure  Q  (see  below)  is  aware  of  the  question  you  received  from  Snowden. 
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fb){3)P.L  36-36 

Asscoalo  General  Counsel 
{Intelligence  Law) 

963-3121  fNSTS) 


-WARNING  NOTICE:  This  communication  contains  information  that  may  be  subject  to  the  ATTORNEY-CL1ENT  and 
ATTORNEY  WORK  PRODUCT  privileges  that  is  exempt  from  public  disclosure  without  the  express  permission  of 
NSA/OGC.-- 


Original  Message . - 

From;  Automated  Mass  Mailer  [mailto:agencyaii@nsa.ic.gov] 

Sent:  Monday.  June  10,  2013  11:30  AM 

To:  Agency  AN  2.0  (alias)  PW) 

Subject:  (U//FQU0")"  (U)  Recent  Media  Disclosures  (b)(3)-P.L.  86-36 


Classification:  GONFiDENTIAu[ 


-rGARCL)  As  you  are  undoubtedly  aware,  there  have  been  numerous  recent  disclosures  and  allegations  in  the  press  about 
NSA's  intelligence  activities.  Although  Edward  Snowden,  a  current  NSA  contractor  and  former  CIA  affiliate,  has  come 
forward  as  the  source  of  the  media  leaks,  the  investigation  by  appropriate  law  enforcement  and  counterintelligence 
authorities  continues. 

(C//REL)  The  Associate  Directorate  for  Security  and  Counterintelligence  (ADS&Ct).  at  the  request  of  the  FBI,  is  providing 
support  to  this  ongoing  investigation  in  close  coordination  with  the  NSA  Office  of  General  Counsel.  Any  NSA/CSS  affiliate 
ordetailee  who  has  information  pertaining  to  this  case  and/or  had  contact  with  Edward  Snowden  is  requested  to  contact 
Special  Agentf  S  Chief,  Q312.  Compromise  Investigations  Branch,  968-6772  or!  I 


( U/.'POUQ j  The  ADS&C!  would  like  to  remind  all  NSA/CSS  affiliates  to  refrain  from  making  comments  about  this  case 
unless  cleared  to  do  so  by  the  ADS&C1  in  support  of  the  official  government  investigation.  NSA/CSS  affiliates  who  have 
security  concerns  about  this  case  are  also  encouraged  to  contact  your  staff/prcject/fieid  security  officer  ("go  SSO"). 

(U//TOUO)  As  this  case  will  continue  to  receive  media  attention,  NSA/CSS  affiliates  are  reminded  of  their  responsibility  to 
refer  inquiries  from  the  press  or  others  outside  of  NSA/CSS  to  the  NSA  Public  Affairs  Office  (PAD).  PAO  can  be  reached 
on  963-5825  or  301-688-6524.  via  unclassified  e-mail  at  nsapao@nsa  gov,  or  at  DL  PAO. 


(UiYFOUQn)  Release  Authority:  Corporate  Communications. 
(U//FOUO)  POC  for  Message: 


(U//P6U0)  Content  Approval  for  Message; 
(U/ZPOtfOT  Distro:  Entire  NSA  Workforce 

■eewvco  rR&Mr-NavoooM  i-sc 


Messaging  and  Public  Affairs, 
~fensa.ic.gov] 


DN1 


■OAT ED:  ^January  200'?“ 
'BECLA00I  r¥"-e  Hr  20320 1 06' 


(b)(3)-P.l.  86-36 


Classification :  CCNRDENTIAL^ 
Classification:  UNCLASSIFlED//rCUO 
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jsiSA-DS09  USA  CIV 

Sent: 

Thursday,  Mav  29.  2014  11:53  AM 

To: 

f . 

NSA  DB  USA  CIV 

Subject: 

FW:  (U)  ACTION:  Snowden's  Claims  of  Voicing  Concerns 

Importance: 

High 

Classification:  UNCLASSIFIED //POO  OrROfAL  USE  ONLY 

n-  wanted  you  to  be  aware  of  this  sine  a  has  been  made  lead  of  this  Media.  Leaks  action,.. 


Office  Manager  tc  the  Deputy  General  Counsels 
Office  of  General  Counsel  {02} 

963-5548. 1  ...ZZZ..ZIII!") 

OPS28  288140.  Suite:  6250 

(u//rouo) 
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From: 


NSA-S3M2  USA  QV 


Sent:  Thursday,  May  29,  2014  11:39  AM 

To:|  NSA-Q  USA  QV;  DL  djgjasker  {ALIAS)  D;  DL  ODOC.Mediaieaks  {ALIAS)  D4; 


NSA-T  USA  OV 
Cc:  Dl  0GC_Media Leaks  (ALIAS)  D23; 


OLQ_REGISTRV;  [ 


JMSA-Q31  USA  av 


JV1SA-D23  USA  OV;  DL  sset  {ALIAS)  SI;  DL  PAOMedia  {ALIAS)  DN1; 


Subject:  RE:  {U}  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 

Importance:  High 


Classification:  UNCLASSIFIED //T  OR  OITICIAL  UGC  ONLY 

Thanks,!  jfor  the  reminder!  l 


To  ALL, 

l  forgot  to  include  s  suspense- 

We  need  your  PGC  right  away  so  that  we  can  talk/horse  trade/and  write  against  these  questions  today. 

.Jay  Carney  (White  House  spokesman)  is  going  in  front  of  the  press  at  1230  today,., he  wiH  get  the  standard  fair  that  we 
have  used  over  the  past  few  months. ..we  can't  possibly  pass  anything  useful  to  hsro  by  that  time. 

That  said...  the  re  are  still  discussions  with  DGJ  about  possibly  releasing  the  one  email  we  have  between  Snowden  and  the 
GGCmnd  the  potential  for  other  press  conference  to  ter  tod  ay-.,  so  we  need  to  move  fast. 

ADM  Rogers  has  scheduled  a  update  on  the  NBC  interview  in  his  office  tomorrow  at  0900,  Our  info  wifi  be  used  there  as 
well. 
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ho. ..we  need  to  have  our  input  written  and  ready  by  1400  today. 
Thanks* 


Media  Leaks  Task  Force 
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Subject:  Kt:  iujalIION:  Snowden's  Claims  of  Voicing  Concerns 


From  j  [NSA-S3M2  USA  CIV 
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To:l  iNSA-Q  USA  CIV;  DLdJgJasker  (ALIAS)  D;  DL  ODOC.Mediaieaks  (ALIAS)  D4;j 

NSA-T  USA  av  _ , 

ca  DL  OGC.  Medialeaks  (ALIAS)  D23:l  NSA-D23  USAOV;  DLssct  (ALIAS)  SI;  DL  PAQMedia  (ALIAS)  DN1; 

DL  Q_  REGISTRY;  I  1NSA-Q31  USA  QV 

Subject:  (U)  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 

Importance:  High  r\/-\r->ir*  /n^mnnl 


Text  below  duplicated  in  DOCID  4249209, 
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NSA-DJ4  USA  CIV 


From; 

Sent; 

To; 

Subject; 


Grimes  Arlene  U  NSA-DW  USA  CIV 
Friday,  May  30,  2014  3:28  PM 
I  lNSA-02  USA  CIV 

RE:  {US  PLEASE  REVIEW:  Revised  Article  for  NSA  Workforce 


Classification:  UNCLASSIFIED //FOR  OFFICIAL  USE  ONLY 


many  thanks  for  the  quick  response!  Greatly  appreciate  it. 


Cheers 

.U;-fOUe- .  <b){3).P.L  86-36 

Arlene 

Arlene  U.  Grimes 

Chief  NSA  Media  Leaks  Public  Affairs  Office 
_ 

Personal  969-7505$  |  I 

PAO  Office:  969-7499$~f  | _ 

Blackberry /'external  emairj  | 

After-hours  media  Queries :  ' ns'apaot^'ns'al'qoi/ . 


My  dropbox  (for  large  files): 
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To;  DL  media'eaks_core  (ALIAS)  D;  DL  PAOMedie  (ALIAS)  ONI; 

(3SA-flY  USA  CIV  - 

Subject:  FW:  (U)  PLEASE  REVIEW;  Revised  Article  for  NSA  Workforce 


NSA-0  USA  QV; 


Classification:  UNC LAS  S I F I E  P/fPOBfr 


Please  see  small  changes  beiow.  This  is  a  consolidated  QGC  response. 


Deputy  General  Counsel 
Litigation  and  Management 
NSA  Office  of  General  Counsel 

■afia^aaa-b&Ltjre) 

{unclassified) 


pm 
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ATTORNEY  WORK  PRODUCT / /ATTORNEY  CLIENT  COMMUNICATION 

privileged  communication 
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Sent;  Friday,  May  30,  2014  2:51  PM 
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Prom;  Grimes  Arlene  U  NSA-DN  USA  CIV 
Sent;  Friday,  Nay  30,  2Q14  1:04  PM 
To:  DL  OGC  Medialeaks  (ALIAS)  D23 
Cc:  OL  medialeaks„core  (ALIAS)  D;  DL  PAGMedia  (ALIAS)  DN1; 

Q5A-F1Y  USA  CIV 
Subject:  (U)  PLEASE  REVIEW:  Revised  Article  for  NSA  Workforce 

Classification:  UNCLASSIFIED //fOn  OmCIAL  USE  ONLY 


(b)(3)-P,L  86-36 


NSA-D  USA  CIV; 


(bp)-P.L.  86-36 

(b)(5) 


ogc,  please  review  this  draft  article  which  is  in  response  to  several  questions  that  have  been  submitted  by  the 
NSA  workforce  to  the  Media  Leaks  Internal  Communications  web  site  since  the  NBC  interview  aired  on 
Wednesday  night.  We  would  greatly  appreciate  a  response  by  1500.  if  possible  so  it  can  be  shared  with  the 
workforce  as  soon  as  possible. 


(U)  On  29  May  2014,  NSA  Public  Affairs  released  the  below  statement  to  the  press: 

BEGIN  STATEMENT 

NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  Office  of  the 
General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just 
completed.  The  email  did  not  raise  allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal 
question  that  the  Office  of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  email 
will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower 
allegations.  We  have  searches  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have 
not  discovered  any  engagements  related  to  his  claims. 

END  STATEMENT 

(LWFOU0)  We  understand  the  frustration  many  must  feel.  Please  understand  we  are  making  every  effort  to 
ensure  that  NSA  continues  to  be  transparent  with  the  public  while  protecting  sources  and  methods  and  the 
integrity  of  the  investigation. 
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(U)  Please  remember  that  if  you  are  approached  by  the  press  regarding  any  of  these  allegations;  please  refer 
them  to  the  NSA  Public  Affairs  Office,  301-688-6524  or  nsapao@nsa.aov. 


Thenks  much, 

•  u.1  rouo  — 
Arlene 


AMeno  U  Grimes 

Ctafi  NSA  Media  Leaks  Public  Analrs  Office 
2B5053 

Personal  969-7505s 
PAO  Office:  969- 7499s 
B ! a c k  be  r r y  /e x  t e  rn a i  e ru am 
After- hours  media  queries: 


c 

9s  /L 


nsapao@ns5.cov 


i 


(i>)(tyP.L  86-36 


My  dropbox  (for  large  files): 

Classification:  UNCLASSIFIED //f=OR . efftetftt: . US€ . ONLY 


Classification:  U NC L ASS  1 F I E D-//FQR . OFflCtAF . USE  ONLY 


Classification:  UNCLASSIFIED /iTOR . ©PHCIAL  USE  ONLY 

Classification;  UNC LASS! FIE  DZ/FOR  OFFICIAL  UOC  ONLY 

Classification  :  UMC  LAS  S I F I E  0/  tf-QUO— 


Classification :  unclassified/ /reset. 

Classification:  UNCLASSIFIED  //FOR . OFFICIAL  USE  ONLY 
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DOCID:  4294896 


Brooks  Elizabeth  R  NSA-DC  USA  CIV 


From: 

Sunt: 

To: 


Cc: 

Subject: 
Signed  By: 


[ 


NSA-SV  USA  CIV 


Tuesday,  June  03.  2014  9:22  AM  I 

TiSA-SV  USA  CIV;  Brooks  Elizabeth  R  NS  A*  DC  USA  CSV;  Error  leoinel  K 


NSA-Q  USA  CIV;  Delong  John  M  NSA-D4  USA  CIV;  Delong  John  M  NSA-D4  USA  CIV; 

]NSA-D  USA  CIV;  Shea  Teresa  H  NSA-S  USA  CSV;  Moultrie  Ronald  S 


NSA-S  USA  CIV 
DL  s_exec  (AUAS)  S; 


NSA-SV  USA  CIV 
FW:  (US  SV  Email  contact  with  Edward  Snowden 


Importance: 


High 


(t>)|3}-P.l.  68*36 


Classification:  TOP  SCCRET/ZSl^NOrORN 

And  here's  the  final  emaii  trail,  this  one  related  to  the  third  bullet  in  my  initial  email  where  we  had  an  exchange  with  him 
in  his  official  capacity  as  a  system  administrator. 


v/r. 


iu//rouoi . . . 

Chief,  SID  Oversight  and  Compliance  (SV) 
Room  3W160,  Suite  6476 

Secure:  966-2479 _ 

U  nclassif  ied  I 


Froirj  j NSA-SV  USA  CIV 

Sent:  Monday.  June  IQ,  2013  12:51  PM 

Tnf  I NSA-Q31 2  USA  CIV 

Cc:]  M5A-SV3  USA  CIVl  InSA-SV  USA  CIV 

Subject:  (U)  SV  Email  contact  with  Edward  Snowden 

Importance:  High 


Classification:  TOP  SEGRET//SWNOFORN 


<I>)P>-P.L.  86-36 


"'{S//NM  Below  is  an  email  exchange  between  SV  and  Edward  Snowden.  If  we  find  others,  we’ll  forward  them  to  you 
|i$  the  SV  lead  for  this  situation. 


□ 


Thanks, 


|  (b)(3)-P.L  86-36 

Chief  SID  Oversight  and  Compliance  (SV) 

Room  3W16Q,  Suite  6476 
Secure;  966-2479 
Unclassified;!1 .  | 


Approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  78131 


DOCXD-; _ 42-9-4J34^6 - 

r  rum  .1  iN5a~$v4  usa  civ 

Sent;  Monday,  June  10,  2013  12:06  PM _  r 

Tod  ^NSA-SV  USA  CIVl  NSA-SV  USA  CIV;1 

NSA-SV42  USA  CIV  NSA-SV4  USA  CIV 

Subject:  (U)  I  had  email  contact  with  him 

Importance:  High 


(bH3)-P  i-  36-35 


'ISA-5V3  USA  CIV;I 


[Text  below  is  duplicated  in  DOC  ID  429483? 


DOCID:  4294900 


From: 

Sent: 

To: 

Subject: 


_ |N$A-Q31  USA  CIV 

Thursday;  April  10,  2014  10:43  AM 

1  "ljSA-0311  USA  CIV 

RE:  (U)  REPLY:  (U)  FOLLOW-UP:  (U)  UPDATE:  (U>  FYSA:  Snowden  Allegation  in  Pending 
Vanity  Fair  Article 


(b)(3}-P.L  86  36 

Classification:  CONFIDENTIAU/NOFORN 


We  have  hisTS  NSANet  email  and  his  UNCLASSIFIED  NSA.gov  emai 


There  was  also  no  mention  of  any  emails  or  phone  calls  to/ from  Snowden  when  we  spoke  to  IG,  SV,  and 
OGC  outside  of  what  we  have  already  reported, 


Chi'-t  05" 

Ci  Investk'ia’son;  Qsy:$ 


(b)fJ)-P.L,  8S-35 

(b)(3}-P.L,  86-36 

M7}(A) 

WPXEj 


From:  ^JSA-D  USA  OV 

Sent:  Thursday,  April  Id,  2014  10:11  AM 
To:{ .  .  INSA-Q31  USA  CIV 

Subject:  (U)  REPLY:  (U>  FOLLOW-UP:  (U)  UPDATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 
Ciassifi  cation:  "COMPI  D  C  N  T1 A  L//N  0 1~  0  R  N 


t 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOiA  Case  #  781371 


DOCID:  4294900 


Thanks,  HI  visit  you  when  they  put  you  in  prison  for  talk  mg  to  DoJ. 


Do  we  think  we  had  a  dean  capture  of  all  of  his  work  e-mail  related  high-side  e-mail . to  include  any  engagement  with 

his  Boo?  chain?  Sorry,  just  trying  to  educate  myself. 


Lftaks  Task  for££ 

Nslrftns!  Security  Age  racy. ■'Central  Security  Ser^ce 
OPS  2S  283090 

JWiCS  - 

UIMCL  _ 

&$TS  569-601  1 
BLACK  |  j 


From  |" 


_ NSA-Q31  USA  GV 

Sent: ’thursHav. Apa'llu,  2014  8:39  AM 
Toi  iNSA-D  USA  OV 

Subject:  RE:  (U)  REPLY:  (U)  FOLLOW-UP:  (U)  UPDATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Importance:  High 


Classification  rCOTFIDENT!  ALffNOr  OR  N 

Spoke  with|  ~jat  home.  She  said  no  telephonic  contact  after  the  email.  Also  confirmed  that  Snowden 
did  not  reply  to  her  response  which  matches  with  what  we  see  in  the  email. 


Our  review  of  his  email  did  not  turn  up  any  additional  emails  that  match  the  description  in  the  article,  I 
truly  believe  we  have  the  right  one. 


have  asked  DoJ  to  call  me  so  we  can  discuss  the  release  issue,  !  have  heard  that 


1  am  talking  to  Do],  but  S  am  not  too  concerned  with  that  right  now.  I  will  just  addfitlolhe  list. 


is  not  happy  that 


] 

1  l->iViSiun  (b){3)  P.L.  86-36 


From 


NSA-D  USA  CTV 


Sent:  Thussday,  April  10,  2014  7:46  AM 
Toil  IN5A-Q31  USA  OV 

Subject:  (U)  REPLY:  (U)  FOLLOW-UP:  (U)  UPDATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  ■  CON  R  EK:  N-TIAI/A4OF0RN 

Thanks  so  much. 


Media  leaks  Tastk  Force 
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DOCID:  4294900 

3<ri,u?iU'  ^iyvi  :■,. y\^j'  v*  iM  owl..  i;y  :vv; 'V;C^ 

OPS  2s  ;bs»sq 

|  |  (bK3}-Pl.  66-36 


black 


Fromj  lNSA-031  USA  CIV 

Sent;  Thursday.  April  10.  20H  7:26  AM 
To:i  iNSA-D  USA  CIV 

Subject:  RE:  (U)  FOLLOW-UP:  (U)  UPDATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Importance:  High 

Classification:  ^'QNf)DL>tf  fAL/^JOTORN 


When  this  issue  came  up  prior  (Geilman  article}  we  spoke  to| _ [and  she  didn't  recall  any  additional 

interaction,  I  will  call  her  first  thing  this  morning  to  triple  check  this  and  get  hack  to  you. 


O  Investigation 


(bH 3HP.L  86-36 


From:!  hSA-D  USA  OV 

Sent:  Thursday,  April  10,  20B  6:24  AM 
To:j  JNSA-Q31  USA  OV 

Subject;  (U>  F0lL0w-UP;  (U)  UPDATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Classification:  CONFIDENTIAU/NOrORN 


( U Thanks  again  for  responding  to  rny  questions  last  night;,  based  on  my  queue  this  morning  it  doesn't  look 
like  providing  them  stimulated  any  action,,,  sigh,.,  where's  the  fire  in  the  belly  for  doing  the  right  thing! 

{UffK)U'9f"Qne  last  question  that  woke  me  up  last  night,  do  you  know  if£ 


who  received  the  April  e- 


marl  from  Snowden  was  specifically  asked  if  she  received  any  further  correspondence?  I  ask  only  because  there 
probably  isn't  anyone  checking  her  e-mail  queue  since  she  is  now  retired,  f  m  just  trying  to  he  as  sure  as  possible  we've 
asked  the  right  people  and  checked  the  right  places  for  any  potential  surprises. 


Thanks, 


(b)(fyP.L,  86-36 


Media  Leaks  Task  P&rc^ 

National  Security  AgenCjKCenmai  Se&umv  Service 
OPS  2B  2B8U90 

JWICS I . ...- . — 1 
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DOC  i;rLiL_J2^4  9 0 0 

;jr;c-  »  . * 

!'isrs  369- son 

BIACK  I"  .  I 


jb)(3)-p-l.  86-36 


Fromj _ JlSA-D  USA  CIV 

Sent:  Wednesday,  April  09,  2014  7:23  PM _ 

TO:  De  Rajesh  NSA-D2  USA  CIV;  i 
NSA-DL  USA  gy;  JEllSQr  Leoinel  KNSA-Q  USA  CIV;  , 

Ceil  lNSA-03  USA  CIV;  Ensor  Leoinel  KN5A-Q  USAQVf 


NSA-D2  USA  CIV: 


uman  Ethan  L  NSA-DL  USA  CIV; 
N$A~Q  USA  CIV 


jNSA-03  USA  CIV;  DL  mediaieaks  core  (ALIAS)  S;  DL  PAOHedia  (ALIAS)  DnI^ 
JNSA-D2  USA  avj  |NSA-D21  USA  QV; 1 


I  liSA-031  USA  CIV; 
nsa-d  usa  avf 


Zh 

Ins 


JNSEETOSA" 


jSA-D2  USA  aVl 

€ 


ISA-D  USA  CIV;  Delong  John  M  NSA-D4  USA  CIV 
NSA-D  USA  CIV 


FETob 

Kisa-d 

^Arg„USA,ay;.L 


INSA-Q  USA  CIV: 

NSA-D  UOT\7f 
usa  aw 

USA.,av;„r 


KiSA-04  USA  CIV; 


JNSA-D 


Subject:  (U)  OPIATE:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  UNCLASSIFIED  iff  OH  OrriCiAL  USE'OWtT 


(U/ff  OUOfHere  is  where  we  stand  as  best  I  ran  determine  as  of  the  time  of  this  e-mail: 


MW 


1.  DoJ  clearance  to  make  use  of  the  April  2013  e-maii  exchange  between  Snowden  and  OGC  {Pending  with 

|  . fcuSA  ancj  |,J5AVAE  at  DoJ  HQ) 

2,  Due  diligence  checks  for  any  Snowden  emviite  about  authorities  that  may  hove  been  missed; 

a,  ODOC  “  Pending,  gone  for  the  day 

b,  5V  “  Waiting  to  see  what  they  found,  believe  it's  the  exchange  we  already  have 

c,  IG  -  Pending,  gone  for  the  day 

d,  OGC  *  Pending 

3.  LAO  CIV  -  on  hold  pending  approval  of  tf  1  above  and  flalr  dear"  on  82 

4,  Engagement  with  Vanity  fair  editors  to  dispute  claim  by  Snowden  that  he  reported  concerns  (o n  hold  pending 
approval  of  #1  above  and  isa\\  dead'  on  #2) 


Given  that  we  don't  have  some  of  the  information  we  need  to  trigger  action  and  some  elements  we' re  waiting  to  hear 
from  are  gone  for  the  day  this  will  need  to  be  resumed  in  earnest  tomorrow.  Main  effort  in  my  view  is  to  conduct  a 
timely  determination  of  our  ability  and  confidence  to  challenge  the  assertion  that  Snowden  reported  his  concerns, 


...  L1>)(3)-P.L  £6-36 


ivied  i  s  1,  e  il<  s  T  s  s  V  P  o  rc  e 

tea  lions  l  Secu^rtv  Agencyj'CGntraf  SfrcurKv  Service 
OPS  28  2BB090 

JWICS  . 

UNO_ 

NSTS  .Wift.WI  . ■' . 

BLACK  I 


From:  | _ _ 

Sent:  Wednesday,  April  09,  201 


hSA-D  USA  av 
. .4  2:56  PM 

usa  av;j_ 


To:  De  Rajesh  NSA-D2  USA  OV;| _ ~1nSA-D2 

NSA-DL  USA  CIV;  Ensor  Leoinel  K  NSfi-Q  USA  CIV:  1 

Cc:  1  .  .  1NSA-Q.3  USA  QV;  Ensor  Leoinel  K  NSA-Q  USA  CIV;  ( _ 

1 . feLSA-03  USA  C!V-  DL  mediaieaks_core  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1; 


USA  QV:  Bauman  Ethan  L  NSA-DL  USA  OV; 
_ >iSA-0  USA  QV 


c 


USACIVi 


Insa-d  usa  pvj 


NSA-D2  USA  av; 
A-031  USA  av: 


|NSA-D21  USA  aV;L 
^  U^SA-D2  USA  avT 


}lSA-Q  USA  avf 

■  *  VD  a 


NSA-D  USA  CIV;  Delong  John  M  NSA-D4  USA  CIV; 


1nsa-d  USA  avf 


1NSA- 

JSA-Q31  USA 
JISA-! 


-D  USA  CIV: 


STOV; 

V: _ 


NSA-D4  USA  CIV; 


Jnsa-d 


A 


DOC TP  *  4294900 

-w .  *****  •mr  *  V/ 

i  _ j  N5A-D  USA  CIV  {b)(3}-P.L,  86-36 

Subject;  (U)  REPLY;  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Classification:  CONFIDCNTIAL/ZNOrORN — 

MAY  CONTAIN  ATTORNEY  CLIENT  PRIVILEGED  INFORMATION 


TO:  LAO,  OGC,  Q 

(U//TOUQ)  After  some  though!:  and  counsel  I  think  we  need  greater  certainty  about  whether  or  not  there  is/was 
additional  correspondence  before  we  stake  the  reputation  of  the  Agency  on  a  counter  narrative-  1  am  going  to  trigger  an 

action  for  the  appropriate  organizations  to  do  an  e-mail  search  jf™ . ' 

to  affirm  that  there  h  no  further  correspondence  that  could  substantiate 
Snowdens  cla?m” T tfi'i' n'Er  w e  n ed  to  com p I ete  that  before  we  move  forward. 


Regards 


66-38 


Media  Leaks  TasK  Force 

National  Security  Agency 'Central  Security  Service 
OPS  2B  2BSQ90 
JWICS  f~~ 

UNCL 

FJSTS  369-50H 
BLACK  |  "" . j 


From 

Sent; 


i:|  jhs 

Wednesday,  April  09, 


ednesday,  April 
To;  De  Rajesh  NSA-D2  USA  OV;[ 


5A-D  USA  av 
2014  1:50  PM 


NSA-DL  USA  avi  Ensor  Leoinei  K  NSA-Q  USA  CIV; 
Cc;[  ' 


3NS&Q2 . il.SAX'IV.:.,.. Bauman  Ethan  l  NSA-DL  USA  CIV 


flSA-Q3  USA  av;  Ensor  teoinel  K  NSA-Q  USA  CIV;  [ 


plSA-Q  USA  CIV 


TlSA-03  USA  OV;  DL  medisleaks.core  (ALIAS)  D;  DL  PAOMedia  (Aufel  DNl;l 
j  T$A-D2  USA  avT  INSA-D21  USA  CTVj 

-  "  -  -  . *ml MIllIlP  Jfc  f F+  jl  ^1*1 

4 _ 


1nsa-q  usa  avL 


mmmm 


_  INSA-D  USA  OV; 

_  lNSA-031  USA  OV; 

_ jNSA-031  USA av;i  ”*™J— |^SA-D2  USA  a^i  INSA-D  USACIV:!  I 

USA-D  USA  OV:l  MSA-D  USA  UVi  N5A-D  U5AXIV:  1 .  InSA-D 

jNAA-n  1KA  n\J-  Drtnnn  Inhn  H  NSA-D4  USA  'CSV;'!  hSA-D4  USA  CIV; 

JNSA-D  USA  CIV  - 1 


Subject;  (U)  REPLY:  (U)  FYSA:  Snowden  Allegation 

Importance;  High 


in  Pending  Vanity  Fair  Article 


Classification:  COnUDCmAimOVOm 

TO:  LAO,  OGC,  Q 


WTO 

DGA 


ODN1 


(U/foOUQj-Lofs  have  folks  have  jumped  in  to  offer  to  help  or  hove  started  action  to  move  forward  on  the  option  to 
release  a  fact  to  counter  the  anticipated  challenge  in  the  Vanity  Fair  article  that  Snowden  tried  to  communicate  his 
concerns  while  he  was  still  an  employee.  This  kind  of  responsiveness,  and  especially  more  proactive  actions  to 
undermine  future  and  recurring  false  narratives,  is  the  direction  in  which  we  want  to  take  the  work  of  the  MLTF.  That 
work  will  by  necessity  require  a  closer,  quicker  more  structure  engagement  with  your  organizations  and  others.  We 
need  to  be  synchronized  as  to  actions,  timing  and  message. 


fU//fOUO)  In  talking  to 


at  ODNi  PAO  who  has  deep  experience  in  these  matters  he  suggests  that  if  we  are 


prepared  and  cleared  to  release  the  information  which  refutes  Snowden's  claim,  we  should  seriously  consider  contacting 
Vanity  Fair  BEFORE  they  publish  and  let  them  know  that  we  plan  to  immediately  and  publicly  challenge  that  assertion 


5 
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AND  make  clear  mat  we  warned  Vanity  Fair  that  the  facts  are  wrong,  i  believe  we  need  to  give  this  approach  senous 


consideration 


''§j)(3)-P,L  86-36 


iviedia  cesks  Task  r-orce 

National  Secunlv  Agency 'Central  Security  Service 

OPS  23  288090  _ 

JWICS 
DM  CL 

^STS  363-501  t _ 

BLAC-K  I 


From:  Rogers  Michael  S  NSA-D  USA  USN 
Sent;  Wednesday.  April  09,  2014  12:57  PM 

To:  [  Nsa-D  USA  OV;  Ledgett  Richard  H  Jr  NSA-D  USA  OV;  Fieisch  Prances  3  NSA-D  USA  QV:  De 

Rajesh  NSA-D2  USA  CIV;j  1NSA-P2  USA  OV;  Bauman  Ethan  L  NSA-DL  USA  CIV; j  [NSA-DL 

usa  av _  _ 

Ceil  INSA-Q3  USA  OV;  Ensor  Leoinel  K  NSA-Q  USA  CIV:I  lNSA-0  USA  OV;  j . 1 

Ji  fiSA-Q3  USA  OV;  DL  mediaieaks_COre  (AUAS)  D;  Dl  PAOMedsa  f  ALIAS!  DMU  JNSA-D  USA  OV; 

. .  . . . IMSA-D2  USA  gvj  1NSA-D21  USA  CIV;  {  fiSA-031  USA  QV; 

j  INSA-Q3 1  USA  aV:r"  "~NSA-D2  USA  Civil  jNSA-D  USA  CIVd  I 

I  HOT  USA  OV;  I  .  NSA-D  USA  QV:I  INSA-P  USAOV:  1  NOT 

USA  ClV;f  kSA-D  USA  OV;  Bauman  Ethan  L  NSA-DL  USA  OV;  MSA-DL  USA  CIV 

Subject:  RE;  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article  _ 

importance:  High  [Text  below  d  upli  C9ted  in  DOCID  4^94B 


DOCID:  4294902 


L-DJ09  USA  CTR 


Approved  for  Release  by  NSA  on  04-27-2016, 
:OIA  Case  #78137 


from: 

Sent 

To: 

Cc: 

Subject: 


Grimes  Arlene  U  NSA-DM  USA  CIV 
Thursday,  April  ILL  2014  1138  AM 
IMSA-D  USA  CIV 
DL  PAOMedsa  (ALIAS)  DN1 

RE:  (U)  FOLLOW  UP  RE:  (U)  REPLY:  (U)  PAQ  REPLY:  (U)  UPDATE:  (U)  FORWARDED  FOR 
FOLLOW-UP:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification: 

Many  thanks  for  the  assistance, 


(bX3)-P.L.  86-36 


Vanity  Fair  reports  Mr.  Snowden  saying  that  he  expressed  his  concerns  in  emails  to  MSA's  attorneys  and 
compliance  and  oversight  authorities.  Despite  extensive  searches,  supported  by  investigative  interviews,  NSA 
has  not  yet  found  anything  that  substantiates  this  claim, 


)  1  X  3 /TV.'l — 

[  w.'rr1"^  Uu  ] 

Arlene 

Arlene  U.  Grimes 

NSA  Public  Affairs  Office  Lead 

285053  _ 

Persona!  969-7505$  / L . . . . . _L 

PAO  Office:  969-7499s|~ 

Blackberry /externa!  emaP  j  "  '| 

After-hours  media  queries • 

My  dropbox  (for  large  flies 

From;j  1 NSA-D  USA  CIV 

Sent:  Thursday,  April  it),  2014  11:34  AM 
To:  Grimes  Arlene  U  NSA-DN  USA  QV 

Subject:  RE:  (U)  FOLLOW  UP  RE:  (U)  REPLY:  (U)  PAO  REPLY:  (U)  UPDATE:  (U)  FORWARDED  FOR  FOLLOW-UP:  (U) 
FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification  :-€H 


'  {b)(3)-P.t.  86-38 


Well  get  it  reviewed  for  you  if  you  like. 


From:  Grimes  Arlene  U  NSA-DN  USA  CIV 
Sent:  Thursday,  April  10,  2014  11:25  AM 
T ot .  INSA-D  USfiXiy _  ,  „  , 

Cc:  DL  PAPfteffla  fALiASl  QNl;}  NSA-D  USA, CIV:  DL  medialeaksjrore  (ALIAS)  D;  De  Rajesh  NSA-D2 

USA  qyj  jNSA'-m'  USATWrl  INSA-DL  USA  CIV:  Ensor  Leoinel  K  NSA-Q  USA  CIV; 

JYSA-Q  USA  aV:i .  RSA-D  USA  CIVl  iNSA-03 1  USA  CIV; 

NSA-03  USA  av;  Bauman  Ethan  l  NSA-DL  USA  CIV 

Subject:  (U)  FOLLOW  UP  RE;  (U)  REPLY:  (U)  PAO  REPLY:  (U)  UPDATE:  Alt  FORWARDED  FOR  FOLLOW-UP;  fU)  FYSA: 
Snowden  Allegation  in  Pending  Vanity  Fair  Article  [Below  text  duplicated  in  DOCID  4294833 


IftJCirri — 479TOT2 


DOCID:  4294904 


Subject: 


[NSA-D28  USA  CIV 


approved  for  Reiease  by  NSA  on 
>4-27-2016,  FOIA  Case  #  78137 


^SA-D23  USA  CIV 

ay  29  20144:08  PM  _  _ 

^JSA-53M2  USA  CiV;l  IN SA -D4  USA  Civl 

NSA-  D14  USA  CIV;|  |NSA-Q  USA  CIV;[  JnSA-D  USA 

CIV _ 

|nsa-o  USACIV;|  Insa-p  USA  QV;  DL 

ODOC_Medialeaks  (ALIAS)  D4|  |nSA-E92  USA  CIV;  DL  medialesksjcore 

(AUAS)  D;  Dt  ssct  (AUASS  Si 

<U)  2014„05_29  OGC  to  MLTF  No  changes-(U)  SECONDS?!  -  FW;  (U)  Your  question  on 
Snowden  and  Authorities 


Classification: 


□ 


M3}-P,L  86-36 


I  concur— there  are  obviously  lots  of  contacts  Snowden  had  with  folks  in  various  organizations  of  NSA  while  he  was  in 


So  long  as  the  Q  and  A  remain  fashioned  about  correspondence  regarding  "his  concerns"- -i.e.  reporting  of  violations; 
questions  of  lawfulness,  etc...then  it  seems  like  the  planned  approach  will  still  be  accurate. 

The  additional  interactions  noted  below  do  not  change  OGC  inputs  to  #6-8. 


Deputy  Associate  GC 
Administrative  Law  and  Ethics 
N8P1.  Rm  3A-67 
Phone-NSIS: . 992-3350 


(b)(3)-P.l,  66-36 


ATTORNEY  WORK  PRODUCT/ /ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


From; I _ |NSA-S3M2  USA  CIV 

Sent:  Thursday,  May  29,  2014  3:05  PM  _  j - -  , - - 

-I*?:  I  |nSA-$3M2  USA  ClVll  INSA-CH  USA  Civi _ jNSA'DH  USA  CIV; 

NSA-D23  USA  aVJ  . N-SArQ  1  iSA  ffiV  :|  [NSA-D  USA  CIV  . ' . 

Tc:j  j NSA-D  USA  CIV;| _ jNSA:D"U5A"OV;”"DI""ODOC  Medialeaks  (AUAS)  D4;| _ | 

A  NtasrOSraVTDL  medialeaks„core  (AUAS)  D;  DL  ssct  (AUAS)  Si 
Subject:  (U)  SECONDS?!  -  FW:  (U)  Your  question  on  Snowden  and  Authorities 

importance:  High  [Below  text  duplicated  in  DOCID  4294887: 


DOCID:  4294904 


DOCID:  4294905 


NSA-D28  USA  CIV 


approved  for  Release  by 
MSA  on  04-27-2016,  FOiA 
3ase#  78137 


From: 

Sent: 

To: 

Subject: 


JMSA-Q311  USA  CiV 
9,  2014  3:13  PM 
SA-D23  USA  GV 

RE;  (U)  SECONDS?!  ■■■■  FW:  (U)  Your  question  on  Snowden  and  Authorities 


Classification:  TOP  QFCnCT//GI//NOrORN 

That's  a  relief,  we're  still  good,  the  only  emaiis  are  the  one  we  knew  about. 

The  in  person  contact  is  news  to  me,  but  again,  not  an  actual  complaint  about  the  law  or  authorities  (just  that  we  use 
trick  questions  in  our  tests}. 


S/A 


CFE,  G5SP 


Q311  Counterintelligence  Investigations 


Assigned  to  Q3 
FANX  2,  Room  A2A048,  Suite  6832 
Office;  968-3373(s?f  (b) 


Fromi 


NSA-D23  USA  CIV 


Sent;  Thursday.  Mav  29,  2014  3:07  PM 
Toil  lNSA-0311  USA  CIV 

Subject:  FW:  (U)  SECONDS?!  ~  FW:  (U)  Your  question  on  Snowden  and  Authorities 

Importance;  High 


Classification:  TOP  OCCnCT//3t//NOFORN 


(b)(3)-P.L  86-38 


As  we  discussed 


From;  |nsa-S3M2  USA  CIV 

Sent;  Thursday  Mav  29.  201 4  3:05  PM  , 
rJj?:!  NSA-S3M2  USA  Civj 

|  ^SA,D23  USA  av,{ 

Cc:l . 


N5A-D4  USA  CIV, 


JiSA-D14  USA  Civ£ 


;A  CIV;| _ JNSA-D  USA  CIV 

]NSA-D  USA  CIV;  DL  ODGCMedialeaks  (ALIAS)  D4; 


I  )NSA-£92  USA  QV;  DL  medialeaks.core  (ALIAS)  D;  DL  sset  (ALIAS)  SI 
Subject:  (U)  SECONDS?!  -  FW:  (U)  Your  question  on  Snowden  and  Authorities 

importance:  High  I  Below  text  duplicated  in  DOCID  42948871 


DOCID:  4294908 


(t>K3)-P.t.  86-36 


NSA-D28  USA  CIV 


From: 

Sent: 

INSA-Q311  USA  CIV 
Friday,  May  30,  2014  S:38  PM 

To: 

1 

_ NSA-D23  USA  CIV;!" 

INS  A -03 12  USA  CIV 

Cc: 

1 

1NSA-Q31  USA  CivjJ 

NSA-Q31  USA  CIV 

Subject: 

RE:  (U] 

r 

findings 

- ! 

{b)(3)-P.L.  86-36 
(b)(7)(A) 

(b)(7)(E) 

Classification:  -eONriDCNTIAL 


We  agree  100%  which  is  something  we're  going  to  have  to  make  sure  is  cleariy  put  forward  by  PAO  as  Ed  is  daiming  we 
were  denying  the  existence  of  the  email  we  refeased  and  that  we  withheld  the  SV  correspondence,  pins  the  media 
saying  that  there  ts  only  one  email.  So  it's  going  to  need  to  be  crystal  de3r  that  we  denied  having  correspondence 
containing  any  complaints,  not  that  we  denied  having  any  correspondence  period. 


S/A! 


jCFE,  CiSSP 


Q.311  Counterintelligence  Investigations 


Assigned  to  Q3  j  1 

FANX  2.  Room  A2A048,  Suite  6332 
Office:  %8-3373(s)/j  \b) 


"  (bP)-P.L  86-36 


MD 

(b}(3)-P.L  66-3$ 


From:!  !mSA-D23  USA  CIV 


Sent:  Friday.  Mav  30,  2014  531  PM 
To:)  lNSA-0312  USA  CIV 

Cc;(  ~1nSA-Q311  USA  CIV; 

Suq8EErHET7Dfl  findings 


}lSA-Q31  USA  CIV, 


JISA-Q31  USA  CIV 


Classification:  CONflDCNTIAL/i 


INTERNAL/DEUBERATIVE 

_ _ ,  (b}(3)-P.L.  66-36 

Thanks|  (b)(7)(A) 

■T - ,  (b)(7)(F) 


This  is  great  and  was  timely. 


None  of  these  appear  to  me  to  be  of  the  ilk  he  is  referencing  in  the  media. 


Please  advise  if  you  disagree. 


Thanks, 


(b)(3)-Pl.  8£*36 


ATTORNEY  WORK  PRODUCT/ /ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


1 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case#  781 


DOCID:  4294908 


fb)fS).P.L  86-36 


(b){3}-P.L.  86-36 
(bK7«E) 


]nSA-Q312  USA  CIV 


From:| _ 

Sent:  Friday.  Mav  30,  20H  9:09  AM 
To:i  lNSA-0311  USA  CIV,-] 

InSATD23  USA  CIV 


NSA-Q3 1  USA  CIV 


NSA-Q31  USA  QV; 


TOT 


F^ngs  |  Below  text  duplicated  In  DOC1 D  4294835  pages  2  &  3) 


ubject: 


DOCID:  4294909 


NSA-D28  USA  CIV 


From: 

Sent: 

To: 

Subject: 


NSA-Q311  USA  CIV 


Thursday  Mav.  29,  2014  2:57  PM 
NSA-D23  USA  CIV 


FW:  (U)  Emails  with  03G,  OGC,  SV,  Q 


(b)(1) 

(b)(3)-P.L,  36-36 


Classification:  CONFIDENTS. 


vC 


Jfe,  ossp 


0311  Counterintelligence  Investigations 


Assigned  to  Q3  -i 
FANX  2,  Room  A2A048,  Suite  6832 
Office:  968-3373(s)|  lb) 


From:  (NSA-Q312  USA  CIV 

Sent:  mursaav.  Nav  29,  2014  9:54  AM 
To:|  " 1  FISA-031 2  USA  CIV;r 

Cc:l  K 


4SA-Q311  USA  CtV 


Subject:  (U)  Emails  with  OIG,  OGC,  SV,  Q 


Classification:  CONriPDJT-trtd 


]hlSA-Q312  USA  CIV 


Just  FY), 


''  (b)(3)-P.L.  86-36 


(b)(1) 

{b)(3)-P.L  66-36 


(b)P)-P.L.  86-36 

(bK7)(A) 

(bK7)(E) 


(U#TOUO)-5ince  there  was  only  one  concrete  thing  to  come  out  of  the  interview,  I  searched  again  for  email  contact 
with  Office  of  the  Inspector  General  (Dl),  Office  of  General  Counsel  (D2),  SID  Oversight  and  Compliance  {SV),  and 
Security  (Q  and  FHQ).  Here's  the  results.  Nothing  new,  but  I'm  sure  there  will  be  questions  about  it: 

Office  of  the  inspector  General:  No  documents 


Office  of  General  Counsel:  7  documents 
5  emails  were  with} 


Regarding  the  ability  to  open  certain  documents.  Strictly  a  technical 


trouble  shooting  email  thread  _ 

1  email  about  "FAA  for  9  August  2Q12"  regarding  a  document  that  was  TS//SI/I  j 

1  email  generated  through  the  OGC  web  form  about  questions  for  OGC.  On  5  April  2013,  Snowden  asked  about 
a  slide  in  the  USSID  18  training  program  {OVSC1800)  that  listed  United  States  legal  authorities  (Constitution 
at  the  top,  office  policies  at  the  bottom).  Snowden  argued  that  Federal  statutes  should  not  be  on  the  same 
level  as  (i.e.  equivalent  to)  Executive  Orders.  Snowden  also  asked  which  has  greater  precedence,  ODNI  or 
DOD  regulations  (also  listed  on  the  same  line).  On  8  April  2013j  fresponded  that  E.O.s  have  the 

"force  and  effect  of  laws"  but  cannot  override  federal  statute.  DOD/0DNI  conflicts  would  be  settled  by  date 
of  issuance  and  subject  matter.  It  should  be  noted  this  is  four  months  after  contacting  Glenn  Greenwald 
(according  to  Greenwaid)  and  three  months  after  contacting  Laura  Poitras  (according  to  Poitras  and 
Greenwald).  So  this  email  is  not  evidence  that  he  tried  to  raise  concerns  about  NSA  procedures  through 
official  channels  before  turning  to  the  media. 


1 


(b)(3)-P.L.  86-36 


Approved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  781371 


WP) 

(b)(3).P.L  86.36 


DOCID:  4294909 

SID  Oversight  and  Compliance:  19  documents 

17  emails  dealt  with  the  trouble  ticket  regarding  opening  certain  documents  (the  5  emails  involving  OGC). 

1  emaii  about  "FAA  for 9  August  2G12J'  regarding  the!  jdocument  (same  thread  as  the  one  involving  OGC). 
1  emaii  about  S  April  2013  the  OGC  web  form  submission.  OGC  contacted  SV  to  get  their  input. 

Security:  31  documents 

Mostly  blast  emails  from|  jto  the  HSOC_Alt  alias,  to  which  he  belonged. 

1  thread  about  his  partner  being  invited  to  the  6th  annual  pole-dancing  competition  in  China  J 
replied  and  counseled  against  them  going  or  sending  any  money). 

1  thread  about  getting  his  supervisor  read  in  || 

1  thread  fornn|  “Tasking  Snowden  to  cal!  about  a  CAC  issue  Snowden  was  having. 


] 

- j  (b){3)P.L  86-36 

FANX  2,  Room  A2A048.  Suite  6832 
Direct:  968-3374  (si  ib) 

Office:  9W-S4q,l(aH .  _ _ 

DropBo)|  I 

Tib/s  email  contains  information  subject  to  the  Privacy  Act  “  . . . 

Glassifiod  Bv:  I 

Derived  From:  NS  A/CSS  M  1  "52 
— Doted:  20070100 
"Dtxlassify  On.  20300501 


Special  Agent 
Assigned  to  Q3 


responded). 


ClassificationreefsiriDCNTlAL 


Cloooificd  By: ! _ 

Derived  f  rom:  NQA/C33M  1  -52 
-Dated.  20070100 
Pocloosify  On:  20300501 


Classification:"CQNriDENTIAL/J 


{b)(3)-P.L  86-36 

(b)(7)(A) 

(b)(7)(E) 


(bKD 

(b)(3)-P.t.  86-36 


2 


DOCID:  4294915 


lti)[3)-P  L  86- J6 


From: 

Sent: 

To: 

Cc: 


Subject: 

Importance: 


|NSA-Q3U  USA  CIV 
Thursday,  May  2 9,  2014  12:02  PM 

Insa-o  USA  CIV 


DL  Q„REG1STRY; 

civ.r . _ 


]NSA  Q311  USA  CIV 


_ ~k$A-Q3  USA  CIV: 

JNSA-Q31  USA  GV 


InSA-03  USA 
JNSA-Q31  USA  C1V;| 


FW:  (U)  2014_05_29  -  ACTION:  Snowden's  Claims  of  Voicing  Concerns 
High 


Classification:  UNCLASSIFIED H¥OU  OFFICIAL  UQC-QNL 


f  I  |  J  tnl 

'UU 


gave  me  a  heads  up  on  this  tasking.  Below  are  my  suggested  Q  input  to  the  questions. 


Respectfully, 


(|J)(3)-P.L  86-36 

WP) 


DOCID:  4294915 


S/4 _ | CF E,  CISSP 

Q311  Counterintelligence  Investigations 


(b)(3)-PJL  &-36 
<WF» 


Assigned  to  Q3  -j i  ) 

FANX  2,  Room  A2A048,  Su^te  6832 
office:  96S'H73(sl  1(1 


<b)(3>P-L.  86-36 


viSA-D23  USA  QV 


2 


(&H3)*F.L  86-35 


DOCID:  4294915 


from: 

ejsnowd#  nsa.ic.gov 

Sent: 

Friday,  April  05,  2013  4:11  PM 

To: 

DL  gc„web  (ALIAS)  D2 

Cc: 

Snowden  Edward  J  NSA-FHV  USA  CTR 

Subject: 

Comments  from  the  D2  General  Counsel  Email  Us  Form 

[Text  below  is  duplicated 


DOCID:  4294915 


From: 

Sent: 

To: 

Ccr 

Subject: 


ksA-D?  USA  crv 
Friday,  April  OS,  2013  4:34  PM 
DL  SV_T raining  (ALIAS)  SV2 


(b)(3)-P.L.  86-39 


Snowden  Edward  J  NSA-FHV  USA  CTR 

(U)  FW:  Comments  from  the  D2  General  Counsel  Email  Us  Form 


Below  text  duplicated  in  DOCID  4228926) 


DOCID:  4294915 


From: 

Sent: 

To: 

Cc: 


Subject: 


ImSA-D21  USA  CIV 
Monday,  April  OS,  2013  1:37  PM 


Miyp.i.  Be-36 


Snowden  Edward  J  NSA-FHV  USA  CTR 


ImSA  SV2  USA  Civf 
[NSA-D21  USA  CIV:[ 

USA  CIV 


NSA-D2  USA 


INSA-SV2I  USA 

v4  I 

civ[__ 


crvl . ' . ~ . 1 

INSA-SV21 


RE:  {U}  Question  for  OGC  re  OVSC1SOO  Course  Content  (U)  FW:  Comments  from  the 
02  General  Counsel  Email  Us  Form 


|  Below  text  dupiicated  in  DOCID  42289261 


DOCID:  4294915 


(feJPJ-P-L  86-36 


(to)(3)-P.L  86  36 


DOCID:  4294502 

Brooks  Elizabeth  R  NSA-DC  USA  CIV 


From: 

Sent: 

To: 


Cc: 

Subject: 


NSA-SV  USA  CIV 


Tuesday,  June  03,  2014  9:18  AM 

Brooks  Elizabeth  R  NSA-DC  USA  CIV,  Ensor  Leoinel  K  NSA-0  USA  CIV  Delong  John  M 

NSA-D4  USA  CIV;  Delong  John  M  NSA  D4  USA  Civ|  |nSA-D  USA  CIV; 

Shea  Teresa  H  NSA-S  USA  CIV.  Moultrie  Ronald  S  NSA  S  USA  CIV 

DL  s.exet  (ALIAS)  S;| |NSA  SV  USA  CIV 

FW:  (U)  Snowden  question  for  OGC  re  OVSC1800  Course  Content 


Importance: 


High 


Classification:  Gt:CR£T//NOrORN — 

(b)(3)-P.L.  86-36 

Liz, 

SV  had  three  interactions  related  to  Snowden: 


•  (U//F0U0)  The  email  exchange  regarding  hierarchy  of  authorities  actually 

came  into  OGC  initially,  and  the  office  manager  there  forwarded  it  to  the  SV 
training  team.  It  appears  to  be  from  a  link  he  clicked  on  from  the  OGC  web  page. 


Our  training  person. 


said  that  while  she  knew  the  answer,  she 


thought  it  would  more  appropriate  coming  from  OGC  as  it  involved  legal 
authorities,  and  sent  it  back  to  OGC  for  response.  SV  did  not  directly  engage  with 
Snowden  in  this  instance.  See  below  for  email  I  sent  to  Kemp  last  June  before 
standup  of  media  leaks  task  force.  I  will  forward  a  second  email  trail  separately 


that  provides  Ms. 


summary  of  this  situation  and  the  next  one. 


(U//rOUO)  while  TOY  to  NSAW,  Snowden  made  an  in  person  visit  to  Ms. 
to  discuss  OVSC  1203,  the  fAA  702  online  training  course.  He  was  agitated 
and  said  he  had  failed  the  course  .acid  roranlained  that  the  questions  were  difficult 


and  included  trick  questions.  Ms. 


provided  our  standard  response  that  the 


test  is  open  book  and  all  the  questions  can  be  answered  from  the  material. 


•  (U//f0U0^-The  only  other  exchange  with  Snowden  was  in  his  official 

capacity  as  a  system  administrator  (second  attachment).  NSA/H  had  forwarded  some 
evaluated,  minimized  FAA  702  traffic  to  SV  for  a  standing  DOJ  60-day  review.  SV 
was  unable  to  open  the  file  and  a  help  ticket  was  put  in  to  solve  the  problem. 
Snowden  responded  to  the  ticket.  Will  send  email  separately  as  is  also  encrypted. 


(U//T0U0) 

(b)(3)-P  l.  8S-36 


Chief,  SIO  Oversight  and  Compliance  (SV) 


] 


Approved  for  Release  by  NSA  on  04-27-2016,  FQIA  Case  #781371 


Secure:  966-2479 


Unclassified : 


(b)(33-P.L  86-36 


From : 


Original  Message - 

NSA-SV  USA  CIV 


Sent:  Monday,  Dune  19,  2813  10:62  AM 
To:  Ensor  Leoinel  K  NSA-Q  USA  CIV 


Cc:  Shea  Teresa  H  NSA-S  USA  CIV;  Moultrie  Ronald  S  NSA-S  USA  CIV: 

L 

MG  NSA-S  USA  USA;  DL  s  exec  (ALIAS' 

)  S; 

NSA-SV  USA  C 

Evil 

NSA-F6  USA  CIV;  ’ 

NSA- 

•SIN  USA  CIV;  " 

NSA 

-S203A  USA 

Subject:  (U)  Snowden  question  for  OGC  re  OVSC1800  Course  Content 
Importance:  High 

Classification: -SCCnCT//NOronN - 

Kemp, 

Here’s  another  data  point  on  the  Snowden  situation.  If  you  have  a  POC  you’d 
prefer  I  send  these  to,  please  let  me  know. 

Thanks, 


(U//E0U0) - 

(b)(3)-P.L  86-36 

Chief,  SID  Oversight  and  Compliance  (SV)  Room  3W160,  Suite  6476 
Secure:  966-2479 
Unclassified : 


Original  Message 


2 


DQC  IEn  4'2~9~4"5~CT2 

Frnm : T 


NSA-SV21  USA  CIV 


Sent:  Monday,  Dune  10,  2013  9:17  AM 


NSA-SV21  USA  CIV 


JSA-SV21  USA  CIV 


Subject:  FW:  (U)  Question  for  06C  re  OVSC1800  Course  Content  -  (U)  FW: 
Comments  from  the  D2  General  Counsel  Email  Us  Form  (  3  of  4  emails) 
Importance:  High 

Classification:  UNCLASSIFIED//rOR  OFflCIAL  USE  0NIV — 


(U)  OGC  Attorney  response  to  Mr.  Snowden's  question, 


(u/7H-eue> 


SIO  Oversight  &  Compliance 


(bN3)-P  C  86-36 


Access  Oversight  Training  and  Strategic  Guidance 
Team  Alias:  DL  SV_Training  Phone:  963-0249s 
Ops  1  Room  3W145  Suite  6476  (U/^TOUO) 


•Original  Message- 


From: 


NSA-D21  USA  CIV 


Sent:  Monday,  April  08,  2013  1:37  PM 


To:  Snowden  Edward  D  NSA-FHV  USA  CTR 


_ |  NSA-SV2  USA  CIV: 

NSA-D21  USA  CIV; 


_ INSA-SV21  USA  CIV; 

NSA-D2  USA  CIV;  " 


NSA-SV21  USA  CIV 


Subject:  RE:  (U)  Question  for  OGC  re  OVSC1800  Course  Content  -  (U)  FW: 


/mHi  fC  i  !'x  v  *  ^  1 

.^uc  U  ^v . 

'••C>  /'VXm,  .--J  J  Mv  AUL^Uj  /Va  J 


{j§\  J^--'  ^cULV^  /nu  J 

%pr 

v/^  ^  t-t  s-CZ  C^<X  ^*wVw  ^ 

ilcU^  I  I  ^vix,  L.-^^  /  f  nCpi.-  Vn  ^- '■-{''■■  ^ (i 

t /  ^  *  +*  i  ■  -  / va.  *  ll^.  l  *  C  t  *  V  C-i  * 1  * 


(b)(3)-P.L  86-36 

(b)(7)(A) 

(b)(7)(E) 


’  »*•“ -^r‘A 


roved  for  Release  bv  NSA  on  04-27-2016,  FOIA  Case  #  7813 


DOCID:  4294505 


(Aiyrx  —  *W 
{  b OwUh  >viL*  ' 

LI  a j\h  i  A  h*M  ^VJ 


i¥r^u^i  6^u-  ^ 

.^1  c^^;iA;ciwV^;^.,l  ‘O  ^^3  *  v*-<bux 


DOCID:  4294506 


Blacker  Cindy  S  NSA-DJ4  USA  CIV 


From:  |  |N SA -142 3  USA  CIV 

Sent:  Tuesday  March  03,  2015  10:12  AM 

To:  I  INSA-D  USA  CIV 

Subject:  FW:  RE:  (U)  MLTF  1539  --  Vanity  Fair:  Search  of  Correspondence  1012am 

Signed  By: 


Classification.  TOP  3ECRIIT//OI//NOronN 


lb)l3)  P  L  86-36 


From: 


NSA-SV  USA  CIV 


Sent:  Tuesday,  June  03,  2014  3:18  PM 

To:l  lNSA-0  USA  CIV;  DL  medialeaks^core  (ALIAS)  D;  DL  SV^MeciaLeaks  (ALIAS)  SV43 

Cc:  DL  ssct  (ALIAS)  SI 

Subject;  RE:  RE:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Correspondence 


Classification:  TOP"SECRET//31//NOFORN 


(U /-/TOUCH  The  information  was  provided  to  Kemp  Ensor  on  tunp  lftlh  2013  A  summary  of  all  the  information  was 
provided  to  and  discussed  with  senior  leadership  this  morning  was  in  attendance). 

(U//fOU6)*The  April  request  was  a  repeat  action. 

Regards, 


(u//rouoi 

1  (bJ(3)-P  L  86T6 

D/Ch,  SID  Oversight  &  Compliance 
OPS  1,  Rm  3W16CJ 
963-8174(s),|  I 


Frorrt 


NSA-D  USA  CIV 


Sent:  Tuesday,  June  03,  2014  2:50  PM 

To:  DL  medialeaks_core  (ALIAS)  D,  DL  SV_Media Leaks  (ALIAS)  SV43 


Cc:  DL  ssct  (ALIAS)  51 

Subject:  RE:  RE:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Correspondence 

Importance:  High 


Classification:  TOP  SECnCT//OI//NOronN 


SSCT,  SV, 

We  have  an  urgent  follow-up  question  regarding  action  MLTF  1549  that  you  answered  in  early  April.  The  action  was  to 
search  for  and  report  any  interactions  between  Snowden  and  a  variety  of  organizations,  including  SV.  Below  and 
attached  is  what  SV  reported 


l 


Approved  for  Release  by  NSA  on  04-27-2016.  FQIA  Case  #  781371 


DOCID:  4294506 


Our  follow-up  is  we  need  to  confirm  whether  the  information  provided  back  in  early  April  was  discovered  as  part  of  that 
MLTF  action  or  sometime  prior  to  that  If  prior  to  the  MLTF  action,  at  roughly  what  date  (estimate  is  fine)  and  under 
what  circumstances  were  these  discovered? 

Thanks  in  advance.  Need  this  asap  please 

Regards, 


Media  Leaks  Task  Farce 
969  5008$ 

\j  (b)(3)-P  L  86-36 

OPS  2B  ■  Rm  238090 _ 


From: 


NSA-5V3  USA  CIV 


Sent:  Thursday,  April  10,  2014  8:37  AM 
To:  DL  medialeaks_core  (ALIAS)  D 
Cc:  DL  SV_  Media  Leaks  (ALIAS)  SV43 

Subject:  RE:  (U)  MLTF  1549  -  Vanity  Fair:  Search  of  Correspondence 


Classification^FeP  aCCRCT//Ql//NOronM 


Attached  are  two  documents  we  discussed.  The  emails  reference  the  following  interactions  between  SV  and  the  leaker: 

1-  GVSC1800  Issue  regarding  ranking  of  Authority  Documents  Used  in  Course  Content  OVSC1800 

2  OVSC1203  Issue  Regarding  Course  content  and  trick  questions 

3  An  SV  Analyst  unable  to  open  EMT  files  forwarded  to  NSAW  from  NSAH 

Please  let  me  know  if  you  have  any  questions. 

Thanks, 

|  |  (b)(3)-P.L  86  36 


[ijrrrovvi _ 

SID  Oversight  &  Compliance  (SV) 

Compliance  Verification  (SV3) 

OPS1,  Room  3W145.  Suite  6476 
966-1833  (s)  /|  [(b) 

Do  you  have  a  large  file  to  send  me?  Please  put  it  in  my  drop  box: 


(UAPOU&T 


2 


DOCID:  4294506 


Drived  Fium:  NSA/CS5M  1-52 
""DdLrill.  20070108 
— Declassify  On:  20390401 


Classification  TOP  OCCRCT//QI//NOrQ^N 


P loccrf'^rl  D k  *.*. 

Derived  f~ronr  NSA/CG0M 

—Bated :  20070108 
Declassify  Orr  20390G01 


Classification:  TOP  OCCfiCT//SI//NOronN 


“tt^rssinGu  by1 

Derived  From:  NSA/CGQM  1  =5£ 
Dated:  20070108- 
Declassify  Orv  20390601 


Classification:  TOP  3CCRCT//GI//IMOrORN 


uiasstneo  uy 

Derived  From:  NSA/CGGM  1-5? 

Dated:  20070336 
Declassify  Orr  20400301 


Classification:  TOP  SECRET//S1//NOFORN 


DOCID:  4294588 


(b)(3)-P.L  86-36 


L 


3a 


SA  DJ4  USA  OV 


From: 

Sent: 

To: 

Subject: 


MSA-D22  USA  CIV 
Thursday,  June  05,  2014  10:03  AM 
I  NSA-D2  USA  CIV 


1NSA-D2  USA  CIV 


RE:  (U)  Additional  Snowden  Context  -  Congressional  Notification7 


Classification:  SECRLT/ZNOr  OHN 


(b)(3)-P.L  86-36 

(b)(5) 


Associate  General  Counsel  (Legislation) 
Office  of  General  Counsel 
963  3208 
OPS2B71 12 


(b)(3)-P.L  86-36 


**ATTORNF-\  WORK  PRODl  (  17/  \  11  ORM.\  (  I.IKNT  COMWl  M  (  \  Tl  O  N//P  R 1  \  i  I  I  ( .  F 1) 

(OVIMINK  \TIO\  ** 


V.it  ut  he-  rd<tf&«d  without  Ofjt  appfuuil 


From:[  >NSA-D28  USA  CIV 

Sent:  Wednesday  June  04,  2014  6:48  PM 
Toil  TNSA-D21  USA  CIV;| 


}fSA-D22  USA  CIV 


Subject:  RE:  (U)  Additional  Snowden  Context  -  Congressional  Notification? 


Classification:  TEC  RET  - 

t:  ionoi  f  i  nci — Bye  [  I 

Our  i '.rod — From  i — H&V'OjfiM — t — BB — ".-If;  tied — i'  n  0  7  0  K 
Dec  looo  i  f  y — S-fh — ;?<)  4  1 - 


(b)(3)-P  L  86-36 
(b)(5) 


1 


approved  for  Release  by  NSA  on  04-27-2016,  FQIA  Case  #  781371 


DOCID:  4294588 


Deputy  General  Counsel 
Litigation  and  Management 
MSA  Office  of  Genera!  Counsel 
963-5548  (secure) 

(unclassified) 


{b)p)-P.L.  86  36 


ATTORNEY  WORK  PRODUCT/ /ATTORNEY  CLIENT  COMMUNICATION 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  QGC  appioval 


From  | _ 

Sent;  Wednesday, 

T  oi 

Cc: _ 

Subject:  RE:  (U)  A 

Classification: 


_ pjSA-D21  USA  av 

June  04,  2014  6:13  PM 
I1NSA-D22  USA  CIV 
'JSA-D28  USA  CIV 

Additional  Snowden  Context  -  Congressional  Notification? 


(b)(3)- P.L.  86-36 
(b)(5) 


Thanks' 

(b)(3)-P.L  86-36 

Deputy  General  Counsel 
(Operations) 

963-5548  (NSTS) 


-WARNING  NOTICE:  This  communication  contains  information  that  may  be  subject  fo  (be  ATTORNEY-CLIENT 
and  ATTORNEY  WORK  PRODUCT  privileges  that  is  exempt  from  public  disclosure  without  the  express 
permission  of  NSA/OGC.- 


From:  Bauman  Ethan  L  NSA-DL  USA  CIV 

Sent:  Wednesday,  June  04,  2014  12:58  PM  . _ 

To:  Ensor  Leoinel  K  NSA-fl  US^QV:  De  Rajesh  NSA-D2  USA  CIV;1 

D22  USA  Civl  lNSA-03  USA  CIV:I  _ ] 

CIV:  |  |NSA-DruSA  CIV;  |  ^SA-D  USA  CIV 

Cc:|  FJSA-DL  USA  CIV 

Subject:  (U)  Additional  Snowden  Context  -  Congressional  Notification? 


_ |NSA-D21  USA  CIVI 

JSA-Q  USA  CIV;  [““ 


|NSA- 
1NSA-Q31  USA 


Classification: 


(b)(3)- P.L.  86-36 
(b)(5) 


Security  and  GC  Folks: 


DOCID:  4294588 


(b){3}-P.L  86-36 


Thanks, 

Ethan 


(b)(3)  P.L  86-36 
(b)(5) 


(b)(3)-P.L.  86-36 


From| _ ]NSA-D  USA  CIV 

Sent:  Tuesday,  June  03,  2014  5:49  PM 

To:  Rogers  Michael  S  ADM  NSA-unknown  USA  USN 

Cc:  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Stone  Corin  R  USA  GV;  Brooks  Elizabe] 

USA  CIV:! 


UlRhS/UXI  .USA 

NSA-S  USA  CIV;  Moultrie  Ronald  S  NSA-S  USA  CIV;  De  Rajesh  NSA-D2 

Delong  John  M  NSA-D4  USA  GV;  Ensor  Leoinel  K  NSA-Q  USA  CIV; El _ _ 

Rebecca  J  NSA-D5  USA  CIV:  DL  medialeaks  core  (ALIAS)  D;  Grimes  Arlene  U  NS  A- DIM  USA  Civj 
NSA-D  USA  gvj 
03  USA  CIV:I 


DV;  Shea  Teresa  H 

_ JJSA-D2  USA  CIV; 

INSA-D4  USA  CIV;  Richards 


NSA-D  USA  CIV; 
f\ISA-Q3 1  USA  CIV;  [~ 


i l/i  i  u  jn  vi  v  f  i 

)\ISA-Q  U5A  GV; 

I  NSA-Q  31  USA  CIV; 


NSA-D  USA  CIV;. _ 

I  NSA-D  USA  Civf 


N5A-S  USA  dVJ  INSA-S02  USA  aV:[ _ 

NSA-D  USA  Clvi  NSA-D  USA  Civ[ 


Insa- 

M  a  usa  ■  -■ 


USA  QVl  '  NSA-D28  USA  CIV 

Subject:  (U)  UPDATE:  Context  Of  Snowden  Engagements 


JMSA-DC  USA  CIV;  Bauman  Ethan  L  NSA-D L  USA  CIV 


NSA-D  USA  CIV:] _ 

~KsA-D  USA  CIV; 


NSA-DL 


Below  text  duplicated  in  DOCID  42944941 


DOCID:  4294709 


NSA  D28  USA  CIV 


From: 

Sent: 

To: 

Subject: 


_ NSA-D28  USA  OV 

Tuesday,  March  10,  201S  4:27  PM 
|msa-D28  USA  crv 

LW  [U)  2014  04  Q9--ACT10N- -Search  of  Emails-MLTF  1549 


Importance: 


High 


Classification:  CON  F  IDE  NTI  AL//NOrORN~ 

(b){3|-P.L.  86-36 


Deputy  Associate  GC,  Litigation 
NSA  Office  of  General  Counsel 
963-5047  (secure) 

I  If  unclassified) 


■"ATTORNEY  WORK  f’RODUCT//ATTORNEY  CLIENT  COMMUNiCAl  ION//FKI V1LEGEL) 

COMMUNICATION** 


Not  to  be  released  without  OGC  approval. 


From 


NSA-D28  USA  CIV 


Sent:  Wednesday,  April  09,  2014  4:32  PM 


To:  DL  qcjit  (ALIAS)  D2 


Cc: 


JNSA-D28  USA  CIV 


3jSA-D28  USA  CIV 


Subject:  (U)  2014_04_09--ACT10N-Search  of  Emails-MLTF  1549 

Importance:  High 


Classification:  CONFIDENTIAL//NOFORN 

internal/peuberative 


We  are  asking  formally,  only  because  we  are  not  sure  anyone  has  officially  asked  you  to  search  your  emails,  like  you 
would  a  FOIA  type  request  -  does  anyone  have  any  emails  from  Edward  Snowden,  Obviously  these  would  have  occurred 
prior  to  May  17,  2013. 


Affirmative/Negative  responses  required  Please  cc-  me  and 


Thanks. 


(b)(3)*P  L  86-36 


ATTORNEY  WORK  PRODUCT// ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Nat  to  be  released  without  OGC  approval 


1 

approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  781371 


DOCID:  4294709 


(b){3)-P!  86-36 


From: 

Sent:  Wednesday,  April 


INSA-D2  USA  CIV 
09,  2014  3:54  PM 


To:  DL  Ops  Tasker  (ALIAS)  D21;  DL  GC  lAJasker  (ALIAS)  D24;  DL  gcjeg  (ALIAS)  D2;  DL  Lit.Tasker  (ALIAS)  D;  DL 
ART  Tasker  f  ALIAS)  D25:  OGC  AdminEthics 


Cc{_ 


NSA-D2  USA  CIV 


Subject:  FW:  (U)  MLTF  1549  -  Vanity  Fair: 

Importance:  High 


Search  of  Correspondence 


Classification:  COMF1  PENTIAL/ZNOrORN 


Please  see  action  below  and  respond  back  to  me  anq 
best  to  send  a  consolidated  response  to  the  MLTF 


with  any  exchanges  as  soon  as  possible.  It  would  be 


Office  Manager  to  the  Deputy  General  Counsels 
Office  of  General  Counsel  (D2) 

963-5548.1 

OPS2B2B8140,  Suite  6250 
(UiTFOUO)  Mv  Dropbox 


(b)(3)-P.L.  86-36 


NSA-S3M2  USA  CIV 


From) 

Sent:  Wednesday,  April  09,  2014  3:28  PM 

To:  DL  OGC_MediaLeaks  (ALIAS)  D23;  DL  ODOC  Medialeaks  (ALIAS)  D4:  DL  d  io  tasker  (ALIAS)  D 


Cc:  DL  medialeaks  core  (ALIAS)  _D 

N5A-D1  USA  Civ£~ 


]NSA-D  USA  CIV;[ 


~lNSft-D  USA  CIV, 


IterosA  civ 


NSA-D  USA  CIV;  Ellard  George  Dr 


Subject:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Correspondence 

Importance:  High 


Below  text  duplicated  in  DOCID  4294509] 


DOCID:  4294714 


L 


NSA  FHV  USA  CIV 


(b) (3) -P.L.  86-36 


From: 

fCOl  NSA  V2  USA  USAF 

Sent: 

Wednesday  Apr- 

109  2014  11  04  AM 

To: 

NSA  FHV  USA  CIV 

Cc: 

JNSA  FHV  USA  CIV,  NSA 

_::OLNSA  V2  USA  USAF 

Subject. 

RE  tU]  MLTF  1549  Vanity  Fair  Search  of  Correspondence 

NSA  V2  USA  CIV; 


(b) (3) -P.L.  86-36 


From: 

MSA  FHV  USA  CIV 

Sent: 

Wednesday,  Ai 

3rd  09,  2014  S:02  PM 

Tol 

COL  N5A-V2  USA  USAF 

Cc:l _ 

NSA  FHV  USA  CiV 

Subject:  RE:  (U)  ML  IF  1549  -  Vamty  Fair:  Search  of  Correspondence 


"  pu'1  u  ru-'  '’or  fun]  Ltinv*'f  Suturi  With  tftU'iviU  u  .vt  '■  r. 


* 


i  M  w :  I  h  h  i  n  w  t  •  l  1 1  f  i  ■ 
KttuAVdg*'  i j r  i*’. 

^  iri  i  ifit  f  t  :ii-i 


ki  Mil 


(b)  (1) 

(b)(3) “P.L.  86-36 


(b) (3) -F • L.  86-36 


Approved  for  Release  by  NSA  on  04-27-2016,  FOIA  Case  #  78134 


DOCID:  f-4-2-9-4^4 


From 

Sent: 


nesday,  April  09,  2C14J, 
To;  CL  V2  Ofc  Chf5  (ALJAS)  V2,!- 
I  MSA  V2  USA  C1V:I 


Cc:l  INSA-S3 

Subject:  FW  (U)  MlTF  1549 

Importance:  High 


-eared  of  Correspondence 


P 


NS  A  ji  t  'vilrp* 


r*t  i  ^pund^nu 
Wf-  rnwj  To  If ■  (■ 


for  k 

thp  n 


,l  wh*  iiir:r  n  wr 


(b>  {3)  -  P ,  L.  ♦  86-36 


From|_ _ |WSA-S3M2  USA  CIV 

Sent;  Wednesday,  April  09,  2014  414  PM 

C°:  o,L  Sr““lfS'*LI,S|  Sm-  DL  «W  (ALIAS)  si;  DL  NTOC  ML  (ALIAS)  V2 


Below  text 
duplicated  in 
DOCID  4294509. 


DOCID:  4294742 


VlSA-DJ4  USA  CIV 


From: 

Sent: 

To: 

Subject: 


■NSA-DS09  USA  CIV 
04,  201S  1218  PM 
SA-S35  USA  CIV 

FW:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of  Coirespondence  ACTION  RESEND  LAST 
CALL 


Wednesday.  Mard 


Classification:  CONI  IBLNIlALZ/NOrORN 


This  was  the  email  I  received  from  your  practice  group,  I  have  another  folder  somewhere  just  trying  to  find  and  it  and 
will  let  you  know  if  I  see  one  just  for  you. 


From: 


NSA-D28  USA  CIV 


Sent:  Thursday.  April  10,  2014  1:08  PM 
To:f  INSA-D2  USA  CIV 


Subject:  FW:  (U)  MLTF  1549  -  Vanity  Fair:  Search  of  Corresponderace  -  ACTION  RESEND  -  LAST  CALL 


C tassif ication :  CONI  I  BLN TIAU/NOr ORN 

FYSA  - 
(U//FOUO) 


Paralegal 

Office  of  General  Counsel 
Litigation,  P28 

363 -504  7  J""  1 

OPS2B  2B6106,  Suite  6278 
Drop bo* 

(u//rouoi 


(h)(3)' P  L  86-36 


ATTORNEY  WORK  PRODUCT/ /ATTOR NE Y  CLIENT  COMMUNICATION 
PRIVILEGED  COMMUNICATION 
Not  lo  be  released  without  OGC  approval 


From: 

Sent:  Thursday, 

tor 


Cc:l 


NSA-D28  USA  CIV 
April  10,  2014  1:06  PM 
JNSA-D28  USA  CIV; 
N5A-D28  USA  CIV 


NSA-D28  USA 


Subject;  RE:  (U)  MLTF  1549  --Vanity  Fair:  Search  of  Correspondence 


CIV 

-  ACTION  RESEND  -  LAST  CALL 


Classification:  eONriDCNTlAL.'/NOrORN 


1 


Approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  781371 


Litigation  does  not  have  any  exchanges  with  Snowden  with  the  caveat  tha| _ jarid  |emails  were 

not  searched  as  they  are  on  leave  J  believe  that  if  they  had  some  contact  with  Snowden,  they  would  have  raised  it  prior 
to  this  tasking  in  response  to  The  upcoming  Vanity  Fair  article 


Attorney 

Litigation  Practice  Group 
Office  of  General  Counsel 
Q2S,  Rm  7B6106,  OPS2B,  Suite  6278 

Secure  963-2374/5047 _ 

Outside:) 

ATTORNEY  CONFIDENTIALITY  NOTICE,  The  information  contained  in  this  email  and  any  accompanying  attachments 
constitutes  attorney  work  product  and/or  client  advice,  which  are  legally  privileged 


From: | _ (N5A-D28  USA  CIV 

Sent:  Thursday,  April  10,  2014  12:34  PM _ 

Toil  [NSA-D28  USA  CIV;  I  IN5A-D28  USA  CIV 

Subject:  FW:  (U)  MLTF  1549  -  Vanity  Fair:  Search  of  Correspondence  -  ACTION  RESEND  -  LAST  CALL 


Classification:  UNCLASS I FIEDAt^OUQ — 


Is  this  done? 


Deputy  General  Counsel 
Litigation  and  Management 
NSA  Office  of  General  Counsel 
963-554S  (secure) 

(unclassified) 


ATTORNEY  WORK  PRODUCT  //ATTORNEY  CLIENT  COMMUNICATION 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


Below  text 
iuplicated  in 
30CID 
1294712 


From  j _ [NSA-D2  USA  CIV 

Sent:  Thursday,  April  10,  2014  12:29  PM 
To:  DL  gc_agcusers  (ALIAS)  D2 
Cc:  DL  GCSECR 

Subject:  FW:  (U)  MLTF  1549  -Vanity  Fair:  Search  of  Correspondence  -  ACTION  RESEND  -  LAST  CALL 


DOCID:  4294920 


From: 

Sent: 

To: 

Subject: 


| _ fMSA  Q31  USA  CIV 

Wednesday.  April  m.  2014  1:01  PM 
_  |nSA-I  USA  CIV 

RE:  (U)  REPLY:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 


Classification:  'CONI  lULNTIAL.vNOr ORN 

FY1,  1  have  already  asked  Doj  it  this  is  going  to  lie  an  issue,  waiting  to  hear  back. 


Chief  Q31 

Ci  investigations  Division 
Of  5  :C  i  -.iVT;  :■ 

1  unclass  i 


>)(3}-P.L.  86-36 


Frorr| _ |NSA-D  USA  CIV 

Sent:  Wednesday,  April  09,  2014  12:59  PM 

To:  Rogers  Michael  S  NSA-D  USA  USN;  Ledqett  Richard  H  Jr  NSA-D  U5A  CIV;  Fleisch  Frances  J  NSA-D  USA  CIV;  De 
Rajesh  NSA-D2  USA  Civj  ^ISA-D2  USA  CIV;  Bauman  Ethan  L  NSA-OL  USA  CIV;|  NSA-DL 

USA  CIV _  _  _ 

Cc:l  IN5A-Q3  USA  CIV;  Ensor  Leoinel  K  NSA-Q  USA  Civl  hlSA-0  MSA  C1V;|  | 

_ NSA-Q3  USA  CIV:  DL  medialeaks  core  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1;|  NSA-D  USA  CIV; 

INSA-D2  USA  qv;l  hSA-D21  USA  CIV:  I  IN5A-Q31  USA  CIV; 

- ,  NSA-Q31  USA  CIV;  [  t\lSA-D2  USA  Civl  NSA-D  USA  CIV:  f  I 


|  NSA-D  USA  CIV;  |  NSA-D  USA  CIV;  ]  NSA-D  USA  CIV;|  I  NSA-D 

USA  CIV|  |\ISA-D  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV;  NSA-DL  USA  CIV 

Subject:  (U)  REPLY:  (U)  FYSA:  Snowden  Allegation  in  Pending  Vanity  Fair  Article 

Classification:  «60NH DENT! A U! N O r Q R N 


Understood  sir  Will  pEan  and  execute  accordingly 


Thank  you 


Media  eaks  Task  Force 

National  Security  Agency-Central  Security  Service 
OPS  2B  256090 


From:  Rogers  Michael  S  NSA-D  USA  USN 
Sent:  Wednesday,  April  09,  2014  12:57  PM 

To: |  ~  "|NSA-D  USA  CIV;  Ledaett  Richard  H  Jr  NSA-D  USA  CIV;  Fleisch  Frances  J  NSA-D  USA  CIV:  De 

Rajesh  NSA-D2  USA  CIV;]  NSA-D2  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV;  I  ^SA-DL 

USA  CIV  1 - 1  I - f 


1 


(b)(3)  P  L  86-36 


_ JNSA-Q3  U5A  CIV;  Ensor  Leoinel  K  NSA-Q  USA  CIV;| _ 

:iv;  DL  medi aleaks  core  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1 
|NSA-D2  USA  CIV;  I  ^SA-D21  USA  CIV; 

SA-Q31  USACIVir  NSA-D2  USA  CIV'] 

AXIV;  1  MSA-D  USA  CIV;[  |NS 

JnSA-D  USA  CIV;  Bauman  Ethan  L  NSA-DL  USA  CIV; I 


USA  CIV, 

Subject:  RE:  (U)  FYSA:  Snowden  Allegation  in  Pending  V; 

Importance:  High 


Text  below  dupicated  in  DOCID  4294833 


DOCID:  4294921 


Non  -  Responsive 


Perhaps  you  are  already  awate  of  these  additional  com  acts  between  SV  and  Snowden 


proved  for  Release  bv  NSA  on  04-27-2016.  FOIA  Case  #  7813* 


from:] _ |nSA-D23  USA  CIV 

Sent:  Thursday,  May  29,  2014  3:22  PM 

Toj  IMSA  D28  USA  CIV  I _ 

Cc:  NSA-D28  USA  CIV  ] 

\  |>T  ~}jSA  028  USA  GV « 

Subject:  (U)  2Q14_QS_2^|  |W  emails  not  beiejveci  to  be  relevant  ~ 

Authorities 

Importance:  High 


4SA-D23  USA  CIV 


:  (U)  Your  question  on  Snowden  and 


(b){3)-PXr  86-36 


DOCID:  4294921 


I  don  i  believe  these  change  the  content  nr  posture  of  the  0  and  A  as  Question  6  is  styled  receive  correspondence 
about  his  concerns  (emphasis  added) \ 


I  don't  think  the  query  in  per 
SysAdmin  support  he  gave  tc 


■u.^tine.  about  the  i»m  iPVSi  1203)  changes  ou i  response 
would  count  as  inierat  r ion  about  Ins  concerns 


Nor  do  (  believe  the 


Best 


. (b)(3)-P.L.  86-36 


From 


NSA  S3M2  USA  CIV 


Sent:  Thursday,  May  29,  2014  3; 05  PM 

To:l  lfrSA  SJC?  USA  CIV:I~  [NSA-D4  USA  C1V:I  ^ISA  D14  USA  CIV; 

|3jSA  D23  USACIV;!  IlMSA-Q  USA  Civj  MSA-b  U$A  CIV 

_Ccj  |NSA  D  USA  CIV;|  |NSA  D  USA  CIV;  DL  ODOC_MediaIeaks  (ALIAS)  D4; 

□nsa'E92  uSA  CIV;  DL  medialeaks..core  (ALIAS)  D;  DL  sset  (ALIAS)  SI 
Subject:  (U)  SECONDS?!  -  FVJ:  (U)  Your  question  on  Snowden  and  Authorities 


Importance:  High 


Text  below  duplicated  in  DOCID  4294887] 


DOCID:  4294921 


NSA-DJ4  USA  CIV 


From: 

Sent: 

To: 

Cc: 

Subject: 


_ PJSA-E63  USA  CIV 

Thursday  April  10  2014  11  GO  AM 
KlSA-SV  USA  CIV 

hiSA-SV43  USA  CIV 

FW:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2013 


Importance- 


High 


Classification  UNCLASSIFIED/^ OR  OmCiAl  UOC  ONLY 


(b)(3)  P.L.  86-36 


We  received 
OVSC1203  - 


d  Liiil  from  D4  questioning  the  dates  (1 J  or  12  Jun)  that 
|  [has  modified  her  dates  to  reflect  S  12  April  2013 


annotated  during  the  discussions  on 


Please  send  a  corrected  copy  out 


(b)(3}-P.L  86-36 


n: 

_  * 


From 
Sei^t: J 

Cc: 


fnSl 


SA-SV21  USA  CIV 
'2014  10:46  AM 
-SV2  USA  CIV 
SA-SV21  USA  CIV 


Subject:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2023 

Importance:  High 


Text  below  duplicated  in  DOCID  42948413 


OCID :  4294921 


Classification:  UNCLASSIFI 


(U)  Email  chain  follows; 


(b)(3)-P.L  86-36 


I  Email  to  supervisor  in  lime  2013,  advising  him  of  my  contact  with  the  leaker. 


(U)  Email  received  with  Ed  Snowden's  question,  sent  to  us  from  the  Office  Manager  for  OGC, 
D2 . 


SID  Oversight  &  Compliance 

Access  Oversight  Training  and  Strategic  Guidance 


From: 

NSA-SV21  USA  CIV 

Sent:  Monclav 

June  19 ■  9:  IS  AM 

To:  V. 

1nsa-sv?i  USA  rrv 

Cc: 

NSA-SV21  USA  CIV 

Subject:  (U)  FW:  Comments  from  the  02  General  Counsel  Email  Us  Form  (1  of  4  emails) 
Importance:  High 


2 


DOCID:  4294921 


Team  Alias:  DL  SVTraining  Phone:  963-0249s 
Ops  1  Room  3W145  Suite  6476  (U//fOUO) 


(b)(3)-P.L  86  36 


(U)  Email  from  OGC  Office  Mgr  to  SV  Training 


— --Original  Message - 

From: |  \  N5A-D2  USA  CIV 

Sent :  Friday,  April  05,  2013  4:34  PH 
To:  OL  SV_T raining  (ALIAS)  SV2 
Cc:  Snowden  Edward  I  NSA-FHV  USA  CtR 

Subject:  (U)  FW:  Comments  from  the  D2  General  Counsel  Email 


Us  Form 


Classification:  UNCLASSIFIED//!"  OH  OrnilAl  U91  ONLY 


OGC  received  the  question  below  regarding  USSID  18  training  but  I  believe  that  this  should 
have  gone  to  your  org  instead*  Can  you  help  with  this? 


Office  Manager  to  the  Deputy  General  Counsels  Office  of  General  Counsel  (D2)  963-5348,  | 
[OPS2B  288140,  Suite:  6250  L 

(U//rOUO)  My  Dropbox 


(U)  The  leaker  email  to  OGC  alias. 


-- — Original  Message - * 

From:  ejsnowd@nsa . ic .gov  [mailto:ejsnowd@nsa.ic .gov] 

Sent:  Friday,  April  05,  2013  4:11  PM 

To:  DL  gc_web  (ALIAS)  D2 

Cc:  Snowden  Edward  1  NSA-FHV  USA  CTR 

Subject:  Comments  from  the  D2  General  Counsel  Email  Us  Form 


Below  text  duplicated  in  DOCID 
4272127 _ 


(U)  OGC  Attorney  response  to  leaker's  question. 


_ jNSA-021  USA  CIV 

Monday,  April  08,  2013  1:37  PM 
•oidden  Edward  3  NSA-FHV  USA  CTR 
Ims/USV?  i ISA  CIV:  [ 


Importance: 


fext  below  duplicated  in  DOCID  4294838  thouqh  the  final  non  responsive 


(b}{3)-P,L,  86-36 


DOCID:  4294921 


From: 

Sent: 

To: 


Subject: 


_ PJSA-D4  USA  CIV 

Monday,  June  10  2013  12  06  PM _ 

~KlSA-D9USACIV: 

T132  USAC[y|  Insa^sv 

{U}  1  bad  email  contact  with  him 


|  INSA-SV  USA  ClVl 

NSA  SV3  USA  ClVr 


peeT-B-: — 4-2-9-4-9-2-1- 


p-QCTD~ — 4'2'9“4'9'2T 


DOCID:  4294921 


DOCID :  4294937 

Brooks  Elizabeth  R  NSA-DC  USA  CIV 


.pproved  for  Release  by  NSA  on 
4-27-2016.  FO!A  Case  #78137 


From: 

Sent: 

To: 


Subject: 


Importance: 


Classification: 


_ [NSA-SV  USA  CIV 

Tuesday,  June  03,  2014  9  21  AM 

KlSA  SV  USA  GV;  Brooks  Elizabeth  R  NSA  DC  USA  CIV;  Ensor  Leoine!  K 
NSA-Q  USA  CIV;  Delong  John  M  NSA  D4  USA  CIV;  Delong  John  M  NSA-D4  USA  CIV; 

T^SA-D  USA  GV;  Shea  Teresa  H  NSA-S  USA  CIVr  Moultrie  Ronald  S 

NSA-S  USA  CIV  _ 

DL  s_exec  (AUAS)  S; _ NSA-SV  USA  CIV 

FW:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2013 


(b}{3)-P  L.  86-36 


Per  previous  email,  here's  the  email  trail  where  Ms  |  [summarized  her  experiences  related  to  Snowden 


Chief,  SID  Oversight  and  Compliance  (SV) 
Room  3W160.  Suite  6476 

Secure  966-2479 _ 

Unclassified- 


From:l 

Sent: 

To:[— 

Cc:| _ 


f\ISA-SV2  USA  CIV 
0,  2014  11:00  AM 
.SV  USA  CIV 
J  NSA-SV4  USA  CIV 


(b)(3)-P.L  88-36 


Subject:  FW:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2013 _ 

Importance:  High  [Below  text  duplicated  in  DOCID  4294921 


DOCID:  4295018 


From: 

Sent: 

To: 

Cc: 


Subject: 


JNSA-Q  USA  CIV 


Thursday,  May  29  2014  2:54  PM 
I  __  1MSA-S3M2  USA  CIV 

NSAD23_USACiy£" 


NSA-Q  USA  CIV 


[NSA-Q  USA  CIV; 


NSA  Q3  USA  CIV; 


JNSA  Q31  USA 


CIV;  OL  ads_registry  (ALIAS)  Q09 

(U)  2014  05  29  -  ACTION:  Snowden's  Claims  of  Voicing  Concerns 


Importance: 


High 


Classification:  UNCLASSIFIED //fOR  CHTICIAL  USE  ONLY 


Q31's  answers  are  below.  Understand  that  the  email  has  been  released. 


(b)(3]-P.L  86-36 


If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

{U//FBUQf-  On  Friday  5  April  2013  4:11  pm  Eastern  time,  Snowden  submitted  a  question  to  the  Office  of  the  General 
Counsel  [OGC)  via  the  "Email  Us"  form  on  their  internal  website.  This  form  generated  an  email  to  OGC  and  copied 
Snowden,  a  copy  of  which  remained  in  Snowden's  email  Inbox  when  the  investigation  obtained  it  and  is  marked  as 
having  been  read  but  not  forwarded  or  responded  to.  The  question  concerned  the  precedence  of  Executive  Orders  and 
Federal  Statutes  as  well  as  precedence  between  DOD  and  ODNI  regulations. 


(U//r  0U0l  Less  than  a  half  hour  later  (at  4:35  pm}  an  Office  Manager  for  OGC  forwarded  the  email  to  the  SID  Oversight 
and  Compliance  training  group  and  CC'd  Snowden  indicating  the  question  might  be  better  answered  by  that  office.  A 
copy  of  this  email  was  filed  by  Snowden  in  a  folder  within  his  Inbox.  The  email  is  marked  has  having  been  read,  but  not 
been  forwarded  or  responded  to. 


(U//TOUO)  The  next  working  day,  Monday  8  April  2013  at  1:37  pm  Eastern  time,  a  lawyer  with  OGC  responded  to 
Snowden's  questions.  A  copy  of  this  email  was  filed  in  a  folder  within  his  Inbox,  The  email  is  marked  has  having  been 
read,  but  not  forwarded  or  responded  to. 


i 

Approved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  3  781371 


DOCID:  4295018 


(U//TQUQj  All  three  emails  are  attached. 

Were  his  inquiries  responded  to?  If  so,  how  and  when? 

(U/tf-OUO)  See  above  for  the  emailed  correspondence.  ADS&CI  has  spoken  with  the  lawyer  who  responded  to 
Snowden's  inquiry  and  she  remembered  considering  calling  Snowden  since  the  inquiry  was  out  of  the  ordinary. 
However,  she  decided  not  to  and  instead  in  her  email  invites  him  to  cal!  her  if  he  wanted  further  discussion.  She  does 
not  recall  any  actual  telephonic  contact  by  Snowden. 


How  was  our  search  for  any  correspondence  from  him  conducted? 

(U/^QUCH-  We  have  reviewed  all  of  the  email  belonging  to  Edward  Snowden  which  we  have  been  able  to  obtain.  This 
has  included  both  manual  review  of  the  email  as  well  as  searches  tailored  to  identify  any  correspondence  invoiving  the 
organizations  of  the  OIG,  OGC,  and  Oversight  and  Compliance, 

(U//rouet  We  have  located  additional  email  between  Snowden  and  members  of  OGC  and  Oversight  and  Compliance 
relating  to  work  on  troubleshooting  IT  issues,  but  these  emails  do  not  contain  any  questions  or  concerns  about  the  legal 
authorities  under  which  NSA  operates. 

Was  it  exhaustive  and  authoritative? 

(U//f  QUO)  It  has  been  as  exhaustive  and  authoritative  as  possible  given  the  evidence  we  have  been  able  to  discover 
after  a  comprehensive  investigation  into  Snowden's  activities  at  NSA,  Due  to  the  ongoing  criminal  investigation,  we  are 
unable  to  provide  details. 

Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 

(U/frQUQ+  It  is  extremely  unlikely  that  additional  correspondence  exists  which  matches  Snowden's  descriptions, 
specifically  email  sent  to  members  of  OGC  and  oversight  and  compliance  sent  as  "one  of  [his]  final  acts  in  government/' 

(U//T QUO)  It  remains  possible  that  unrecorded  verbal  communication  existed  between  Snowden  and  one  of  the  offices 
he  cites,  but  we  have  not  located  any  individual  who  remembers  any  such  hypothetical  conversations  despite  a 
comprehensive  investigation  into  Snowden's  activities  at  NSA, 


(b)(3)-P,L  86-36 


From] _ [MSA-53M2  USA  QV 

Sent:  Thursday,  May  29  2014  11:25  AM  _ 

To:t  INSA-0  USA  OV;  DL  djgjasker  (ALIAS)  0;  DL  ODOC_Media leaks  (ALIAS)  D4;[ 

NSA-T  USA  CIV 

Cc:  DL  0GC_Media  Leaks  (ALIAS)  D23;|  |NSA-D23  U5A  CIV;  DL  ssct  (ALIAS)  SI;  DL  PAOMedia  (ALIAS)  DN1; 


Cc:  DL  0GC_Media  Leaks  (ALIAS)  D23;| _ |NSA-D2 

DL  Q  REGISTRY;!  lNSA-031  USA  CIV 

Subject:  (U)  ACTION:  Snowden's  Claims  of  Voicing  Concerns 


Importance:  High 


Below  text  is  duplicated  irs  DOCID  4249209. 


DOCID:  4295018 


From: 

ejsnowd@nsaJc.gov 

Sent: 

Friday,  April  05,  2013  4:11  PM 

To: 

DLgc_web  (ALIAS)  D2 

Cc: 

Snowden  Edward  J  NSA-FHV  USA  CTR 

Subject: 

Comments  from  the  D2  General  Counsel  Email  Us  Form 

Text  below  is  duplicated  in  DOCID  4294915] 

DOC  ID  :  42  95018  p  L  86  36 


OCID :  4295018 


3 


It  appears  he  is  now  claiming  we  were  denying  the  existence  of  the  email  we  released  and  that  we  withheld  5V 
correspondence.  In  addition,  apparently  some  media  outlets  may  be  a  bit  confused  saying  that  there  is  only  one  email 
total.  So  PAG,  if  engaged  and  if  appropriate,  may  work  to  highlight  that  NSA  has  previously  denied  having 
correspondence  containing  any  complaints;  NSA  does  not  deny  the  existence  his  correspondence. 

Best,  [b)(3)'P,L.  86-36 

□ 


ATTORNEY  WORK  PRODUCT// ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 


DOCID:  4295024 


(b)(3)-P.L  66  36 


(b)(3)-P.L.  86-36 
(b)(7)(A) 

(b)(7)(E) 


NSA-D28  USA  CIV 


From: 

Sent: 

To: 

Cc: 

Subject: 


_ |NSA-Q311  USA  CIV 

Friday,  May  30,  2014  8:22  AM 

|NSA-D23  USA  CIV 
)MSA-Q312  USA  Civf 


MSA-Q31  USA  CIV 


Betow  text  duplicated  in  DOCID  4294494. 


DOCTB-:  4"2'9'5&2'4 


DOCID:  4295027 


From: 

Sent: 

To: 

Subject: 


_ |NSA  S3M2  USA  CIV 

Friday,  May  30,  2014  8:17  AM 

~|NSA-D23  USA  CIV,] 

RE:  (U)  Joe-’-question  #1 


NSA-D  USA  CIV 


Classification: 


Done! 


Media  Leaks  Task  Force 

OPS2B,  2B8090 
969-5009  (sl 
I  |(U) 


(b)(3)-PX.  86-36 


Fronrq _ 

Sent:  Thursd 

To:l 

Subject:  (U) 


_ |NSA-D23  USA  CIV 

Mav  29.  2014  7:49  PM 
INSA-53M2  USA  CIV;[ 
H-  question  #1 


NSA-D  USA  CIV 


Classification: 


I  recommended  we  drop  the  word  "ethics''  and  replace  with  "policies"  for  Question  #1. 

There  is  no  annual  "ethics"  training  requirement  for  every  employee— specific  annual  ethics  training  is  required  for 
certain  employees  (mostly  those  dealing  in  contracts)  and  Seniors*  In  addition,  "ethics"  issues  are  often  about  use  of 
government  resources  and  the  like. ..not  typically  violations  of  the  4  h  Amendment  type  concerns,..  It  seems 
"What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about  reporting  activities  they  perceive 
to  be  inconsistent  with  law  or  ethics  policies. 


Cheers, 


(b)(3)  P.L  86-36 


From: | _ |NSA-S3M2  USA  CIV 

Sent:  Thursday,  May  29,  2014  3:05  PM  _  _ 

To:|  HNSA-S3M2  USA  CIV:|  INSA-D4  USA  CIV:I  INSA-D14  USA  CIV;[ 

I  InSA-D23  USA  CIV: I  1nSA-0  USA  CIV|  |NSA-D  USA  CIV  J 

Cc:[  |NSA-D  USA  CIV;  |tMSA-D  USA  CIV;  DL  ODOC.Medialeaks  (ALIAS)  D4; 

^]NSA-E92  USA  CIV;  DL  media  lea  ks_core  (ALIAS)  D;  DL  sset  (ALIAS)  SI  1 


roved  for  Release  by  NSA  on  04-27-2016.  FOIA  Case  #  7813 


DOCID:  4295027 


Subject:  (U)  SECONDS?!  --  FW:  (U)  Your  question  on  Snowden  and  Authorities _ 

importance:  High  [Below  text  duplicated  in  DOCID  42948871 


Sigh.  I  explained  that  several  times  -  to  HuffPost  and  NBC1 s  Matt  Cole  in  particular. 


- -  Original  Message  — 

From :  Michael  G  Birmingham 
Sent:  Thursday,  May  29,  20 


(b)(3)-P.L.  86-36 


To:  Vines,  Vanee  M;  nsapao 
Subject:  Re:  REPLY:  FOLLOW-UP: 

Vanee1 

Both  Strobel' s  article  and  Gellman*s  Q+A  allow  Snowden  to  misapply  your  quote  to  mean  all 
communication  and  not  just  the  communication  with  colleagues  as  it  was  intended. 

Best,  Mike 


W  Strobel  and  other  beat  reporters  are  seeing  through  the  baloney.  I'm  not  a  fan  of  his 
ending,  but  the  lead  graf  is  spot  on.  This: 


NSA,  Snowden  clash  over  2013  internal  email  release  Thu,  May  29  21:21  PM  EDI  JU 

By  Warren  Strobel 

WASHINGTON  (Reuters)  -  An  email  exchange  released  on  Thursday  shows  Edward  Snowden  questioned 
the  U.S.  National  Security  Agency's  legal  training  programs,  but  provides  no  evidence  the 
former  contractor  complained  internally  about  vast  NSA  surveillance  programs  that  he  later 
leaked  to  the  media. 

Snowden  responded  in  an  email  to  the  Washington  Post  that  the  release  by  U.S.  officials  "is 
incomplete, 11 

The  release  of  the  April  2013  emails  between  Snowden  and  the  NSA's  legal  office  is  the  latest 
round  in  a  battle  between  Snowden,  who  casts  himself  as  a  crusading  whistleblower,  and  U.S. 
security  officials,  who  say  he  failed  to  report  his  concerns  to  superiors  before  acting. 


i 


roved  for  Release  by  NSA  on  04-27-2016,  FOIA  Case  #  7813 
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in  an  interview  with  Nut  News  on  Wednesday ,  Snowden  said  he  had  raised  alarms  at  multiple 
levels  about  the  NSA's  broad  collection  of  phone,  email  and  Internet  connections. 

"I  have  raised  the  complaints  not  just  officially  in  writing  through  email  to  these  offices 
and  these  individuals  but  to  my  supervisors,  to  my  colleagues,  in  more  than  one  office/' 
Snowden  told  the  network, 

"Many,  many  of  these  individuals  were  shocked  by  these  programs/*  Snowden  said,  adding  that 
he  was  advised:  "If  you  say  something  about  this,  they're  going  to  destroy  you." 

The  emails  were  first  released  by  the  office  of  Democratic  Senator  Dianne  Feinstein, 
chairwoman  of  the  Senate  Intelligence  Committee. 

In  a  statement,  the  NSA  said:  "The  e-mail  did  not  raise  allegations  or  concerns  about 
wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed . " 

"There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims/*  it 
said , 

Snowden  told  the  Post  there  were  other  emails  "and  not  just  on  this  topic.  I'm  glad  they've 
shown  they  have  access  to  records  they  claimed  just  a  few  months  ago  did  not  exist,  and  I 
hope  we'll  see  the  rest  of  them  very  soon."  The  email  exchange  appears  to  be  the  first 
internal  communication  by  Snowden,  while  he  was  working  for  the  NSA,  to  be  released  publicly. 

1  INCOMPLETE  LEAK1 

In  an  April  5,  2013,  email  to  the  NSA's  Office  of  General  Counsel,  Snowden  questioned  the 
contents  of  a  mandatory  legal  training  course. 

The  course,  he  wrote,  cited  the  U.S,  Constitution  as  the  nation's  top  legal  authority, 
followed  by  "Federal  Statutes/Presidential  Executive  Orders  (EO)/' 

"I'm  not  entirely  certain,  but  this  does  not  seem  correct,  as  it  seems  to  imply  Executive 
Orders  have  the  same  precedence  as  law,"  Snowden  wrote.  "Could  you  please  clarify?  Thank  you 
very  much,  Ed , 11 

An  unidentified  official  in  the  General  Counsel's  office  wrote  back  three  days  later  that 
executive  orders,  issued  by  a  U.S.  president,  "have  ‘the  force  and  effect  of  law/  That  said, 
you  are  correct  that  E.O.s  cannot  override  a  statute." 

Asked  by  the  Post  on  Thursday  if  he  had  been  was  wrong  in  saying  he  reached  out  to  many 
colleagues  and  supervisors  to  express  his  concerns,  Snowden  replied:  "No,  not  at  all. 

"The  bottom  line  is  that  even  though  I  knew  the  system  was  designed  to  reject  concerns 
raised,  I  showed  numerous  colleagues  direct  evidence  of  programs  that  those  colleagues 
considered  unconstitutional  or  otherwise  concerning.  Today's  strangely  tailored  and 
incomplete  leak  only  shows  the  NSA  feels  it  has  something  to  hide." 

# 


-----  Original  Message  - - 

From:  Robert  Littl 

Sent:  Thursday,  May  29,  2014  09:02  PM 


(b>{3> 

dga  00  N I 


2 


(b)(6)  (b)(3).P.L.  86-36 


DOCID:  4295031 


(b)(3) 

Of  course  the  format  of  written  questions  precludes  any  meaningful  followup.  0GA 


ODNI 


OGA 

It  figures  he'd  say  that.  jb)[6) 


ODNI 


Subject:  Re:  REPLY:  FOLLOW-UP: 


www.washingtonpost . com/world/national-seeurity/edward-snowden-responds-to-release-of-e-mail- 
by-us-officials/20l4/05/29/95l37elc-e78l- Ile3-afc6-aldd9407abcf_story.html 


|b)(3).P  L  86-36 


(b)(3) 

OGA 


DON) 


I  am  launching  now  to  those  that  asked  and  Cole  from  NBC. 


Great.  Let  me  know  when  you've  launched.  Thanks!  ~CH 


Thanks.  On  it  now. 


DOCID:  4295031 


AH, 


I  have  sent  the  below  to  the  press  who  have  contacted  NSA  PAG  today.  We  will  continue  to 
provide  this  language  to  any  other  outlets  that  request  our  response. 


NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 


There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 


- -Original  Message- - 

From:  Green  Miller,  Marci  L 
Sent:  Thursday,  May  29,  2014  12:58  P!^ 
To:  'Hayden,  Caitlin1;  De,  Rajesh; [ 
Cc:  Evans,  Stuart; 


edia;  DL  MLTF  core- 


M3) 

OGA 

ODNI 


ib)(3)-P.L  B6-36 


### 


Marci 


- Original  Message- - 

From:  Hayden,  Caitlin  [mailto^ 

Sent:  Thursday,  May  29,  2014  VI: 48  PM 
To:  Green  Miller,  Marci  L;  De,  Rajesh; 
Cc :  Evans,  Stuart:  Grimes.  Arlene  U:  PI 


4edia;  dl  mltf  core;]  _ 

lines,  Vanee  M;  | 

I;  Beaghley  ,  Sina;  'DNI-mediaffidni.gov1 ; 


_ | Richards,  Rebecca  3; 

Subject:  RE:  REPLY:  FOLLOW-UP: 


_ h  |  I  Vines,  Vanee  M;  _ 

I  l  Beaehlev  .  Sina: 

1  Richards,  Rebecca  3; 

Subject:  RE:  REPLY:  FOLLOW-UP:  - 


- Original  Message - 

From:  Green  Miller,  Marci  L 

Sent:  Thursday,  May  29,  2014  12-46  PM _ 

To:  Hayden,  Caitlin;  De,  Rajesh) _ 

Cc :  Evans .  Stuart  Grimes,  Arlene  U;  Pi  PAQMedia;  DL  MLTF  core; | 

1  1  Vines.  Vanee  M;  CombsT 


|  _ |  Richards,  Rebecca  3 ; 

Subject:  RE:  REPLY:  FOLLOW-UP: 


Beaghley  ,  Sina;  1 DNI-mediaffidni .gov 1 ; 
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Marci 

- Original  Message- - 

From:  Hayden,  Caitlin  T 
Sent:  Thursday,  May  297 


(b)(6) 


[b)(3)-P.L.  86-36 


(b)(3) 

OGA 

ODNI 


2014  12:44  MM 

To:  De,  Rajesh;  Green  Miller,  Marci  L; 


Cc:  Evans,  Stuart;  Grimes,  Arlene  U;  DL  PAOMediaj  DL  MLTF  core;  [ 


(b)(5) 


Vines,  Vanee  M;  Q 


Subject :  KL:  HtPL V:  F0ll(5w-UP: 


^Richards,  Rebecca  1; 


I 


Beaghlev  .  Sina;  ' DNI -mediaOdni . gov ' 


- Original  Message .  (b)(6)  0qA  odn| 

From:  Hayden,  Caitlin  (b)(3)-P,L.  86-36 

Sent:  Thursday,  May  29,  2014  12:43  PM 


To:  'De,  Rajesh';  Green  Miller,  Marci  Lj 

Cc:  Evans .  Stuart: 

Grimes,  Arlene  U;  DL  PAOMedia;  DL  MLTF  coreT] 

’ ;  Vines  .  Vanee  M;j  [  , - - 

1  l! 

beaeniev  ■  bin  a;  DNi-media^dm  .gov '  J 

_ IHichards,  Keoecca  J; 

Subject:  RE:  REPLY:  FOLLOW-UP: 


(b)(3)-P,L.  86-36 
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Cc :  i _ j  Grimes ,  Arlene  U;  PL  PAQMedia;  DL  MLTF  core:f 

- }  Vanee  M;  _ 

_ Ll  I:  Beaghlev  .  5  in  a:  TDNI~mediafi)dni .  gov' ; 

[Richards ,  Rebecca  3; 

Subject:  RE:  REPLY:  FOLLOW-UP:  - 


Ok  with  me,  thx 


!bl(3FP.L  86-36 


- Original  Message- -  -  -  - _ 

From:  Hayden,  Caitlin  | 

Sent:  Thursday,  May  29, "2014  12:2&  PM 

To:  De,  Rajesh;  Green  Miller,  Marci  L; _ 

Cal]  "srimes,  Arlene  U;  DL  PAQMedia;  DL  MLTF  core; 

J -  I-  Vines  .  Vanee  M;  j 


suoject 


I  Richards,  Rebecca  J; 
JW-UP: 


_jnedia(a)dni .  gov ' ;  I 


—  --Original  Message-- -r - 

From:  De,  Rajesh  [mail to 

Sent:  Thursday,  May  29,  2014  12:24  PM 

To:  Green  Miller,  Marci  L; 

Cc : I I  Grimes,  Arlene  U;  L 


Ihlayden,  Caitlin;  [ 
3Wedia;  DL  MlTF^cno 

Vines  ,  Vanee  M;  | _ 

"1  Beaghley  ,  Sina; 


' DMI-mediag)dni  -  gov' ; 


_ [Richards7 

Subject:  RE:  REPLY:  FOLLOW-UP: 


Rebecca 


lust  seeing  this  thread-  I  would  modify  a  little  (below).  Also,  our  leg  folks  just  heard 
from  Grannis  that  Sen  Feinstein  is  releasing  the  email  -  I  don't  know  if  that  is  confirmed  or 
if  lay  needs  to  be  aware  of  that  before  the  briefing  .  ,  * 


--Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 


We  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General  Counsel  asking  for 
an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The 
question  was  received  and  an  answer  was  provided  to  Mr.  Snowden.  There  was  not  additional 
follow-up  noted.  There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  additional  indications  of 
outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to 
his  claims. 


-  -  How  do  you  plan  to  respond  to  the  FOIA  request? 

We  received  the  request  from  NBC  and  are  following  normal  procedures  for  processing  the 
request . 

Rajesh  De 
General  Counsel 
National  Security  Agency 
9800  Savage  Road,  Suite  6250 
Fort  George  G.  Meade,  MD  20755 
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DOCID:  4295031 


Phone : 
Email : 


/ 

963-5548  (secure) 

I/ 

(b)(3)-P.L.  86-36 


- -Original  Message - 

From :  Green  Miller  Marci  L 
Sent:  Thursday,  May  29*  2014  12:20  PM 


To: 


1  Hayden,  Caitlin1 ; 


Cc:  Evans,  Stuart:  Grimes,  Arlene  U:  DL 

y 


FAOMedia:  OL  MLTF core: 
1:  Vines.  Vanee  M; 


Subject:  RE:  REPLY:  FOLLOW - UP : 


;  Beaghley  *  Sina:  1  DNI-mertiai@rini  .pov1  ; 
jKicnaros*  Rebecca  J;  De*  Rajesh; 


Below  was  approved  by  our  GC, 

--Old  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 


(b)(6) 


We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of 
General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he 
had  just  completed.  The  question  was  received  and  an  answer  was  provided  to  Mr.  Snowden. 
There  was  not  additional  follow-up  noted.  There  are  numerous  avenues  that  Mr.  Snowden  could 
have  used  to  raise  other  concerns  or  whistleblower  allegations.  We  have  searched  for 
evidence  of  outreach  from  him  in  those  areas  and  have  not  discovered  any  engagements  related 
to  his  claims . 


--How  do  you  plan  to  respond  to  the  FOIA  request? 


We  received  the  request  from  NBC  and  are  following  normal  procedures  for  processing  the 
request . 


From: 


Original  Message  —  — 


Sent:  Thursday*  May  29(  2014  11:41  AM 
To:  'Hayden*  Caitlin'; 


(b)(3) 

OGA 

oo  m 


L 

ll _ ! _  1'  :  Vines  .  Vanee  M:  f 

1 _ E 

3 

Beaghley  *  Sina;  '  DNI-mediafSdni  .gov'  ; 

Su'B'jec t7  R e7  r epl y 

{Richards*  Rebecca  1;  De*  Rajesh; 

:  FOLLOW-UP: 

OGC  provided  a  draft  response  to  our  PAO  for  consideration. 


Deputy  General  Counsel 
Litigation  and  Management 
National  Security  Agency 

963-0235  direct*  963-5548  {main  line)  (bj(3)-P,L. 86-36 


-----Original  Message: r.--.- _ 

From:  Hayden*  Caitlin 

Sent:  Thursday*  May  29*  2014  11:21  AM 


(b)(6) 
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DOC;iD-:__4.Z9Si}  3 1 

To:  I _ I 


Cc;  Evans-  Stuart.;__Grime5 t  Arlene  U;  DL  PAOMedia:  DL  MLTFcore; 

Vines-  Vanee  M: 


media@dni .  gov *  ;f 


i 


JBeaghley  ,  Sina;  1 DNI- 
jKichards,  Rebecca  J;  De,  Ra jesh; 


Subject:  RE:  REPLY:  FOLLOW-UP: 
Thanks  much!  ^>(6) 

-Original  Message - - - 


(b)(3) 

OGA 

00  N I 


(b)(3)  PI.  86  36 


F  rom : 

Sent:  Thursday,  May  29,  2014  11:20  AM 


Cc:  Evans.  Stuart: 

Grimes  *  Arlene  U;  DL  PAOMedia;  DL  MLTF  core; 

, - Lvinp^ .  Vanee  M:T 

'  i 

iw;ig^A3  ... .  . 

Beaghley  ,  Sina;  ' DNI- 

L-upT 


Subject:  REPLY :  EULLO 
Caitlin, 

(U//FOW)  Got  it,  Arlene's  team  is  on  point  and  working  to  do  the  coordination  and  get 
you  the  responsive  information. 


(b)(3)-P.L  86-36 


"■ - Original  Message 

From:  Hayden,  Caitlin 
Sent:  Thursday,  May  29,  2014  11:02  AM 
To:  De,  Rajesh; 


(b)(3) 

OGA 

ODNI 


(b)(5) 


j 

1  l  VineSj  Vanee  M; 

1  ■  A  1 

jaeagniey  bina 

Subject:  RE:  FOLLOW-UP: 


- -Original  Message- - 

From:  Hayden,  Caitlin 

Sent:  Thursday,  May  29,  2814  8:45  AM 

To:  |  I  I 


(b){3)-R.L  86  36 


Cc:  Evans,  Stuart; 


,  Sina;  'DNI-media@dni.gov'; 
Subject:  Re:  FOLLOW-UP: 


jn: 


JBeaghley 


(b)(6) 
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DOCID:  4295031 

Raj i  inis  is  still  an  active  discussion. 


(b)(5) 


Iujijj-p.l.  an  jb 


-- —  Original  Message 
From:  De,  Rajesh 


Sent:  Thursday,  May  29,  2614  98:40  AM 
To: 


Ct :  Evans,  Stuart;  Grimes,  Arlene  U 


Hayden,  Caitlinj 


DL  PAOMedij" 


iBL 


5 


I 


I 


Vines,  Vanee  M 


Beaghley  ,  Sina;  ' DHI-Mediajffldni .gov*  <DNI-Media@dni  .gov>j_ 

Richards,  Rebecca  D 


Subject:  Re:  FOLLOW-UP: 


(b)(6) 


Ok.  I  seem  to  be  the  only  one  who  thinks  we  should  do  something,  so  I  will  back  off  if 
everyone  else  disagrees. 

(b)(3)  ■  (b)(3) -P  L.  86-36 

OGA 

. Original  Message . .  ODNI 

From:  Robert  Litt P 


Sent:  Thursday,  May  29,  2014  08:18  AM 
To:  'Hayden,  Caitlin*  I 
Cc:  Evans,  Stuart! 


1 


M;  De,  Rajesh; 


II 


iGrimes.  Arlene  U:  DL  PAOHedia:  DL  MLTF_core; 

Vines,  Vanee 


Richards,  Rebecca  J 
Subject:  RE:  FOLLOW- UP: 


DNI-Media  <DNI-Med 


ia@dni.gov> ; 


Beaghiey  ,  Sina 


I've  now  read  the  relevant  portion  of  the  preliminary  transcript,  which  is  excerpted  below: 

"i  actually  did  go  through  channels*  and  that  is  documented,  the  nsa  has  records,  they  have 
copies  of  e-mails  right  now  to  their  office  of  general  counsel,  to  their  oversight  and 
compliance  folks  from  me  raising  concerns  about  the  nsa's  interpretations  of  its  legal 
authorities,  i  have  raised  the  complaints  not  just  officially  in  writing  through  e-mail  to 
these  offices  and  these  individuals  but  to  my  supervisors,  to  my  colleagues,  in  more  than  one 
office,  i  did  it  in  ft.  meade.  i  did  it  in  hawaii.  and  many,  many  of  these  individuals  were 
shocked  by  these  programs,  they  had  never  seen  them  themselves,  and  the  ones  who  had  went, 
you  know,  you're  right,  these  are  things  that  are  are  really  concerning,  these  aren't  things 
we  should  be  doing,  maybe  we're  going  too  far  here,  but  if  you  say  something  about  this, 
they're  going  to  destroy  you.  do  you  know  what  happens  to  people  who  stand  up  and  talk  about 
this?" 


Reading  this.  I'm  not  sure  that  releasing  the  email  will  necessarily  prove  him  a  liar.  It 
is,  I  could  argue,  technically  true  that  the  email  I  have  seen  "rais[ed]  concerns  about  the 
NSA's  interpretation  of  its  legal  authorities."  As  I  recall,  the  email  essentially  questions 
a  document  that  Snowden  interpreted  as  claiming  that  Executive  Orders  were  on  a  part  with 
statutes.  While  that  surely  is  not  raising  the  kind  of  questions  that  Snowden  is  trying  to 
suggest  he  raised,  neither  does  it  seem  to  me  that  that  email  is  a  home  run  refutation. 

Bob 
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MS) 


DOCID:  4295031 


- Original  Message^*— - 

From:  Hayden,  Caitlin 
Sent:  Thursday,  May  29,  2014  8:10  AM 
To:  |  ^jinsa .govT 

Cc:  Evans,  Stuart:  I 


Beaghley  ,  Sina;  DNI-Media; 


Subject:  Re:  FOLLOW-UP: 


- - Original  Message  — -- _ 

From:  |  ~~~  bnsa.govl 

Sent:  Thursday,  May  29,  2014  98:06  AM 
To:  Hayden,  Caitlin  _____ 

Cc:  Evans,  Stuart:  Grimes,  Arlene  U  [ 

MLTF  cor  1 


(b)(3)  RL  86-36 


Evans,  Stuart 


I  Beaghley  ,  Sma;  I _ 

Mediafldni .  gov  '  <PNI  -Mediaifldni  .eov>  :  [ 

_ |  Richards,  Rebecca  J  |  | 

Subject:  FOLLOW-UP: 

(b)(6) 

Good  Morning  Caitlin,  _ 

_ Welcome  your  comments  on  the  following  as  Q&A  issues| _ 

Our  GC  is  already  working  on  them: 


ayden,  Caitlin-  Vines,  Vanee 
De,  Rajesh  F 


r  dni- 


What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about  reporting 
activities  they  perceive  to  be  inconsistent  with  law  or  ethics? 

What  are  the  mechanisms  by  which  that  reporting  can  occur? 

K  6  (b)(5) 

What  is  the  process,  accountability  for  addressing  such  reports? 

Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective  measures? 

Oid  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

Were  his  inquiries  responded  to?  If  so,  how  and  when? 

How  was  our  search  for  any  correspondence  from  him  conducted? 

Was  it  exhaustive  and  authoritative? 

Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 


1C 


DOCID:  4295031 


NOTHING  FOLLOWS 
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DOCID:  4295049 


LIE-  core,  DL  PAOMedia: 


FYSA:  FOLLOW-UP 


From:  Hayden,  Caitlin 


Looping  you  in  to  this  thread  since  you  are  on  point  for  OGC  working  the  proposed  Q&A. 
This  is  germane  to  the  phone  con  we  just  had  with  you. 

EtharJ 

Note  Bob  Litt ' s  ref  to  outreach  to  your  office. 


(to) (6) 


(to)  (3) 
OGA 

ODNI 


fyx  received  the  attached  from  David  Grannis,  which  I  believe  may  reflect  conversations  he 
has  had  with  others  as  well 


Is  there  any  reason  not  to  make  public  the  one  email  that  NSA/FBI  have  located  between 
Snowden  and  NSA  people  involving  a  legal  question?  That  email  is  certainly  not  what  Snowden 
described  in  the  interview...  The  only  reason  that  I  can  see  not  to  release  the  email 
exchange  is  if  people  are  concerned  that  there  are  other  emails  out  there,  so  I  suppose  that 
is  a  question  of  how  confident  are  people  in  their  ability  to  search  old  records.  That 
shouldn't  be  too  difficult... 


(By  the  way,  Sen.  Feinstein  spoke  late  last  week  to  Denis  McDonough  and  Lisa  Monaco  about 
this  very  thing,  having  been  tipped  off  that  it  would  be  part  of  the  interview.  I  followed 
up  with  NSA  OLA  to  make  sure  there  was  a  response  in  place.  I  haven't  seen  anything  yet.) 


Bauman,  Ethan 


Media; I 
SubjectT 


From: 

Sent: 

To: 

Cc: 


Subject: 


iroved  for  Release  by  NSA  on  04-27-2016,  FOIA  Case  #  7813' 


- Original  Message - - - 

From:  Robert  Litt  _ 

Sent:  Thursday,  May  29,  2014  9:59  AM 
To:  'Hayden,  Caitlin';  De,  Rajesh ;| 
Cc:  Evans.  Stuart;  Grimes.  Arlene  U7~ 


_ |  Richards,  Rebecca 

Subject:  RE:  FOLLOW-UP: 


PAOMedia;  DL  MLTF_core;  | _ ^ 

.  Vanee  M;  Combs,  William  F . ; I 
HBeaghley  ,  Sina;  DNI-Mediafl 


-Original  Message- 


(b)  (3) 
OGA 


Robert  Litt ; 

1 _ 

Evans,  Stuart; 

1 

' PAQMedia(Snsa . gov ' ;  'MLTF  corei3nsa.gov’; _ 

1' vmvine3flnsa.gov*;  f 


Beaghley  ,  Sina;  DNI- 


(b)  (6) 


DOCID:  4295078 


From: 

Sent: 

To: 

Cc: 


Subject: 


_ [NSA-SV4  USA  CIV 

Wednesday.  April  09  2014  4:48  PM 

1NSA-S1N3  USA  CIV 

DL  OGC.MediaLeaks  (ALIAS)  D23:  DL  djg.tasker  (ALIAS)  D:  DL  ODOC  Medialeaks 
(ALIAS)  D4;l  [NSA-S3M2  USA  CIV;  |  |nSA-D  USA  CIV; 

DL  SV.MediaLeaks  (ALIAS)  SV43 

RE:  (U)  Immediate  Media  Leaks  Action  for  SV  --  MLTF  1549  --  Vanity  Fair:  Search  of 
Correspondence 


Classification: 


CZI 


The  information  is  attached.  Please  let  us  know  if  you  have  any  questions. 


(b)(3)-P.L  86-36 


FW;  (U) 

Information  Reg.., 


(u//rouo> 


SID  Oversight  &  Compliance 
FISA  Authorities  (SV4) 

Classification  Advisory  Officer  (CAO) 
OPS  1,  3W160A,  Suite  6476 
969-0029  (S)  4  |(U) 

(u//rouo) 


(b)(3)-P.L.  86-36 


From} _ |NSA-S1N3  USA  CIV 

Sent:  Wednesday,  April  09,  2014  4:24  PM 

To:  DL  SV_MediaLeaks  (ALIAS)  SV43  _ 

Cc;  DL  OGC  MediaLeaks  (ALIAS)  D23:  DL  djg  tasker  (ALIAS)  D;  DL  ODOC  Medialeaks  (ALIAS)  D4; 

NSA-S3M2  USA  CIV;  I  |NSA-D  USA  CIV  1 - 

Subject;  (U)  Immediate  Media  Leaks  Action  for  SV  --  MLTF  1549  —  Vanity  Fair:  Search  of  Correspondence 


Classification  r 


lm mediate  Media  Leaks  Action  for  SV 


SV  colleagues: 


DOCID:  4295078 


(€// NF)  Per  the  MLTF  tasker  below,  please  effect  a  search  of  S V  appropriate  repositories  to  see  if  you  have  a  record 
or  records  of  the  Leaker  sending  you  NSANet  email,  or  Web-based  input,  or  some  other  form  of  input  on  high-side  NSA 
IT  systems. 

(C//NF)  See  below  for  full  details,  related  to  a  Vanity  Fair  article  due  out  this  week,  which  is  expected  to  assert  that 
Edward  Snowden  made  an  attempts}  to  express  his  concerns  about  NSA's  activities. 

1C//hir Hidings.  If  found,  provide  a  short  recap  of  the  exchange.  Please  coordinate  directly  with  ODOC,  with  a  Cc  to 
SSCT. 


Regards, 


[ _ I  (b)(3)-P.L.  86-36 

(u//rouo) 

I  1 

SID  Media  Leaks  Team  (SI  Rep) 

(Please  send  all  Media  Leaks  related  emails  to  the  alias  DL  SSCT) 

Ops  1,  1E024  Suite  6209 
966-5884s 

I - f 


From:£ 


NSA-S3M2  USA  CIV 


Sent:  Wednesday,  April  09,  2014  4:  M  PM 

To:  DL  SVJ4edia Leaks  (ALIAS)  SV43;  DL  ssct  (ALIAS)  SI;  DL  NTOC_ML  (ALIAS)  V2 

Cc:  DL  OGC_MediaLeaks  (ALIAS)  D23;  DL  djg_tasker  (ALIAS)  D;  DL  ODOC_Medialeaks  (ALL 

Subject:  FW:  (U)  MLTF  1549  -  Vanity  Fair:  Search  of  Correspondence 

Importance:  High 


Classification :  CONTI  DC  NTIAL/ZNOrORN 

Good  afternoon, 

REF  the  MLTF  tasker  issued  ealier  today  (below). 

Four  your  SA  and  to  ask  for  your  assistance,  we  wanted  to  alert  you  to  this  action  and  ask  that  you  coordinate  with  the 
Agency  OGC,  OIG,  and  ODOC  as  appropriate. 

NTOC  may  want  to  respond  directly  to  the  MLTF  POC  below. 

SV,  please  also  keep  SSCT  apraised  of  anything  you  might  pass  to  ODOC. 


Rgds, 

[ZZI 


(b)(3)-P.L  86-36 


2 


DOCID:  4295078 


Media  Leaks  lask  Force 

(b)(3) -P  L  96-36 

OPS  2B.  2B8090 

969-5009  (s) 

1  h) 

From:]  ^SA-S3M2  USA  CIV 

Sent:  Wednesday,  April  09,  2014  3:28  PM 


DL  QDQC  Media  leaks  (ALIAS 
N5A-D  USA  CIV: 


To:  DL  OGC_MediaLeaks  (ALIAS)  D21 

Cc:  DL  medialeaks_core  (ALIAS)  D;l _ 

NSA-D1  USA  CIV;|  ~  MSA-P  USA  CIV; 

Subject:  (U)  MLTF  1549  --  Vanity  Fair:  Search  of'  Correspondence 

Importance:  High 


D4;  DL  d  iq  taskei 


NSA-D  USA  CIV 


(Below  text  duplicated  in  DOCID  4294509) 


DOCID:  4295078 


"(b)(3)-P  L,  86  36 


NSA-D28  USA  CIV 


From: 

Sent: 

To: 

Cc: 

Subject: 


hsA-SV2  USA  CIV 

Wednesday,  April  09,  2014  12:11  PM 
~|N$A-SV  USA  CIV 

KISA-SV4  USA  CIV 

FW:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2013 


Importance: 


High 


Classification:  UNCLAS$IFIED//fQR  OmCIAL  UGC  ONLY 


Please  see  below. . .  here  are  the  emails  that  were  forwarded  tq 
anyone  who  had  contact  with  the  Leaker.  . . . 


during  the  initial  request  for 


NSA-SV21  USA  CIV 


From£ 

Sent:  Wednesday.  April  09,  2014  12:08  PM 
1USA-5V2  USA  CIV 
_ |MSA-SV21  USA  CIV 


To 

Cc 


I 


Subject:  (U)  Information  Regarding  My  Contact  w/Leaker  in  April  2013 

Importance.  High  [Below  text  duplicated  in  DOCID  4294921  at  10:46  AM) 


Original  Messaee- 


From: 


NSA-SV21  USA  CIV 


(b)(3]-P.L,  86-36 


Sent:  Monday,  June  16,  2013  9:15  AM 


To: 
Cc : 


NSA-SV21  USA  CIV 
NSA-SV21  USA  CIV 


Subject:  (U)  FW:  Comments  from  the  D2  General  Counsel  Email  Us  Form  (1  of  4 


2 


DOCID:  4295078 

emails) 

Importance:  High 


3elow  text  duplicated  in 
DOCID  4294921 


DOe-I-B-:— 4-2-9-50 


From: 

Sent: 

To: 


Subject:  RE:  (U)  FYSA 

Classification :  UNCLASSIFIED/ 


_ JNSA-D28  USA  CIV  ■ 

Tuesday,  May  27,  2014. 12:29  PM  ■ _ &  \  \ 

Vines  Vanee  M  N§A-DM1  USA  CIV]  [nsA-D  USA  CIV;  DL  PAQMedia 

(ALIAS!  Dill  _ _ U 

_ .  lNSA-031  USA  CIV; _  iJ  NSA-Q31  USA  CIV:’| 

^>)SA-D  USA  CIV;  De  Rajesh  NSA-D2USACM  / _ JNSA-D2  USA  CIV; 

1JSA-D21  USA  CIVI  "' . .  I4SA-D23  USA  GV 

RE:  (U)  FYSA:  {U)  NBC's  note  today/leaker 


Deputy  General  Counsel 
Litigation  and  Management 
NSA  Office  of  General  Counsel 
.963-5548  ../.secure) 

I  (unclassified] . . 


(i>)PH».L  86-33 

WW 


Vifibp-p.L 


ATTORNEY  WORK  PRODUCT //ATTORNEY  CLIENT  COMMUNICATION 

PRIVILEGED  COMMUNICATION  _ 

Not  to  ixs  without  OGC  approval 


From:  Vines  Vanee  M  NSA-DN1  USA  CIV 

Sent:  Tuesday, . May  27,  2014  12-.22'  p,v  ' 

To:  |NSA-D  USA  CIV;  DL  PADfYed  a  fAi  TASV  nNI 

Cc:  lNSA-031  USA  Civ|  NSA-Q31  I 

NSA-D 2  USA  CIV;  ^JSA-D28  USA  OV;| 

av  - 7-1 

Subject:  RE:  (U)  FYSA:  <U)  NBCs  note  today/leaker 

Classification:  OCCRDV/NOrORN 

Thanks,  sir. 


M  NSA-D  USA  CIV;  De  Rajesh 

ntem . [M'Ovl . ' - HNSM)2i  USA 


From:| _ jMSA-D  USA  CIV 

Sent:  Tuesday,  May  27,  2014  12:25  PM 

To;  DL  PAOMedia  (ALIAS)  DN1  _ _ 

Cd . . "  ~INSA-Q31  USA  CIV:I 

NSA-P2  USA  CIV;  I  INSA-D28  USA  CIV; 

CIV 


f  . . 

NSA-D  USA  t 

NSA-D2  USA  CIV; 

N 

1SA-D21  USA 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


BATES  NO.  2 


DOCID:  4249175 


Subject:  (U)  FYSA;  (U)  NBCs  note  today/leaker 

Importance:  High 

Classification;  GLCRLT/ZNOrORN- 


Vanee, 

(U/j^SUOj-Here  are  some  of  the  facts  for  background  if  we  end  up  actually  engaging  NBC, 
Regards, 


Media  Leaks  Task  Fore® 

National  Security  Agency/Censral  Seciiriiy  Service 

OPS  2S  2B6090 _ 

JW1CS  I  [ 

UNCI  i 

NSTS  SB9-5M  1 _ 

BLACK  i  I . 


Fromil  hsA-63 1  USA  CIV 

Sent:  Tuesday,  May  27,  2014  12:20  PM 

Toil .  Jn.CA-0  USA  CIV .  " 

Ceil  NSA-Q31  USA  CIV 

Subject:  RE:  (U)  NSC’s  note  today/leaker 
Importance:  High 


Classification:  6E®RlET//NOFbnN 


PI,  86  30 
W'ffl 


""(b)PHM.  0^36 

2 


'lbK3)*P,L,  86*36 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


BATES  NO.  3 


DOC ID :  4249175 

Chief..  Q31 

Cl  investigations  Division 
968-4802(NSTS) 

imCiaSS)-  ■■■■  ■ . . . .  '  .  . (. . TP  'v  "''WPH’-L  86-38 

'This  contains  information  subject  to 'the  Privacy  Act1 


From:  Vines  Vanee  M  NSA-ON1  USA  CIV  .  .. 

Sent:  Tuesday,  May  27,  2014  12:08  PM 

Toil  INSA-D  USA  CIVil™  '  NSA-031  USA  CIV;  DL  medlaleata  core  fALIASI  D;  Grimes 

Ariene  U  NSA-DN  USA  CIV;  DL  PAOMedia  MLIASf  DN1-.  De  Rajesh  NSA-D2  USA  CIV;  INSA-D28  USA 

CIV;|  |M  NSA-D2  USA  CIV;  NSA-D21  USA  CIV  1 - 1 

Subjects'  (0)1' 'NBC's  note  tcday/leaker 


Classification; 


UNCLASSIFIED 


ALCON:  NBC's  latest  note  is  below.  We  have  previously  avoided  talking  about  the  leaker's  specific 


assignments/duties. 


(b)(3)-P.L.  65-36 

MW 

jfe  *  ;fc  £  ^  & 


From;  Cole,  Matthew  (NBCUnlversaQ  [matlla 
Sent:  Tuesday,  May  27,  2014  11:27  AM 
To;,  Vines,  Vanee  M 

Subject;  More  Requests  for  Information 
Vanee, 

Per  our  conversation  last  Friday,  i  have  further  requests  for  comment  and/or  response  from  the  NSA. 

What  units/groups/directorates  did  Mr.  Snowden  serve  in  during  his  various  time  employed  with  NSA  (via  Dell,  BAH  or 
any  other  capacity)? 

Did  Mr.  Snowden  ever  attend  a  meeting  or  meetings  with  the  Director  of  Technology  Directorate  (or  where  dir/  Tech 
was  present)? 

Did  the  NSA  adopt  a  systems  information  program  to  protect  NSA  facilities  (the  data  and  systems)  in  the  event  of  a 
disaster? 

Was  Mr.  Snowden  assigned  to  do  work  on  identifying  China's  cyber  espionage  efforts? 

Was  Mr.  Snowden  asked  or  tasked  to  help  identify  areas  in  NSA's  network  infrastructure  that  were  vulnerable  to 
hacking? 

Did  Mr,  Snowden  keep  his  CIA  PSEUDO  while  employed  with  NSA? 

Generally  speaking,  does  someone  coming  over  from  CIA  keep  their  PSEUDO,  or  does  NSA  give  them  a  new  one? 


<bH3)-P.L.  86-36 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOC ID;  4249175 


BATES  NO.  4 


Thank  you  in  advance  for  your  attention  to  these  questions. 
Respectfully, 


Matthew  Coie 
investigative  Producer 
NBC  News 
30  Rockefeller  Pirn 
New  York,  NY  10112 

Oi  212-664-2047 

cl - 1- 


. wro 


..  .  ;  ;  ..  ..  .  :  ::"'>)i3)-f>.l.8$-3e 

|U//FOUO)  - - - 

’•Vanee*  Vines, _ 

NSA  Public  Affairs  Off  ce 

PersonalCIZZZIIIIk/''969:75G9-S'{NRV) 

PAO  office:  &7  969-7499  S  (NEW)"’ 

Media  Line:  301-688-6524 
Unclass  emaii:j  j 

Classification:  UNCLASSIFIED  /TOR-OFFICIAL  USE-ONLY 

eidSbifeU  Dyj  - — 

Derived  Prom:  NGA/C'SCM  1-5£ 

Declassify  On:  20000501'' 

Classification:--SE'9R"ET//NQrORN - 


OidSSiiteU  ■ 

. Derived  From:  NGA/CSGM . ttj&r 

20070100' 
•BgctasstfjrQrt: 1 2039QD01 

Classification :  "6EeRET//NOr ORN - 

1  Classified  DviP 
-Derived  From:  NSA/CSSM  1  52 

. Dalai.  20070108 

Declassify  On:  20390501 


4 
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BATES  NO.  5 


DOCID ;  4249175 

Classification;  SE6RET//NQF0RN 

Classification:  UNCLA.S  SIFIED/ 


5 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOC ID;  4249177 


From: 

Sent: 

To: 


Subject: 


BATES  NO.  6 
!.%P-P  1.83-36 


Hayden,  Caittin 
Wednesday,  M 


Sina;j 

R  ichafds,  Rebecca 


RE:  NBC/email 


Per  Rateshi . . ^"'r II  1 

lEvar.s  Stt.afj 1  BaaoTfey 
jDNi-iMedia@drii.gQv';  / 

PMecia;  Egan.  Brian  J,;  Heinzelman  Kate:  Fonzotie,  Christopher: 
lEnsor.  Leoinei  K:i,: ■  / \  1 


We're  not  goipg  to  get  the  FOIA  or  re  lease  question  resolved  tonight,  but  please  send  a  possible  G&A  we  can  consiciei 
Anyone  else  getting  queries?  None  here  so  far.  Relatively  little  Twittgr  discussion  on  the  interview. 


From:  Vines,  Vartee  M[ 
Sent;  Wednesday,  May 


[Evans,  Stuart:!  : _ [Beaghley  ,  Sinai 

Medla@dnl,qov‘;i  iRichards,  Rebecca  J 

Cc;  Grimes,  Arlene  U:  DL  PAOMedia:  Eaan,  Brian  J,:  Heinzelman,  Kate:  Fonzohe,  Christopher! 
Ensor,  leoinei  K;]  [;  j  1 

Subject:  Re:  NBC/ email  !  I - 


Reuters  is  now  pounding  the  pavement  over  the  email  issue.  Williams  clearly  said  multiple  sources  confirmed  at  least  1 
email. 

m.  ;  -  .. 

CffiA  '  .......  -  |b)(3)-P.L.8S-36 


ODNI 


Like  I  said,  happy  to  discus^,  first  oped  a  DOJ  view,  .  to-P.L  86-36 


kj.  86-36 


From:  Hayden,  Caitiin 

Sent:  Wednesday.  Mav  28,  -2014  10:38  PM" 

to:  De,  Raiash;!  ; .  "IVines.  Vanee-M; 


/  /  /  [I  Beagfriley..,  Sinai : 

i  ,  /  77"™" |  'Dfl}t-media@dhi,cjOv'  <DNI-rdedia@dni.cc7>7] 

i  ■  / 1  Richards,  Rebecca )  :  i _ I _ \ 

;c:  Grimes,  Arlene  U;  pi  PAdMedia;  Egad,  Brian  J.l  i  1  Heinzeinrsan,  Kate 

;  T  i;  /  i  Fonzone,  Christopher!  : 

“  f  ]  7  ■'  t  Cnsor,  LeoinsilK;  I  . 


1  Eyans,  Stuart 


iul can  'We:3:eas(=  wQrk.a  Q.  and  A  ta  respond  Jo  this  issue? 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


POCID;  4249177 _  . 

Subject:  Re:  NBC/emall . . . : - ——I  ‘  ■ 

Now  that  the  accusation  has  been  made  and  aired,  and  there  is  apparent  y  a  pending  f'pfA  request! 


BATEW 

OSA 


From:  Hayden,  Caitiinl 

Sent:  Wednesday,  May  28,  201-1  02:14  PM, 

To:|  l -Vines;  Vanee  M:  De,  Rajesh;[ 


•  {h)f3)-P.L  86-36 


Evans,  Stuart 


Subject;  RE:  NBC/email 
Gotcha.  Thankst 


From:!  _ | 

Sent:  Wednesday,  May  28,  2014  2: 14  PM  - - — j — L 

To:  Hayden,  Caitiin:  Vines.  Vanee  M;  De,  Rajeshj _  _ _ J  ; 

_ _  _ Evans,  Stuart;!  {Beaghley  ,  Stna; 

media@dni,GQV1:l  I  Richards,  Rebecca  j 

Cc:  Grimes,  Arlene  U;  DL  PAQMedia;  Egan,  Brian  3.;  Heinzelman,  Kate:  Fonzbne,  Christopher 

Ensor,  Leoinel  K;{”  |~ 

Subject:  RE:  MBC/cmaii . ' . ,  1  . . 


(b)(3)-P.L.  86-36 


EVERYTHING  email  and  registry  wise  was  checked. 


Senior  Advisor  St 

Public  Affairs  Technical  Director 

NSTS'  969-7504 

Comm!"  I 

NIPRnet  I 


■:(b)(3)-P.L.  66-36 


meaiatcparii.gov , 


From:  Hayden,  Caitlin|  J  \ 

Sent:  Wednesday,  M&y  28,  2014  1:33  PM  ,  \  -  _ ^ _ _ _ ; _ 

To:  Vines.  Vanee  Ml  De,  Ratesh:!  ~j  •  i _ 


Evans.  Stuart:!  _ JBeaghley ,  Sina; 

_ |  Richards,  Rebecca  3  ; 

Cc;  Grimes,  Arlene  U;  DL  PAQMedia:  Eaan.  Brian  j.:  Heinzelman,  Kata:  Ponzone,  Christopher; 

Ensor,  LeoinelK;  j  '  :  •"  j 

Subject:  RE;  NBv  email  ^  . ; 

NBC  is  asking  whether  our  search  was  just  of  e-mails  to  QGC  or  also  b  the  Compliance  Office.  Can  folks  confirm? 


From:  Vines,  Vanee  Mj 
Sent:  Wednesday,  May  28,  201^ 
To:  Hayden,  Caitlin;  De,  Rajesh; 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOCID :  4249177 

. . 

Evans,  Stuartj _ 


BATES  NO.  9 


Evans,  Stuart! _ [Beaghley  ,  5ina;[  ’DNI-media@dni.gov'; 

1  Richards,  Rebecca  3 

Cc:  Grimes,  Arlene  Cl;  DLpAOMedia;  Egan,  Brian  3.:  Heinzeiman,  Kate:  Fonzone.  Christopher;! 
Ensor,  Leoine!  K;  rr— —  1 

Subject;  RE;  N  Be/ email - .  - 11 . . . . . . 

Roger  that.  Thanks,  CH. 


Vanes'  Vines 
Public  Affairs  Specialist' 

NSA  Public  &  Media  Affairs. 
NEW-'—'—'Media  |jne: 


(b)(3)-P.L  86-36 


From;  Hayden,  Caitiin  | _ 

Sent:  Wednesday,  May  28,  2014 10: 51  AM 

To:  Vines,  Vanee  M;  De,  Rajesh;p  . . . 1'  . ~ ~  \ .  1 

Evans,  Stuartf  ...  "  jieaghley ,  Sira;|  j 'DNt-media^dni.gov’jj 

|  Ricnaras,  Keoecca  3 

Cc:  Grimes,  Arlene  U;  DL  PAQMedia:  Egan,  Brian  3,:  Heinzelman,  Kate:  Fonzone,  Christooheri 
Ensor,  Leoinel  k;|“"^  "  |J  ~ 

Subject:  RE:  NEC/emal  - 1 - 


From;  Vines,  Vanee  M 

Sent:  Wednesday,  Mav  28'. '20'P'"'I0":5D"''^ . 1 _ _ _ _ 

To:  Hayden,  Caitiin:  De.  Raiesh: _ _  |  . . . 

Evans,  Stuartl  iBelghley  7SinaI . .  \l.'DNI-media@dnLgdv7;  j  ' 

. . . TwSardsTRebeoca  3  " 

Cc:  Grimes,  Arlene  U;  DL  PAQMedia;  Egan,  Brian  3.;  Helnzelman,  Kate;  Fonzone,  Christopher; _ _ 

Ensor,  Leoinel  K;[  f:j  """ ~  - 

Subject;  RE:  Nffc/OTI . . . ....  _ -  '  - ~ - 

Hi,  CH.  Matthew  Cole,  the  "investigative  producer"  assigned  tp.hBC's  project,  again  asked  NSA  PAp  abouit  the  e-mail 
today.  I'm  guessing  that  execs  above  him  have  not  filled  him  in  Jhe'Yin  NY.}. 


>)(3j-P.l.  86:36 


■P.L.  S6-38 


Vanee'  Vines 

Public  Affairs  Specialist 

NSA  Pubiic  &  Media  Affairs 

NEW***M******Media  ]jrie;r 


From:  Hayden,  Caitllnj 
Sent;  Tuesday,  May  277 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


BATES  NO.  10 


DOC ID:  4249177 

To:  Vines,  VaQsg„M;„.,De.,.Ba 
Evans,  Stuart; 


OSA  ODNt 


.  .  (b;(3)  P.L.  8t6-36 


"  tl  .  jBeaghley ,  Sina;  ‘DNI-mediatLMhtgoT} 

_ Richards,  Rebecca  3  ^ - r . . . * . . . .  ' 

Cc:  Grimes,  Ariene  U;  DL  PAOMedla:  Eoan,  Brian  J,:  Heinzeiman,  Kate:  Fonzone.  Christos  her: 

Ensor,  Leoinei  K;| . .  . v.  |j— ~ 

Subject:  RE;  NBC/email  '  ' - 7 - - 


DOCID :  4249177 

Subject:  Re:  NBC/emai! 


BATES  NO.  1 1 


Roger  that,  sir.  The  producer  asked  NSA  PAO  to  call  him  on  Friday  morning.  When  !  asked  him  whether  he  could  show  us 
something  or  give  me  a  clue  about  the  fresh  claims,  he  said  he  couldn't  do  so  at  that  point.  He  didn’t  say  NO. 


vanee1  ■'  .. 

mk 

iewNi 

iW 

(b)(3)  PX.  86-36 

From:  De,  Rajesh 

Sent:  Sunday,  May  25,  2014  10:20  AM 

WKKMUlmRm 

H 

Himhhhi 

nl  "r 

Mil 

S  pNI-Media@dni.aovf  <DNIrMedia@dnLaov>; 

n  t-  ■*! 

jftielwds, 

Rebecca  J 

Cc;  grimes.  Arieos,„U,;„„QL„EAQMsdia:f 


" . . 1';  'E'nsor,  teoinef  R: 

Subject:  Re:  NBC/emasi 
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DOCID;  4249177 


BATES  NO.  12 
"(b)(3)-P.L  86-36 


From;  De/  Rajesh 
Sent:  Sunday,  Ma 
To:  Robert  Littii 


object:  Re;  NBC/emaii 


From:  Robert  Litt 

Sent:  Sunday,  Mav  25,  2014  09:25  AM 
Tol  De,  Raiesh:F” 


,  Vanee  M 
IDNI-Media: 


""'W'- . .  . {b)(3)-P.L  86-36 

OONI  . .  . 

. . . ■  (b)(3)- P,L.  36-36 


B 


mes,yme$' 


i-RfcnaraSr  KebeccaT 


Cc:  Grimes,  Arlene  U;  DL  PAOMedia 


I  DNI~M£dia  <OMI-Media@dnLqov>; 


Subject:  Re:  NBC/email 


Ensor,  Leomet 


Sent:  Sunday,  May  25,  2014  08:53  AM  Eastern  Standard  , Time  - 


r  {mbP,L  8S-36 


tRSbert  Utt:.. Vines,  Vanee  I 


DNMviedia; 


Approved  for  Release  by  NSA  on  11-12-2015.  P®j^P(taSfe#^8137 


8 


(MW 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#?^^^  B&36 


DOC ID;  424317? 

Subject:  Re:  NBC/email 


(b)(5)  BATES  NO.  1 4 

tbl(3).pvL,  86-36 


spokesman,  National  Security  Division; 


:|h)(3).p.l.  E3-36 


From:  Evans,  Stuart} _ 

Sent:  Saturday,  May  24,  2014  03:57  PM 


IHeinzelman.  Kate 


{Egan,  Brian  J.  ; 
JFonzone,  Christopher 


juDject;  Re:  NBC/emasl 


Brian,  Kate,  and  Chris  (with  them  actually  added  this  time). 


From:  Evans,  Stuart 


IphVflra L  II* 


Hayden,  Caltlin;  Beaqhiey  f  Slna 
Media@dnlQQV>:l: 


e:  NBC/emali 
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DOCID:  4.249177 


BATES  NO.  15 


OGA 


From:  Robert  Uttj 

Sent:  Saturday,  Nay  24,  2014  1 

To:  De,  Raiesh:  Vines,  Vanee  M‘ 


tandard 


KeDecca  j 

Cc:  Grimes,  Arlene  U;  DL  PAOMedia 
Subject:  Re:  NBC/emaii 


From:  De,  RajeshP 
Sent:  Saturday,  May 
To:  Vines,  Vanee  M| 


^astern  Standard  Time 
I- Robert  Litt;i 


Cc.  Grimes,  Arlene  U 
Subject:  Re:  NBC/emai 


DNI-Media  < 


>p  '  tb|(3)-P.L.8S  36 


- . . .  . . . -■ .  - . WTO" . 

From:  Vines,  Vanee  M  (Ij)(3)-p.l  bs-36 


Cc;  Grimes,  Arlene  U;  Dt  PAOMedia 
Subject:  Re;  NBC/email 


DOC ID  *  424  9177 


BATES  NO.  16 


From:  Robert  Litt| 
Sent:  Saturday.,  M 


ODMl 


Cc:  Grimes,  Arlene  U;  DL  PAOMedia 
Subject:  Re:  NBC/emaii 


From:  Hayden,  Caitiin 
Sent:  Saturday,  May 
to:  Vines,  Vanee  Ml - 


Cc:  'Grimes,  Arlene  U’  | 
Subject:  RE:  NBC/emk 


jDNI -Media  <DNI-Media@dni.gov>: 


3e,  Rajesh 


r:2d  AM  Eastern  Standard  Time 
I  Bfeaahiey ,  Sina  | 

1  Robert  lltt;  |DNI.-Media; 

j'DL  PAOMedia’ 


>}{3j-P,L  86-36 


Evans,  Stuart 


WP) 

{b)j3)-P.L  86-36 


From:  Hayden,  Caitlin 

Sent:  Friday,  May  23, 20  H  6: 10  PM  r 

To:  'Vines,  Vanee  M';  Beaghiey  ,  Sina;  Evans,  Stuart;  'Robert  Lltt';I 
Cc:  'Grimes,  Arlene  U';  'DL  PAOMedia’ 

Subject:  RE:  NBC/emaii 


■DNI-Media’; 


From:  Hayden,  Caitlin 

Sent:  Friday,  May  23,  2014  4:20  PM  , 

To:  'Vines,  Vanee  M’;  Beaghiey  ,  Sina;  Evans,  Stuart;  'Robert  Litf; 
Cc:  Grimes,  Ariene  U;  Dt  PAOMedia 
Subject:  RE:  NBC/email 


DNI-Media; 


Wlfl 

(b)(S)-P.L.  86-38 


(b)(6) 

(b)(5) 

(bj(3)-P.L  86-36 


From;  Vines,  Vanee  Mj _ J 

Sent:  Friday,  May  23, 2014  3:13  PM 

To:  Beaghiey ,  Sina;  Hayden,  Caitlin;  Evans,  Stuart;  'Robert  Utt1 


(bj(3).P.L  86-36 


DNI-Mediaj 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


BATES  NO.  17 


DOC ID :  424S177 

Cci  Grimes,  Arlene  U;  DL  PAOMedsa 
Subject:  NBC/email 

Hf. 

if  you're  still  in,  please  see  my  High  Side  note  about  a  proposal  to  release  the  leaker's  ONE  e-mail  to  NSA  OGC  {and 
OGC's  response  to  his  very  benign  question). 

Stu:  it's  my  understanding  that  you've  had  conversations  about  this  with  Raj  and  others.  The  leaker's  ONE  e-mail  {that 
we're  aware  of)  is  on  the  High  Side,  too. 

NBC  has  yet  to  shed  more  light  on  the  current  claims.  Note:  Many  news  outlets  have  asked  for  a  copy  of  the  e-mail  in 
recent  months.  We'd  have  to  release  it  to  all 


Best, 


Vanee'  Vines 
Public  Affairs  Specialist 
NSA  Public  &  Media  Affays, 
NEW*“'***"'*’,**Media  iinef 


(b}(3).P.L  86-3 
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DOCID:  4249178 


From: 

Sent: 

To: 

Subject 


'{b)(3)-P.L.  E6-36 


De,  Rajesh 

Friday,  May  23,  2014  6:44  PM  | - - - [  , - 4. 

Vines,  Vanee  M:  Bauman.  Ethan:  _ Delong,  John  M;| _ ' 

.  . . . ;TG'rIm'e's'"^rleha"U:  DL  MlTF_staff;  DL  PAOMedia 

Re:  REPLY:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


From:  Vines,  Vanee  M 

Sent:  Friday,  May  23,  2014  06:39  PM 

To:  Bauman,  Ethan f  "'"  t belong,  John  M;  De,  Rajesh; 

Grimes,  Arlene  U;  DL  MLTF_staff;  Dt  PAOMedia 

Subject:  Re:  REPLY:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

SA 


This  news  outlet  has  an  "agreement"/ relationship  with  Mr  GSennG,  It  has  been  working  w/  him  on  stories  in  recent 
months. 


vanee' 


WW 

(b)(3).P.L,  88-36 


From:  Bauman,  Ethan 

Sent:  Friday.  Mav  23.  2014  06:30  PM 

Tol  Delong,  John  M;  De,  Rajesh;  Vines,  Vanee  M; 

Grimes,  Arlene  U;  DL  MLTFmstaff;  DL  PAOMedia 

Subject:  Re:  REPLY;  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Ethan  Bauman 


Me) . . . 

KmobUej . 


■P.L.  86-36 


From:l  . 

Sent:  Friday,  May  23,  2014  06:12  PM  - - - 

To:  Delong,  John  M;  De,  Rajesh;  Vines,  Vanee  M; 

DL  MLTF_staff;  DL  PAOMedia;  Bauman,  Ethan  ..  I"  - - 

Subject:  REPLY:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Grimes,  Arlene  U; 


Approved  for  Release  by  NSA  on  11-1 2-^1 5^ 


Case#78137 


DGCID:  4249178 


BATES  NO.  19 


From;  Delong,  John  M 

Sent:  Friday,  May  23,  2014  1:56  PM _ 

To:  De,  Rajesh;  Vines,  Vanee  M;|  "j  Grimes,  Arlene  U; 

DL  MLTF_staff;  DL  PAOMedia;  Bauman,  Ethan 
Subject;  RE;  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

(!>S'(3)-P1.  86-38 


All, 


John 


:(b)(3}-P.L.  86-36 


jGrimes,  Arlene  U;  DL 


WeVe  had  discussions  wii 

h...W.b.l...about  this|  . 1 

|  This  is  the  same  topic  1 

dfscussedlvitB'ri^  provide  any  more  clarity  as  to  what  they  are  referring  to  so  that  we 

can  confirm  if  it  is  the  same  thing?  Adding  Ethan. 


From:  Vines,  Vanee  H 

Sent:  Friday,  May  23,  2014  09:31  AM  _ 

To:  De,  Rajesh;! 

DL  PAOMedia;  Delong,  John  M 

Subject;  Fw;  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

Mr.  Raj,  w/  its  story  done,  NBC  is  asking  us  to  fact-check.  Incredible.  We'll  get.  more  info  soon  from  the  producer,  in  the 
meantime,  there's  apparently  a  fresh  claim  about  email  the  leaker  allegedly  sent  to.OGC  or  a  Compliance  official.  PSease 
see  the  producer’s  note  below.  Our  December  statement  about  ...no  evidence.,.,  is  what  PAO  has. 


primes,  Arlene  U;  DL  MLTFjjtaff; 


i(b)(3)-F.L  86-36 

John  Delong,  CCEP 
Director  of  Compliance 
National  Security  Aaencv 


From:  De,  Rajesh 

Sent:  Friday,  May  23.  2QH  10:18  AM _ 

To:  Vines,  Vanee  Mil 

MLTfLstaff;  DL  PAOMedia;  Delong,  John  M;  Bauman,  Ethan 
Subject:  Re:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


vanee’ 

This; 


(bJ(3)-P,L  86*36 


tom. 


wm 

OGA 

DDNl 


2 
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BATES  NO.  20 


DOCID;  4249178 

Subject;  RE:  NBC  NEWS /  EDWARD  SNOWDEN  INQUIRY 

Yes,  have  read  that  story  closely,  and  noted  NSA's  response.  Am  asking  again,  based  on  more  detailed  claims  in  our 
interview,  whether  Mr.  Snowden  sent  any  emails  to  the  OGC  or  any  other  compliance  office  within  the  agency  regard  his 
concerns  about  any  of  the  NSA's  programs.  Further,  were  any  emails  sent  by  Mr.  Snowden  specifically  in  2013  to  anyone 
in  the  NSA  that  displayed  or  suggested  Mr,  Snowden's  concerns  or  objections  to  NSA  programs. 

I'm  at  my  desk,  . .  -  ■  . . . . . 

. . . . '  MW 


From:  Vines,  Vanee 

Sent:  Friday,  Hay  23,  2U14  y:  1/  AM 


i-P.L.  86-3f 


To:  Cole,  Hatthew  (NBCUniversal) 

Cc;  DL  PAOMedia;  ‘DNDMedia@dni.gov;  nsapao 
Subject;  Re:  NBC  NEWS /  EDWARD  SNOWDEN  INQUIRY 


What  do  you  mean?  An  email  about  *what*?  Have  you  seen  Mr  Geiiman’s  story  from  December?  This  is  what  we  said 
then  in  response  to  the  allegations  that  Mr  Geilman  reported  on: 


"After  extensive  investigation,  inciudirtg  interviews  with  his  former  NSA  supervisors  and  cCrtvorkers,  we  have  not  found 
any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought  these  matters  to  anyone's  attention." 


I'll  call  soon.  Thx! 


From:  Cole,  Matthew  (NBCUniversal)  [mailto 

Sent.  Friday,  May  23,  2014  09:07  AH  - 

To:  Vines,  Vanee  Mj  | 

Cc:  DL  PAOMedia;  ,bNi-Meaia@dnT7aov1^<DNr:'HedlaCTd'ni.qov'>'';  nsapao  1 

Subject:  RE:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

Let's  start  with  this  one,  but  I  will  still  need  to  have  a  follow  up  phone  conversation. 

Can  the  NSA  and/or  DNI  confirm  or  deny  that  Mr.  Snowden  sent  emails  to  the  NSA's  OGC  or  any  other  internai/agency 
legal  compliance  body? 


NBC  News  is  aware  that  in  the  past  NSA  has  denied  that  they  can  find  any  such  emails. 


From:  Vines,  Vanee  M|  . 

Sent:  Friday,  May  23,  2014  8:52  AH _ 

To;  Cole,  Hatthew  (NBCUniversal);! 

Cc;  DL  PAOMedia;  *D  NI~Media@drti.gov';  nsapao 
Subject;  Re;  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

Wilt  call,  But  can  you  also  put  it  in  writing  now  so  that  we  can  work  it  faster?  Writing  is  easier.  Thx. 


v 


(b){3)-P.L.  8S-3i 


3 
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BATES  NO.  21 


DOCID:  4249178 

From:  Cole,  Matthew  (NBCUniversai)  fmaiito 
Sent:  Friday.  Mav  23.  2014  08:42  AM 

To 


Subject:  NHL  NhWW  bbWA^DTNOTONlTO'QUmY'1'' 

Shawn  and  Vanee, 


Mnes,  Vahee  M 


MW 

OGA 

QONl 


As  you  may  have  seen,  NBC  News  will  be  airing  a  long  interview  with  Edward  Snowden.  Given  that  he  makes  plenty  of 
claims  in  the  interview,  I  have  the  enviable  job  of  checking  the  veracity  of  said  claims,  is  it  possible  to  discuss  by  phone 
at  your  earliest  convenience.  I  have  initial  inquiry,  then,  by  mid  day,  t  should  have  the  final  3  or  4, 

Regards, 


Matthew  Cole 
Investigative  Producer 

NSC  News  (b)gj) 

30  Rockefeller  Plza 
New  York,  NY  10112 

0:  212-664-2047 

Ci|  \ 


A 
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DOC  ID-;  424  917S 


BATES  NO.  22 


N$A~P4  USA  CIV 


_ _ MSA-D4  USA  CIV 

Mondavi  June  09,  2014. 10:23  AM 

KlSA-S3M2  USA  CIV 

DL  OGC  Med  iaLeafe  (AUAS)  [>23;  DL  djgjasker  (AUAS)  D;  DL  adsj-egistry  (ALIAS)  Q09; 

INSA-D  USA  CIV;  DL  ODOC„Medialeaks  (ALIAS)  D4;  Dl  ssct  (AUAS)  SI; 
DL  NTOC_Ml.  (ALIAS)  V2  . 

RE;  (U)  Final  "reference"  document:  Q&A  for.Snowden's  Concerns  and  Notification 

Classification:  G0NFIDENTIAL//N0F9RN-- . 


Attached  is  ODOC  feedback  on  the  revised  document.  Mostly  smali  tweaks, 


With  regard  to  your  response  to  (below)] 

Thank  you  for  the  opportunity  to  review. 

(b)(3)-i?.L  B&3& 

FINAL  QA  archive 
doc_2Gl'J0406,„ 


From: 

Sent; 

To: 

Cc: 


Subject: 


(u//rouo) . . 

.  . ~ . ~ .  |CCEP . 


Training  Program  Manager 

Office  of  the  Director  of  Compliance,  D4 


OPS  2: 2B8054 
Personal:  963-2510  (sj. 
Office:  963-1705  (s). 


]w 


(U/fFOUQ.) — 


Jic^c-y/draj:\ba<|^ 


"ji)}i3)-P.L.  85- 


From 


JNSA-S3M2-  USA  CIV 
Sent:  Friday,  June  06,  2014  4:43  PM 
To|~  lMSA-0  USA  CIV 


Cc:  DL  OGC^MediaLeaks  (ALIAS)  D23;  DL  djgjasker  (ALIAS)  D;  DL  adsjragistry  (ALIAS)  Q09;| 
USA  CIV;  DL  ODOC  „Medlaieaks  (ALIAS)  D4;  DL  ssct  (ALIAS)  Si;  DL  NTOCJ4L  (ALIAS)  V2 
Subject:- RE:  (U)  Final  "reference’'  document:  Q&A  for  Snowden's  Concerns  and  Notification 


NSA-D 


1 
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BATES  NO.  23 


DOC ID  I  4249179 
Classification :  eeNFiBENTl AL//NOP 6RN 


I  (b)i3!#,ue-3e 

- 1  ■  ...  m 

Thanks  for  the  suggestions! 


Just  to  Set  you  know...!  .also" received,  the  suggestion  to  | _ _ 

■Will  consider  your  additional  narrative  in  that  context.. .and  then  take  another  holistic  look  at  the  entire 
response  before  deciding. 


Thanks  again! 


-  i';  •  "''(t>M3)-P.L. 83-36 


Media  Leaks  Task  Force 
OPS  2B,  2S8090 
869-5009  fs) 

|u)  - 


From 


NSA-Q  USA  CIV 


Sent;  Friday,  June  06,  2014  3:49  PM 
To;  i .  .  NSA-S3M2  USA  GV 

Cc;  DL  OGC_MediaLeaks  (ALIAS)  D23;  DL  djg Jasker  (ALIAS)  D;  DL  adsj-egistry  (ALIAS)  Q09; 
USA  CIV;  DL  ODOC„Medialeaks  (ALIAS)  D4;  DL  sscfc  (ALIAS)  SI;  DL  NTOC_ML  (ALIAS)  V2 
Subject:  (U)  Final  "reference"  document:  Q&A  for  Snowden's  Concerns  and  Notification 


NSA-D 


Classification:  eQNriDCNTIAU/NOrORtt 


liisttr  couple  of  suggested  tweaks. 


Thanks  for  the  opportunity  to  review. 


ADS&CI  Chief  of  Staff 
968-6Q00(s);  I 


(b}j3)-P.L  SS-35 


«  File:  FINAL  QAarchive  doc  2014G406,docx  >> 


From 


]nSA-S3M2 


Sent;  Friday,  June  2014  1:44  PM 


USA  CIV 


|b}{3)-P.L.  86-35 

im 


i 
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BATES  NO.  24 


DOCID:  4249179 

To:  DL  OGC_MediaLeaks  (ALIAS)  D23;  DL  djgjasker  (ALIAS)  D;  DL  Q„  REGISTRY;! 

DL  ODOC  Medialeaks  (ALIAS)  D4 

Cc:  DL  ssct  (ALIAS)  SI;  Dt  NTOC  ML  (ALIAS)  V2 

Subject::  (U)  Final  "reference”  document:  Q&A  for  Snowden's  Concerns  and  Notification 


NSA-D  USA  CIV; 


Classification:  •CQNnDCNTIAL//NQFORN 


:  '(bj(3)'P.L.  se 


(U)  As  you  may  know,  the  release  of  that  single  email  from  Snowden  to  OGC  caused  little  bit  of  a  stir,  and  we  provided 
your  input  to  the  White  House  and  others  to  help  them  navigate  thru  the  hews  conferences  and  follow-up  questions. 
Thank  you  for  your  help  on  that! 

fU)  Post-event  has  been  relatively  quiet,  but  could  still  bubble  up  if  the  media  or  Snowden  wants  to  push  the  issue. 

recommended  that  we  change  the  Q&A  paper  to  an  archive  or  "reference"  document  so  that  we  can 
respond  quickly  to  any  further  issues  on  this  release. ..and  to  create  a  living  document  should  there  be  any  further 
queries  on  the  release  or  any  potential  discoveries  of  similar  evidence  as  the  investigation  continues.  We  will  post  this 
paper  in  the  appropriate  MLTF  action  folder  {MLTF 1602)  as  well  as  the  talking  points  areas  of  the  MLTF  web  site  to 
make  it  more  accessible  to  Agency  employees. 

(U)  Attached,  please  find  the  "reference"  document  for  your  review.  It  incorporates  your  most  recent  updates  and 
corrections,  as  weli  as  some  structure  for  readability  for  anyone  who  might  follow  us  in  the  world  of  Media  Leaks. 

«  File:  FINAL  Q&A„archive  doc  20 14040a  ,docx  » 

(U)  Would  appreciate  one  last  look  by  your  offices  before  we  post  this  on  the  MLTF  web  site. 

Thank  you  againi 


Rgds, 


. (b>{3>-p,u  ee-36 
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National  Security  Agency 
Media  Leaks  Task  Force 


Date:  06  June,  2014 

Re:  (U/ffiOUQj-  Reference  Document:  Q&A  Prep  for  Snowden's  Claim  of  Concerns  and 

Notification 


(U)  Executive  Summary 


(( J ffiv QUO j-^Fol lowing  the  NBC  interview  with  Edward  Snowden  broadcast  on  28  MAY  14,  the 
Intelligence  Community  decided  to  release  the  only  known-email  exchange  (known  ti>  exist  at 
the  time)  between  Edward  Snowden  and  the  NS  A  Office  of  the  General  Counsel  in  which  a  basic 
question  of  legal  precedence  was  asked  and  answered  by  an  OGC  lawyer,  A  Question  &  Answer 
paper  was  developed  for  US  Government  officials  to  provide  background  and  unclassified 
talking  points  to  support  the  release  at  news  conferences  and  any  potential  follow-up  questions. 
Selected  portions  of  that  paper  were  actually  used  by  the  public  affairs  offices  at  the  White 
House  and  GDN1  level  ■ 

(U//EQIJO)-  As  the  event  progressed  the  Q&A  package  was  modified  to  become  the  paper  that 
follows  below.  This  new  paper  is  intended  to  be  a  reference  source  for  the  event,  or  as  a  starting 
j  point  should  any  further  evidence  come  to  light  in  tSie  continuing  investigation-, 

(U)  Bolding  and  emphasis  in  this  paper  is  primarily  for  the  benefit  of  the  reader,  and  is  not 
required  to  be  included  in  any  formal  responses  to  queries  bn  these  topics. 


(U)  The  Trigger  Event 

(U)  Edward  Snowden  has  repeated  claimed  to  have  made  attempts  to  express  his  concerns  about 
the  lawfulness  of  certain  "NS  A  activities  to  NS  A  colleagues,  leadership,  and  through  official 
channels.  The  following  serves  as  an  authoritative  accounting  of  facts  as  relates  to  this  claim  am! 
should  be  used  as  the  basis  for  considering  any  responses  related  to  these  i agues. 


Cma&jAiu  [jy 
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(U)  Framing  Questions 


(IWF0UD! 

A,  Did  Snowden  raise  contents  with  NSA  as  lie  said  he  dltl? 

{U}  We  have  found  a  single  instatice  of  one  email  inquiry  by  Edward  Snowden  to  die  office  of 
General  Counsel  asking  for  m  explanation  of  some  material  that  was  in  a  training  course  he  had 
just  completed.  The  question  was  received  and  an  answer  was  provided  to  Mr,  Snowden,  There 
was  not  additional  follow-up  noted.  There  are  numerous  avenues  that  Mr.  Snowden  could  have 
used  to  raise  other  concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of 
outreach  from  him  In  those  areas  and  have  not  discovered  any  engagements  related  to  Ids 
claims,  ((Note:  This  paragraph  was  publicly  released  via  the  White  House  Press  office  on  29 
MAY  14)) 


B.  How  did  NSA  respond  to  tlte  NBC  FOIA  request? 

(U)  NBC  issued  a  FOiA  request  for  any  and  all  evidence  that  Edward  Snowden  had  formally 
filed  his  concerns  with  Agency  authorities.  The  FOiA  request  was  being  handled  according  to 
the  normal  process  when  it  was  overtaken  by  a  decision  on  the  part  of  the  NSA  Director  to 
release  the  text  of  the  one  a -mail  referenced  above, 

(U//F0UO)  Shortly  after  noon  on  28  May  2014,  NSA  provided  the  response  to  Question  A, 
above,  along  with  a  redacted  version  of  the  one  email  inquiry.  A  copy  of  that  redacted  version  is 
stored  in  MLTF  Action  folder  1602. 

(UtfFQUQfr  NSA  contacted  NBC  the  following  week  to  dose  out  the  request  and  informed  them 
that  the  one  email  that  responded  to  their  inquiry  was  now  public  record  for  all. 
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NSA  Background  to  Potential  Q&A  Responses: 

1.  What  is  the  training  and  $  wareness  provided  to  government  and  contractor 
employees  about  reporting  activities  they  perceive  to  be  inconsistent  with  law  and 
policies? 


Training 

(U)  NS  A/CSS  provides  framing  lo  ail  employees  in  order  to  main  la  in  a  high  degree  of 
$$ nativity  to,  anti  understanding  of  the  intelligence -re  I  a  ted  laws,  regulations  and  policies 
associated  with  the  protection  of  privacy  rights  during  mission  operations.  Throughout  the 
curriculum*  the  instruction  repeatedly  emphasises  the  employee's  responsibility  to  report 
questionable  activity  and  the  mechanisms  to  do  so. 


(UflPOUfc)  Selected  courses  are  mandatory  before  an  employee  (civilian,  military  or  contractor) 
can  gain  access  to  certain  SfGINT  operational  systems.  These  specific  training  courses  discuss 
the  limitations  of  SlGfNT  authorities  and  mission  operations  to  include  reminders  and  guidance 
about  who  to  contact  with  questions  about  scope  of  authorities,  and  who  to  contact  if  there  ait; 
known  or  even  potential  compliance  concerns. 


The  Basics  -  OVSCIOOO 

(U)  Below  are  examples  from  NSA’s  core  Intelligence  Oversight  £lO)  course  ^NSA/CSS 
Intelligence  Oversight  Training”  (OVSC  100(1),  This  course  provides  training  to  all  employees 
in  order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence- related 
laws,  regulations,  and  policies  associated  with  the  protection  of  11$,  person  privacy  rights  during 
mission  operations. 


(U)  (Most  contractors  arc  rcqyircd  to  take  tills  course,  However,  it  is  not  mandatory 
for  all  contractors  and  will  depend  on  their  assignment,  dudes,  and  the  stipulations  of 
their  controlling  contract,  Snowden's  role  as  a  systems  administrator  supporting  SIGINT 
operations,  and  later  as  an  anal yst-in-ira Ini ng  in  APR  -MAY  2014  would  clearly  place 
him  in  frnsdhe  category  of  those  required  to  complete  OYSClOOO, 


Snowden's  training  record  is  considered  Personally  Identifiable-' 
Information,  and  the  protection  or  dissemination  of  that.  Information  ts  governed  by  UrS- 
law  and  Agency  policy,  and  is  not  paper.  For  more  information  about 

S now.de n  *s  da t a ba se  a ccess es:" is&'i  If  set,  and  t mmtng  record,  see  action] 

[for  Imore  information. 


j  (U)  In  OVSC 1 OGQ,  sStudents  are  familiarized  with  the  major  tenets  of  core  10  documents, 
including  Directive  Type  Memorandum  (DTM)  0.8:052;  ^DoD  Guidance  for  Reporting 
Questionable  Intelligence  Activities  and  Significant  or  Highly  Sensitive  Matters,1’  The 
|  following  are  examples  of  guidance  provided  within  QYSCTOOdhe  course:. 
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(U)  If  you  beeom  e  aware  of  a  violation  of  (he  author  it  ks,  you  should  report  it 
immediately  If  you  ate  unsure  if  a  violation  has  been  commit  fed,  consult  with  your 
manage?}  your  organization  ’a  10  representative!  or  Compliance  organization.  You  guy 
also  contact  (he  NSA  OGC  or  flat  NS A/CSS  Office  of  the  Inspector  General  or  OIG  for 
assistance, 

(V)  U  h  important  for  personnel  to  understand  that  for  purposes  af  intelligence  activities 
governed  by  £.0,  12333,  DoD  Regulation  5240 ,  kR  contains  the  approved  procedures 
for  use  within  Doll  These  procedures  also  reflect  DoD  policies /or  employee  conduct 
that  require  you  to  be  familiar  with  restrictions  on  the  collection,  retention  and 
disscmifiadon  ofU.S,  parson  information  and  the  responsibility  to  report  questionable 
intelligence  activities  to  the  NSA  OGC  or  NSA/CSS  KI 

(V)  Employees  shall  report  any  questionable  activity  to  the  NSA  OGC  or  NSA/CSS 
OIG,  A  questionable  activity'  is  defined  as  any  conduct  that  constitutes*  oris  related  to, 
an  intelligence  activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential 
directive,  or  applicable  DoD  policy.  Employees  may  also  report  questionable  activities 
directly  to  the  DoD  General  Counsel  or  Assistant  to  the  Secretary  of  Defense  for 
Intelligence  Oversigh  if  A  TSD(IO) , 

(V)  DIR  NSA  is  also  responsible  for  ensuring  that  no  adverse  action  is  taken  against  an 
employee  because  the  employee  reports  a  questionable  intelligence  activity  pursuant  to 
the  established  procedures.  In  addition,  DTM  08-052  contains  specific  requirements  for 
reporting  to  the  President's  Intelligence  Advisory  Board  questionable  intelligence 
act  Dims  and  significant  or  highly  sensitive  matters  that  could  potentially  impugn  the 
reputation  or  integrity  of  the  DoD  Intelligence  Community  or  otherwise  calf  into  question 
die  propriety  of  an  intelligence  activity.  Should  you  need  clariji  cation  or  have  questions 
about  the  reporting  requirements  for  possible  significant  or  highly  sensitive  matters,  you 
should  consult  with  your  manager,  ymr  compliance  organ! lativfh  t he  NSA  OGC  or  (he 
NSA/CSS  OIG . 

(U)  Report  questionable  or  significant  and  highly  sensitive  intelligence  itetmties  to  the 
NSA  OGC  or  NSA/CSS  <?/(?.  You  can  find  contact  information  am  be  found  in  the 
Resources  section. 


Awareness 

(U//TOU9)  NSA  employees  are  provided  information  on  how  to  report  concerns  reprdlng  their 
work,  or  their  work  environment  in  a  number  of  different  venues  to  include  formal  training, 
briefings  to  large  and  small  audiences,  Agency  static  and  electronic  billboards  and  wall  displays, 
and  Agency- wide  emails  and  announcements,  AH  employees  are  made  aware  of  how  they  may 
report  concerns,  even  anonymously,  within  or  otnskfe  their  supervisory  management  chain,  The 
relevant  processes  are  reinforced  in  recurrent,  mandatory  training,  Depending  on  the  particular 
issue  and  individual  ei  rerun  stances,  NSA  employees  may  repo  if  concerns  through  many  different 
avenues  inside  NSA,  across  iheExecutive  Branch,  and  to  Congress,  The  NSA  OIG  websi|£ _ 

4  -^etofRcJ  - 
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provides  information  aboui  submitting  hotline  complaints  and  addresses  anonymity  and 
confidentiality  concerns, 

(U)  Prior  to  the  Snowden  incident  (pre-MAY  20£3)1  the  OIG  issued  a  number  of  agency-all 
messages  summarizing  investigation  results  of  illegal  activity  and  messages  covering  policies 
and  avenues  for  reporting  suspected  mismanagement  and  violations  of  law,  policy,  ami 
regulations-  While  not  every  IG  report  during  ibis  time  frame  dealt  with  intelligence  matters, 
they  all  contained  the  following  statement  about  the  mission  of  the  OIG  and  how  concerns  can  be 
reported: 

The  NSA  Office  of  the  inspector  General  actively  investigates  allegations  of fraud  against 
Gw  Agency.  The  OIG  is  committed  to  eliminating  fraud  waste,  mismanagement  of 
Agency  resources,  and  abase  of  authority.  If  yon  are  aware  of  potential  fraud,  waste,  or 
abase,  please  report  your  concern  to  the  OIG  by  visiting  the  Hotline  office  in  2B70S8 , 
calling  963-5023,  or  visiting  the.  OIG  Hotline  website.  You  may  remain  anonymous  when 
submitting  concerns  to  the  OIG  Hotline,  If  you  choose  not  to  remain  anonymous,  your 
identity  will  he  protected, 

(U)  After  MAY  2013  and  the  issuance  of  NSA/CSS  Policy  1*60,  the  [G  issued  a  Specific 
message  addressing  reporting  policies  and  how  to  submit  concerns  in  JUN  2013  and  repeated 
this  message  in  2014, 


(If)  Within  the  Agency  and  the  Federal  Govern  men  I  there  are  several  avenues  for 
reporting  suspected  mismanagement  ami  violations  of  law,  policy  and  regulations.  We 
recommend  that  you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your 
leadership;  managers  are  often  in  the  best  position  to  assess  concerns,  recognize  process 
shortfalls*  and  take  corrective  action. 


(UUF'O U Off f  you  believe  that  management  has  not  been  able  to  resolve  your  concerns, 
the  Office  of  the  Inspector  General  (OIG)  can  assist,  NS  A /CSS  Policy  F60  requires  that 
NSA/CSS  personnel  report  to  the  OIG  possible  violations  of  law,  rides,  or  regulations; 
mimanagemefu:  gross  waste  of  funds;  misconduct  by  senior  officials;  or  abuse,  of 
authority.  A  compkdmmTs  identity  is  protected  by  faw,  and  NSA/CSS  Policy  1-62  protects 
employees  from  reprisal  for  cofH&utfticat  fans  with  the  DIG L  You  can  contact  the  OIG  by 
telephone  {963*5023},  in  person  (OPS  2 B  7088),  or  anonymously  through  our  Web  site 
C’gofU"). 

(U)  The  Intelligence  Community  Whistleblower  Protection  Act  (ICWPA)  allows  employees 
to  report  1f urgent  concerns  "r  to  the  intelligence  committees  of  Congress,  A  complaint  made 
ht  accordance  with  the  ICWPA  ensures  that  your  concerns  are  addressed  and  that 
classified  information  is  protected,  ICWPA  complaints  are  made  through  the  NSA/CSS 
OIG  or  the  Department  of  Defense  Kf 


(U)  If  you  have  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  ("go  10  f 
or  contact  the  /G  Hotline  (ighoddw\a)nsa,  icrgQv)  on  NSA  Net,  Contact  the  U, &,  Cyber 
Command  /,(f  ^  '  . jr? bout  problems  involving  that  organization. 
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2,  Wlmf  are  the  mechanisms  by  which  that  reporting  can  occur? 


[  {1I//F  0  U  &)>  The  re  a  re ’various  mechanisms  te-bywhich  reporting  can  occur.  Employees  arid 
contractors  may  provide  information  to  the  DoD  OIG,  iC  QiG,  NSA  jolG[  anonymously,  the  OIG 
website  via  phone,  in  writing  or  to  various  offices  within  NSA  such  as; 

*  th  e  0  fffae  of  Equa  1  E-mp]  oy  m  en  1 0  p  po  dun  i  ty  &  D  i  ■ ve  rs  i  ty , 

K  the  Office  of  the  Director  of  Conip  ha  nee, 

»  the  Office  of  the  General  Counsel,  and 

*  the  Privacy  and  Civil  Liberties  Office. 

M  the  A ssoc I ate  D i reo far  a fa  for  Security  & ^Co u n fari nte 1 1  ige nc e 


(U)  The  IG  Act  of  1978,  as  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act  (fCWPA),  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for 
reporting  to  Congress  classified  information  alleging  wrongdoing.  Employees  may  contact  the 
intelligence  committees  directly  only  if  the  employee  - 

a}  before  making  such  a  contact,  famishes  to  the  head  of  the  establish  mem,  through  the 
Inspector  Genera  \f  a  statement  of  the  employee's  complaint  or  information  'and 
notice  of  the  employee's  In  lent  to  contact  the  intelligence  committees  directly;  and 

b)  obtains  and  follows  from  the  head  of  the  establishment,  through  the  Inspector 

General,  direction  on  how  to  contact  the  intelligence  committees  in  accordance  with 
appropriate  security  practices. 


3,  Whaf  is  the  process,  accountability  for  addressing  such  reports? 


(UffFOUQ^When  an  si  legation  is  presented  to  the  NSA.OTG  or  referred  to  them  by  an  internal 
agency  element,  the  OIG.  Investigations  Division  reviews  it  to  determine  the  appropriate  action. 
The  NSA  OIG  also  responds  fa  referrals  from  external  agencies  when  appropriate.  Complaints 
regarding  systemic  process  problems  may  be  referred  to  the  OIG  Audit  or  intelligence  Oversight 
Divisions.  Concerns  involving  violations  of  law  or  policy  arc  pursued  via  a  preliminary  inquiry, 
and  if  warranted,  via  an  investigation,  by  the  Investigations  Division,  All  complaints  and  their 
outcomes  are  tracked  through  the  Inspector  General  case  management  system. 

(U)  If  an  inquiry  is  reported  directly  to  Congress  and  a  copy  is  not  provided  to  Agency 
authorities  (see  Question  2  above),  then  the  NSA  ClG  may  not  have  knowledge  of  such  a 
request 
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4,  Is  there  a  record  pf  those  kinds  of  inquiries  and  responses? 


|  (Uff-OyCfr  The  jjSAOtG  tops  ft  record  of  alt  inquiries  and  actions  taken. 


5*  Do  we  jNSA  j  have  any  examples  of  reported  activity  which  resulted  in  corrective 
measures? 


(UfffiQV G-hActi  vi ty  that  is  found  to  be  a  violation  of  law,  directive*  or  policy  is  thoroughly 
reviewed  to  determine  corrective  action,  "NSA's  incidents  are  most  often  tied  to  human  error  or 
technical  malfunction  to  Is  corrected  by  local  management  within  die  capabilities  of  the 

|  existing  systems  in  consultation  with  the  NS  ft  ,010  and  senior  leadership.  As  of  JUN  20 1 4  and 
as  previously  reported  to  the  intelligence  committees^  the  GIG  h  aware  of  thirteen  Instances  of 
intentions]  misuse  of  the  SIGl'NT  system  by  mriivi duals  over  the  last  10  years.  Most  were 
referred  to  the  Department  of  Justice,  and  eventually  ended  with  the  departure  of  the  employee 
involved.  Auditing  and  monitoring  processes  in  the  operational  areas  where  many  of  these 
violations  took  place  were  significantly  modified  or  improved, 

j  (U/rTOUffi  Other  than  violations  reported  by  NgA_t)QC  K>  the  Department  of  Justice,  we  are 
not  aware  of  any  SfGTNT  programs  or  activities  that  are  inconsistent  with  the  law,  Each  quarter, 
the  01G  and  OGC  review  reported  instances  of  non- comp!  lance  with  SIGINT  and  Information 
Assurance  authorities  that  are  typically  the  result  of  human  error  or  technical  malfunction.  These 
matters  are  addressed  by  local  management  or  through  other  corrective  actions  tffen-both 
directed  by,  and  in  con  ceil  with, by  N  S  A '  s  com  pi  i  an  c  e  erga  n  iza  dons. 


<h  (OGC)  Did  we  receive  correspondence  front  Edward  Snowden  about  hh 
concents? 

7*  (OGC)  ff  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 
8.  (OGC)  Were  his  inquiries  responded  to?  If  so,  3*ow  and  when? 


(U)  No  sudi  correspondence  has  been  discovered. 


j  (U)  NSA  is  unaware  of  &i\y  correspondence  Edward  Snowden  had  with  theNgA  Inspector 
General,  the  Office  of  General  Counsel,  or  hi 5  supervisors  wherein  he  expressed  constitutional 
concerns  about  NSA's  indigence  operations  or  authorities.  We  have  found  one  instance  of  an 
e-mail  inquiry  to  the  office  of  General  Counsel  asking  for  an  explanation  of  the  content  of  some 
training  material . 

(U)  Oei  Friday  5  April  2013  aL  about  4PM,  Edward  Snowden  sent  m.  email  to  the  Office  of 
General  Counsel  questioning  the  hierarchy  of  several  NSA  authorities  Identified  in  a  training 
course,  , — , 

7  = — --GteEBifigfl  Ev}  . . 

•■  Derived  Itoiiii  HBA/CSS5TOS' 
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(U)  The  inquiry  did  not  raises  any  concerns  with  the  substance  of  any  particular  statute  Executive 
Order,  policy,  or  regulation, 

(U)  The  inquiry  did  not  suggest  that  NS  A  was  violating  any  legal  authority;  nor  did  the  inquiry 
question  whether  NSA  had  authority  to  conduct  specific  operations, 

(U)  On  Monday  8  April  2313,  the  next  business  day,  the  Office  of  General  Counsel  responded  to 
|  his  question  and  the  attorney  offered  to  discuss  the  issue  further  if  he  desired  to  do  soL  There  is 
no  evidence  that  any  additional  correspondence  or  contact  occurred  on  this  matter 


%  (Q/TD)  How  wits  our  search  for  any  correspondence  from  him  conducted? 


(UfffOUO-)  As  of  JUN  2GI4t  the  investigation  was  still  ongoing..  We  have  reviewed  all  of  the 
email  and  NSANet  social  media  posts  authored  by  Edward  Snowden  which  we  have  been  able  to 
obtain.  This  review  has  included  manual  reviews  of  bis  email  and  posts,  as  well  as  searches  of 
that  email  tailored  to  identify  any  responsive  correspondence, 

(U/icF9U'Q)-  We  have  located  additional  email  between  Snowden  and  members  of  Office  of 
General  Counsel  and  Oversight  and  Compliance  relating  to  bis  job  duties  and  work  on 
troubleshooting  IT  issues,  but  these  emails  do  not.  contain  any  questions  or  concerns  about  the 
legal  authorities  under  which  NSA  operates. 


10,  (Q/TD)  Was  It  exhaustive  and  authoritative? 


(U//fr1'QyQfrj  Given  the  importance  of  this  issue  and  the  repeated  claims  by  Mr,  Snowden,  the 
effort  lo  uncover  any  written  or  recollected  evidence  of  these  engagements  has  been  thorough 
and  involved  cognizant  authorities  in  each  area  of  review. 


I T  (Q/TD)  h  it  possible  there  is  correspondence  we  overlooked  didn't  record? 


We  cannot  completely  rule  out  the  possibility  that  something  may  have  been 
overlooked*  but  we  have  high  confidence  tSmt  the  searches  and  interviews  for  relevant 
information  we  undertook  would  have  uncovered  evidence  of  assertions  that  rise  to  the  level  of 
outreach  and  protestation  claimed  by  Mr.  Snowden.  They  have  note 
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From: 

To: 

Ca 

Sybjsct: 

Attachments: 


NSA-Di  USA, CIV 
SA-D14  USA  .CIV 

FW:  (U)  Q&A:  Snowden  Concerns 
Wednesday,  )une  04,  2014  12:14:12^ 
FINAL  Snowden  concern^,  ,QA  VbeS 


odoc-to  rrmnenis  .docx 


iLP,L  S6-38 


Classification:  UNCLASS  I  FI  ED//l~OR  OfriClAL  U3E  QNtT 


i  I  Please  revie# 
new  opportunity  toTOy” 


bnd  I  had  this  last  week  while  you  were  out,  but  it's  not  final  so  there  is 


Deputy  Inspector  General,  NS  A/CSS 
963-3544  secure 
™™~~'n'IT'\l  I  cmcl 


'268076  OPS  26. Suite  6247 

\  "Tell  me  what  you  know,  Tell  me  what  you  don't  know.  Tell  me  what  you  think.  Always  distinguish 
.which  is  which.'  \ 

V  Colin  Powell 


Frotruf 
Set 
To: 

CIV; 


Cc:  DL  Ofif.  Mftrti; 


l¥SA  D4  USA  CIV 
e  04;  .2014  12:04  PM 
|NSA-S3N2  USA  CIV  :L 


,-D14  USA  av;| 


“3iSA-D23  USA  OV; 
JPtNSA-Q  USA  CIV 


JiSA-i 


D4  USA 


Leaks  {ALIAS}  D2300MlMfidialeaks  (ALIAS)  D4;  DL  djgjasker  (ALIAS)  D; 


JvISA-D  USA  CIV;] _ NSA-D  USA  CIV;  DL  QJtEGISTRY 


Subject:  RE:  (0)  Q&A:  Snowden  Concerns 

Classification:  UNCLASSIFiEP//rOR  Of  HOI  Ait  USE  ONLY 


Thank  you  for  the  opportunity  to  review.  ODOC  comments  are  incorporated  into  the 
attached  document, 


Best  regards. 
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Training  Program  Manager 

Office  of  the  Director  of  Compliance,  D4 

OPS  2:  2B8054 


Personal;  963-2510  (s). 
Office;  963-1705  (s), 

(uflreuo) 


(b) 


'(b)(3)-P.L  88-30 


fb) . 


From| 

Sent 

TolI 


_ (MSA-S3‘yl2  USA  CIV 

Sent!  Monday.  lime  02,  2014  5:59  F» 


’M__ _ 

A-D23  USA  CIV;  bSA-D4.  USA  CIV; 

NSA-Q  USA  CIV 


jnsa- 

JM  NS. 

LaLeak  ,  . .  .  .  , 

JNSA-D  USA  CIV;  I  jNSA-D  USA  CIV;  DL  Q„REGISTRY 


IMSA-DH  USA  CIV; 


Cci  PI  ncc. ...Mfldlal.eaks  (ALIAS)  D23:  DL  ODOC  Medialeaks  (ALIAS)  D4;  DL  djg  Jasker  (ALIAS)  D; 
INSA-D  USA  CIV;  I 

Subject:  (U)  Q&A;  Snowden  Concerns 

Classification:  UNCLASSIFlEDtfF©n  OrriCIAL  U0E  ONLY" 


ijb)S3)-P,U,  86-30 
(b)(5) 


Thank  you  for  ail  your  input  and  commentary  for  the  Q&A  package  supporting  the  release  qf 


the  Snowden-OGC  email.  When  we  first  assembled  this  package. 

;.so  we  thank  you  for  that! 

We  have  not  fielded  any  follow-on  questions  about  Snowden's  claim,  or  his  reaction  to  the 
re!ease,..so  far.  But,  we  will  continue  to  develop  this  package  for  the  factual  history  and  as 
a  hedge  against  any  future  questions, 


has  been  release  and  the  media  has  completed  at  least  one  swirl  on 
thought  we  should  revisit  this  package  and  place  It  into  the 


Now  that  the  emai 
Snowden's  responsej 

MLTF  library  as  a  "source  document"  for  future  related  releases,  and  to  continue  serving  as 
the  authoritative  statement  about  the  Agency's  effort  to  find  and  report  on  any  efforts  by 
Snowden  to  communicate  his  concerns  to  NSA  management  or  authorities. 


Attached  is 


mark  up,  to  include  some  new  verbiage  to  show  that  the  initial  event  has 


(i)j(3}-P.L.  86-36 
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passed.  I  have  already  accepted  all  of  his  "cosmetic"  narrative  changes  to  make  it  a  little 
easier  to  read;  however,  1  retained  a  few  of  his  "commentary"  boxes  and  at  least  one  mark¬ 
up  that  i  will  need  your  help  to  resolve  before  going  final. 


«  File:  RNAL_SnGwden_concerns_QA_Ver3 


fciocx  » 


(b)(3}-P.L  86-35 


And,. I  have  not  forgotten  that  some  of  you  made  similar  comments  about  the  purpose  of 
this  package,  and  if  some  of  the  Q&A's  might  be  more  appropriate  for  another  paper,„or 
even  as  a  classified  addendum  to  this  package.  We  can  still  consider  those  here  in  this 
version. 

Would  welcome  your  thoughts  and  advice  I 

I  would  like  to  go  final  on  this  by  COB  TUE,  or  WED  at  the  latest.  Please  let  me  know  if 
that's  not  possible. 

Thank  you! 


Rgds, 


Media  Leaks  Task  Force 

OPS  2B,  2B8080 
969-5009  {s} 


_ “(«) . 
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(U)  Edward  Snowden  has  repeated  claimed  to  have  made  attempts  to  express  his  concerns  about  the 
lawfulness  of  certain  MSA  activities  to  NSA  colleagues,  leadership,  and  through  official  channels.  The 
following  serves  as  an  authoritative  accounting  of  facts  as  relates  to  this  claim  and  should  be  used  as 
the  basis  for  considering  any  responses  related  to  these  issues, 


m. 


Framing  questions 

Framj|n^|||^ue$tjon$ 


A,  Did  Snowden  raise  concerns  with  NSA  as  he  said  hej$d]?^ _ _ 

(U)  We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General 
Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed. 
The  question  was  received  and  an  answer  was  provided  to  Mr,  Snowden,  There  was  not  additional 
follow-up  noted.  There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of  outreach  from  him  in  those 
areas  and  have  not  discovered  any  engagements  related  to  his  claims.  ({Mote:  This  paragraph  was 
publicly  released  via  the  White  House  Press  office  on  29  MAY  14}} 


B.  How  did  NSA  respond  to  the  NBC  FQiA  request? 

(U)  The  FGfA  request  was  being  handled  according  to  the  normal  process  when  It  was  overtaken  by  a 
decision  on  the  part  of  the  NSA  Director  to  release  the  text  of  the  one  e-mail  referenced  above, 

(U if TQ'tj O' hurt ly  after  noon  on  2S  May  2014,  NSA  provided  the  paragraph  In  response  A,  above  along 
with  a  redacted  version  of  the  one  email  inquiry,  The  copy  of  that  redacted  version  is  stored  in  MLTF 
Action  folder  1602, 

(U//FOUO)  NSA  contacted  the  F01A  originator  NBC  to  dose  out  the  request, 


NSA  Background  to  Potential  Q&A  Responses: 

1.  What  is  the  training  and  awareness  provided  to  government  and  contractor  employees 
about  reporting  activities  they  perceive  to  be  inconsistent  with  law  and  policies? 

(U)  A/CSS  ict^s  training  to  all  employees  in 

order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence  “related  laws, 
regulations  and  policies  associated  with  the  protection  of  privacy  rights  during  mission  operations. 
Throughout  the  curriculum,  the  instruction  repeatedly  emphasizes  the  employee's  responsibility  to 

u NCLAss mmf'fvon  orncm  use  qhi.v 
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report  duestlonable  activity  and  the  mechanisms  to  do  so. 


(U/ftmo)'  ^S/^enco urates  employees report  concerns  regarding  thejr  work  ojr^wojk^nv^ronmont^ir 


m 


a  number  of  different  venues  to  include  formal  training,  briefings  to  large  and  small  audiences,  Agency- 
static  and  electronic  billboards  and  wall  displays,  and  Agency -wide  emails  and  announcements -  All 
employees  are  made  aware  of  how  they  may  report  concerns,  even  anonymously,  within  or  outside 
th$ir  supervisory  management  chain-  The  relevant  processes  are  reinforced  in  recurrent,  mandatory 
training-  Depending  on  the  particular  issue  end  individual  circumstances,  NSA employees  may  report 
concerns  through  many  different  avenues  inside  NS  A,  across  the  Executive  Branch,  and  to  Congress,  111  a 
NS  A  GIG  website  provides  information  about  submitting  hotline  complaints  and  addresses  anonymity 
and  confidentiality  concerns, 


(U//PQUQ)  The  NS  A  DIG  also  provides  briefings  on  how  to  repo  it  concerns  to  various  MSA  training 
classes,  including  the  new  hire  orientation  dass,  mid -la vet  leadership  classes,  arid  other  classes  specific 
to  skill  communities,  such  as  Contracting^  j_ _ 

(U/jWWf'  Selected  courses  are  mandatory  before  an  employee  (civilian,  military  or  contractor)  can 
gain  access  to  certain  SIGINT  operational  systems-  These  specific  training  courses  discuss  the  limitations 
of  SiGINT  authorities  and  mission  operations  to  Include  reminders  and  guidance  about  who  to  contact 
with  questions  about  scope  of  authorities  and  who  to  contact  if  there  are  known  or  even  potential 
compliance  concerns. 


[U1  Below  are  examples  from  MSA's  core  Intelligence  Oversight  (iO)  course  "NSA/CSS  Intelligence 
Oversight  Training"  (OVSCIOOO),  This  course  provides  training  to  all  employees  in  order  to  maintain  a 
high  degree  of  sensitivity  to,  and  understanding  of -the  intelligence  “related  Uv/s,  regulations,  and 
policies  associated  with  the  protection  of  U-S.  person  privacy  rights  during  mission  operations. 


fU)  Mativ^jVlp  st  .con  t  racto  rs  are  required  to  take  this  course-  However,  It  is  not  mend  story  for  all 
contractors  and  will  depend  on  their  assignment  duties,  and  ^ e  stipulations  of 

their  controlling  contract 


(U)  Students  are  familiarized  with  the  major  tenets  of  core  10  documents,  including  . . . :  _ 

Memorandum  HD'D/h  08-052:  "Do  jl  dan  ce^fer  Reporting  Ouestjqnabje^  [me!  Hgence^  Acthdd  es  h3 n  d  ht_  _  {Formatted;  rout;  m  Gold 

Significant  or  Highly  Sensitive  Matters/'  The  following  are  examples  of  guidance  provided  within  £h#_ 

GVSC1000  course; 


(U }  If  you  9tR  ^ ^  ,  ^/?/Z .  ?-*/’  ^  7Pih  oM  report  jyjp™dwtety;jf yau 

are  unsure  if  a  violation  has  been  committed^  consult^  w&  youj^  ..  _ 

representative,  or  Compliance  organization,  You  may  ^ko  contact  the  NSA  OGC  or  the  NSA/CSS 
Office  of  the  inspector  Genera!  or  GIG  for  assistance. 


{Formatted  Font;  Mat  BQfei 
■■*{  F&fmatted/ Foi^Ngt Bald 
- -{F^rmSted:  Font:  No7id& 


(V)  it  is  important  for  personnel  to  understand  that  for  purposes  of  intelligence  activities 
governed  byE.O,  1233.%  DoD  Regulation  5240,1+R  contains  the  approved  procedures  for  use 
within  DoD .  These  procedures  also  reflect  DoD  pa  Hales  for  employee  conduct  that  require  you  to 

be  familiar  with  restrictions  on  the  collecttemf  retention  and  dissemination  of  US.  person  . . . . _ 

information  and  the  yesponsibiiity  forepart  questionable  intelligence  activities  to  the  NSA  OGC 

or  NSA/CSS  IG.  ™ ~  ~  ™,,? 

(U)  Employees  shulfftpon  any  questionable  acilvtt ym  to  the  NSA  OGC  or  NSA/CSS  OIG -  A 

iJNaAS5iH£D//ron  ornciAi  unt:  only 
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questionable  activity  is  defined  as  any  conduct  that  constitutes,  oris  related  to,  on  intelligence 

activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential  directive,  or  applicable  _ 

DoD  pal  icy,  JV9L  $*?..  /TP<?iX  ft  G  ?5S  Gfctt cro ^  __  _ -  -  r(jFo  miatted:  Font:  Not  Bffl  . 

Counsel  or  Assistant  to  the  Secretory  of  Defense  for  intelligence  Oversight,  ATSD(t  O).  *  *™’ 

(U)  Of  ft  NS  A  Is  aha  responsible  for  ensuring  that  no  adverse  action  is  taken  against  an  employee 

because  the  employee  reports  a  questionable  Intelligence  activity  pursuant  to  the  established  _  _ 

procedures,  in  addition,  QTM  08-052  contains  specific  requirements  for  porting  to  the 

President's  tntelligenc  e  Advisory  Board  questionable  intelligence  activities  and  significant  or 

highly  sensitive  mutters  that  could  potentially  impugn  the  reputation  or  integrity  of  the  DoD 

Intelligence  Community  or  otherwise  call  into  question  the  propriety  of  an  Intelligence  activity. 

Should  you  need  clarification  or  hove  questions  about  r he  reporting  requirements  for  possible  ^ _ _ 

significant  or  highly  sensitive  matters,  you  should £onsuh  with  your  manager,  your  compliance  ^^-r’fFDmrattedt  sfotBo&s 
organization,  the  NS  A  OGC  ar  the  NSA/CSS  OIG, 


(U)  fieport  f$2sifonabfa  or_  s  fe.f}  f  ^  ^  ^  ^  {t/ ^ J  V  _  11  eoce  ^cti  vitles  _fo  the  NS  A  OGC  ^  ^  -  {  Fomtalted;  ront;  Mrt  mti 

or  N$Af CSS  OIG .  You  can Sfi. fki 2°/!C^ If t ^  fees section ^  ^ {  Fomtatted:  Rmb  Mot  Bold" 


{U}  The  OIG  also  issues  agency -a 1 1  messages  covering  policies  and  avenues  for  reporting  suspected 
mismanagement  and  violations  of  law,  policy,  and  regulations.  The  following  is  a  recent  example  of  a 
Senior  Executive  Message  from  Dr,  George  Ellard,  NSA/CSS  Inspector  genera  I  j: 

(U)  Within  the  Agency  and  the  Federal  Government,  there  are  several  avenues  for  reporting 
suspected  mismanagement  and  violations  of  law,  policy f  and  regulations.  We  recommend  that 
you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your  leadership;  managers 
are  often  in  the  best  position  to  assess  concerns,  recognize  process  shortfalls,  and  take  corrective 
action. 

(ti/fr&y'&filf  you  believe  that  management  has  not  been  able  to  resolve  your  concerns,  the  Office 
of  the  Inspector  General  (OiG)  can  assist  NSA/CSS  Policy  i-W  requires  that  NSA/CSS  personnel 
report  to  the  OiG  possible  violations  of  law,  rules,  or  regulations;  mismanagement;  gross  waste 
of  funds;  misconduct  by  senior  off ida  is;  or  a  base  of  authority,  A  complain  antis  identity  is 
protected  bylaw,  and  NSA/CSS  Policy  1-62  protects  employees  from  reprisal  for  communications 
with  the  OIG.  Tou  can  contact  the  OIG  by  telephone  {969-5023},  in  person  (GPS  287088),  or 
anonymously  through  out  Web  site  ("go  IGCi). 


(U)  The  Intelligence  Community  Whistleblower  Protection  Act  {ICWPA}  allows  employees  to 
report  ^urgent  concerns"  to  the  Intelligence  committees  of  Congress.  A  complaint  mode  in 
accordance  with  the  ICWPA  ensures  that  your  concerns  are  addressed  and  that  classified 
information  is  protected ,  ICWPA  complaints  are  made  through  the  NSA/CSS  DIG  or  the 
Department  of  Defense  iG, 

(U)  if  you  have  questions  about  howto  report  n  concern,  go  to  the  iG  Web  site  ("go  IG)f}  or 

the  IG  Hotline  (ighotlinei^nsa, ic.gov}  on  NSANet.  Contact  the.  iJ<$,  Cyber  Command  IG 
phoof  problems  involving  that  organization. 


(b)(3)^L-8M6. 
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2.  What  are  the  mechanisms  by  which  that  reporting  can  occur? 

tUffiOWH'he  1G  Act  of  1978,  a$  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act(ICWPA),  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for 

reports  ng  to  Co  ng ress  das sifted  Information  a  I  leg!  tig  wr  o ngdoi  n g .  An  e  m  p  toy  ee  o r  <:  on t  r a ct  o  r  m  ay  ,  [3j.p, l.  S6-36 

provide  Information  to  the  GIG  anonymously,  via  phone,  the  OiG  website,  or  in  writing.  Within  IMS  A,  ■■'  (b)(5) 

employees  and  contractors  may  a 1 so  raise  concerns  with  offices  as  diverse  as: 
h  the  Associate  Directorate  for  Security  &  Counterintelligence, 

'  the  Office  of  Equal  Employment  Opportunity  &  Diversity, 

1  the  Office  of  the  Director  of  Compliance, 

1  the  Office  of  the  General  Counsel,  and 
1  the  Privacy  and  Civil  Liberties  Office, 


3«  WhaE  is  the  process,  accountability  for  addressing  such^eportsj? 

When  an  allegation  is  presented  to  the  CHS  or  referred  to  them  by  another  agency  element, 
the  DIG  investigations  Division  reviews  it  to  determine  the  appropriate  action.  Complaints  regarding 
systemic  process  problems  may  be  referred  to  the  GIG  Audit  or  intelligence  Oversight  Divisions. 
Concerns  involving  violations  of  law  or  policy  are  pursued  via  a  preliminary  inquiry,  and  If  warranted,  via 
an  investigation,  by  the  Investigations  Division,  All  complaints  and  their  outcomes  are  tracked  through 
the  Inspector  General  case  management  system. 

If  an  inquiry  b  reported  directly  to  Congress,  the  MSA  01G  may  not  have  knowledge  of  such  a  request 


4,  is  there  a  record  of  these  kinds  of  Inquiries  end  responses? 
(uy/f-Q*j0)irThe  OIG  keeps  a  record  of  all  Inquiries  and  actions  taken. 


5,  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective  measures? 

(U//PGU o-jrActlvity  that  is  found  to  be  a  violation  of  law,  directive,  or  policy  requires  some  corrective 
action,  NSA's  Incidents  are  most  often  tied  to  human  error  or  technical  malfunction  that  is  corrected  by 
local  management  within  the  capabilities  of  the  existing  systems  in  consultation  with  the  GIG  and  senior 
leadership.  As  previously  reported  to  the  Intelligence  committees,  the  GIG  is  aware  of  thirteen 
instances  of  intentional  misuse  of  the  SIGiMT  system  by  individuals  over  the  last  10  years.  Most  were 
referred  to  the  Department  of  Justice,  and  eventually  ended  with  the  departure  of  the  employee 
involved,  Auditing  and  monitoring  processes  In  the  operational  areas  where  many  of  these  violations 
took  place  were  significantly  modified  or  improved. 


U  NC  I,  AS  SIR  ED//f  i0'ft"ll^H4C  1 A  L  USE  ONLY. 
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jll#rOUO^  Other  than  violations  reported  by  OGC  to  the  Department  of  Justice,  we  are  not  aware  of 
any  SIGINT  programs  or  activities  that  are  inconsistent  with  the  law.  Each  quarter,  the  GIG  and  GGC 
review  reported  instances  of  non- compliance  with  SI  G I  NT  and  Information  Assurance  authorities  that 
are  typically  the  result  of  human  error  or  technical  malfunction.  These  matters  are  addressed  by  local 
management  or  through  other  corrective  actions  taken  by  N5Ars  compliance  organisations. 


61  (OGC)  Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

7,  (OGC)  If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

B>  (OGC)  Were  his  inquiries  responded  to?  if  so,  how  and  when? 

(U)  No  such  correspondence  has  been  discovered, 

(U>  NSA  is  unaware  of  any  correspondence  Edward  Snowden  had  with  the  inspector  General,  the  Office 
of  General  Counsel,  or  his  supervisors  wherein  he  expressed  constitutional  concerns  about  NSA's 
Intelligence  operations  or  authorities.  We  have  found  one  Instance  of  an  e-mail  Inquiry  to  the  office  of 
General  Counsel  asking  for  an  explanation  of  the  content  of  some  training  material , 

(U)  On  Friday  5  April  2013  at  about  4PM,  Edward  Snowden  sent  an  email  to  the  Office  of  General 
Counsel  questioning  the  hierarchy  of  several  NSA  authorities  Identified  in  a  training  course. 

(U)  The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute,  Executive  Order, 
policy,  or  regulation, 

fU)  The  inquiry  did  not  suggest  that  NSA  was  violating  any  legal  authority;  nor  did  the  inquiry  question 
whether  NSA  had  authority  to  conduct  specific  operations, 

fU)  On  Monday  8  April  2013,  the  next  business  day,  the  Office  of  General  Counsel  responded  to  his 
question  and  the  attorney  offered  to  discuss  the  issue  further  if  he  desired  to  do  so  There  is  no  evidence 
that  any  additional  correspondence  or  contact  occurred  on  this  matter. 


9>  fQ/TD)  How  was  our  search  for  any  correspondence  from  him  conducted? 

(b)(3)AL  06  36 

'  mm 


(U/ffiOUQ-)-  We  have  located  additional  email  between  Snowden  and  members  of  Office  of  General 
Counsel  and  Oversight  and  Compliance  relating  to  work  on  troubleshooting  IT  issues,  but  these  emails 
do  not  contain  any  questions  or  concerns  about  the  legal  authorities  under  which  NSA  operates. 
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10,  fQ/TD)  Was  it  exhaustive  and  authoritative? 

^  tJ  i  Given  the  importance  of  this  issue  and  the  repeated  claims  by  Mr,  Snowden,  the  effort  to 

uncover  any  written  or  recollected  evidence  of  these  engagements  has  been  thorough  and  involved 
cognizant  authorities  in  each  area  of  review, 


11,  (O/TD)  is  it  possible  there  h  correspondence  we  overlooked,  didn't  record? 


jU ^WUQjLW e  canjw ^ co Jetel 1$  o u t  t hp^g DSLEJSJi, b eer^ _ .  {W  matted :  Font;  ll  pt 

but  we  have  high  conscience  that  the  searches  and  interviews  for  relevant  information  we  undertook 
wouid  have  uncovered  evidence  of  assertions  that  rise  to  the  level  of  outreach  and  protestation  claimed 
by  W\l  Snowden.  They  have  not. 


(&|PJ»RL  e^36 

WW 
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Froiii:  • 

To; 

Subject: 

Date: 

Attachments: 


1 _ J 

'isA-oi  usa  av 

l“  f 

iSA-Dl  USA  CIV 

{0} -AGT1QN:  CJM:  Snowden  Concerns 
Wednesday j  June  "04,  ■  30H.7: 3A :  1 4  „ 


Classification;  UNCLASS  I  FI  EP//rOR  "OFfiCIAL  U3C  ONLY1" 


See  attached  -  i  have  a  few  more  comments  about  things  that  need  some 
work/darification  in  addition  to  what  you  mention  below.  Regarding  the  agency  alls,  we 
talk  about  reporting  mechanisms  on  ali  messages  that  we  send  out  -  for  example: _ 


.  they  aren't  as  focused  as  the  two  you  mention,  and  we  might  need  to  massage  the  words  a 
U\little. 


Counsel  to  the  inspector  General 
=  National  Security  Agency/Central  Security  Service 
963-0946  (s) 

Frhroil  fhjSwTTllSA  CIV 

Sent:  Tuesday.  lurre  03,  2014  3:51  PM 

Toil  INSA-D1  USA  CIV 

Subject: . FW:  (U)  ACTION:  Q&A;  Snowden  Concerns 


Remaining  text  is  duplicated 
Ln  DOC  ID  4249180 
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NSA-DJ09  USA  CTR 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller  Marcj  l  NSA-DNI  USA  CIV 
Tuesday,  May  27,  203.4  8:27  AM 

[4SA-D  USA  C3V 

DL  media leaksjcore  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1 

RE:  (U)  REPLY:  (U)  FORWARDED  FOR  FOLLOW-UP:  (U)  REPLY:  SSCI  Expectations 

Regarding  NBC  Snowden  Story 


Classification:  CONriDENTIAL//NOrORN 


,Yes..SiLl 


] 


Marci 


(0)  Marci  L.  Green  Miller 

NSA  Public  Affairs  Office  ... .  .  (b)(3}-P.L.  86-36 


PersonahL. 

Tb  /  969  *7503  .S 

PAO  Office: 

B  95D-7499  5 

Media  Line: 

301-688-6524 

Black  Berry 
Un class  emaiiiT 


(b!(5) 


From 


PSA-D  USA  av 


Sent:  Tuesday,  May  27,  2014  8:25  AM 

To:  Green  Miller  Marci  L  NSA-DNi  USA  Civ 

Cc:  DL  medialeate__core  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1 

Subject:  (U)  REPLY:  (U)  FORWARDED  FOR  FOLLOW-UP:  (U)  REPLY:  SSCI  Expectations  Regarding  NBC  Snowden  Story 


Classification:  f^eMTOeff1Att-#HOFeHN 

Thanks  Marci.  assume! 


Thanks, 


■P  1. 85-36 


wteiM  i:eak,s"Ta,£;K,  Fofca 

National  Security  Ageney/Ccnira!  Security  Service 
OPS  2B  286090 
JWICS 
UNCt 
NSTS 


BI..ACK  C 


Prom:  Green  Miller  Marci  L  NSA-DNI  USA  CIV 
SeirtLlUfiSdbUto^  2014  8:21  AM 

To:  | _ NSa-D  USA  ClVf  DL  PAOMedia  (ALIAS)  DNl 

Cc:  Heisch  Frances  J  NSA-D  USA  CIV;  Stone  Corin  R  USA  CIV;  De  Rajesh  NSA-D2  USA  CIV; 
USA  CIV; 


NSA-D2 


]nSA-D28  USA  CIV;  Brooks  Elizabeth  R  NSA-DC  USA  CIV;  Ensor  Leoinei  K  NSA-Q  USA  QV; 
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1  1nSA"G3  USA  CIV; 

NSA-D  USA  QV;  Bauman  Ethan  L  NSA-DL  USA  CIV; 

A  NSA-DL  USA  CIV;  [ 

MSAf32  USA  GV;i  NSA-D  USA  CIV;)  jNSA-D  USA 

MSA-D.  USA  CIV;  DL  nediateafescore  (ALIAS)  D 

Subject:  RE:  (U)  FORVWRDED  FOR  FOUOVV-UP:  '(0}  RERLy;.  SSCI  Expectations  Regarding  NBC  Snowden  Story 

Importance:  High 


DOC ID i  4249134 


BATES  NO.  55 


&ledia  Leaks  Task  Force 

NaUona^  Security  Agency/Gentral  Security  Service 

ops  28  2 mm _ 


From:  Rogers  Michael  SADM  NSA-unknown  USA  USN 

Sent:  Tuesday,  May  27,  2014  6;  16  AM  i - - 

To:  Ledaett  Richard  H  Jr  NSA-D  USA  CIV; 

Cc;  r  NSfefiSB  USA  CM  Bekch  Frances  M 


Cc:  S _ |  NSAT17R  USA  CIV:  F.eterh  Frances  1  NSA-D  USA  CIV; 

Arlene  U  NSA-DN  USA  CIV;  NSA-D  USA  CIV;  De  Rajesh  NSA-D2  USA  CIV;  | 

USA  CIV;  stone  Corin  R  USA  CIV:  'Vin'k'"Vahee  M  NSA-DN  1  USA  QV;  Ensor  Leoinel  K  NSA-Q 
NSA-Q3  USA  CIV;  |  1NSA-Q3L  USA  CIV;  Bauman  Ethan  L  MSA-DL  USA  CIV;| 

CIV 

Subject:  RE:  (U)  REPLY:  SSQ  Expectations  Regaining  NBC  Snowden  Story 

Importance:  High 


JISArD  USAQV 

;SA-D  USA  QV;  Brooks  Elizabeth  R  NSA-DC  USA  CIV:  Grimes 


1NS&D2 


'iSA-DL  USA 


Classification;- 


1  like  Option  1 


ADM  Michael  S.  Rogers,  USN 

Commander,  U.S,  Cyber  Command 
Director,  MSA  /  Chief,  CSS 
FT  George  G.  Meade,  MD 

MSA  NET:  j  . . . 1- . 

Si  PR;  I  . . 


jb)(3)-P,L8846 

(b)(5) 


'M3].P.L86-3e 


From:  Lsdgett  Richard  H  Jr  NSA-D  USA  CIV 

Sent:  Monday.  May  26,  2014.12:28  PM  •  \.  "" 

Toil  NSA-DUSACIV 

Ceil  INSA-D28  USA QV;.fleisch  Frances  J  N5A-D  USAQV;  Brooks  Elizabeth  R  NSA-i: 

Arlene  U  NSA-DN  USA  CIV;  NSA-D  USA  CIV;  De  Rajesh  NSA-D2  USA  CIV;L _ 

USA  CIV;  Stone  Corin  R  USA  dV:  Vines  Vans*  N  NSA-DN  1  USA  QV;  Ensor  Leoinei  K  NSA-Q  USA  CIV;I 
NSA-Q3  USA  CIV:  I  hiS.A-03 1  USA  QV;  Bauman  Ethan  L  NSA-D L  USA  QV;|  1 

QV;  Rogers  Michael  S  ADM  NSA:unkhbwn  USA  USN  “ 

Subject:  RE:  (U)  REPLY:  SSQ  Expectations  Regarding  NBC  Snowden  Story 


A  CIV;  Grimes 
1m  NSA-D2 

■ISA-DL  USA 


Ciassifi  cation: 


(b){S|-P.L  86-36 

(b)(5) 
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Rick  Ledgeti 
Deputy  Director 


From;) _ ff'SA-D  USA  CIV 

Sent:  Monday,  May  26,  2014  8:03  AW 
To:  Ledoett  Richard  H  Jr  NSA-D  USA  CIV 

Cc:l  .  InSA-D28  USA  QV:  Fleisch  Frances  J  MSA-D  USA  CIV;  Brooks  Elizabeth  R  NSA-DC  USA  CIV;  Grimes 

Arlene  U  NSA-DN  USA  CiV:l IsiSA-D  USA  CIV;  De  Rajesh  MSA-D2  USA  CIV:  | .  ~liri  N5A-D2  . 

USA  CIV;  Stone  Gorin  R  USA  CIV:  Vines  Vanee  M  NSA-DN1  USA  CIV;  Ensor  Leoinei  K  NSA-0  l2Sn3V3  \ 

NSA-Q3  USA  CIV;  |  |NSA-Q3i  USA  QV;  Bauman  Ethan  L  NSA-DL  USA  CIV;f  pSA-DLUSA 

OV  1 -  - 

Subject:  (U)  REPLY:  SSCI  Expectations  Regarding  NBC  Snowden  Story 
Importance:  High 

Classification:  OF  OR  N 


-s-  Arlene  Grimes/Vanee  Vinesyi 


Q,  LAO 


— ■)'  There  has  been  extensive  dialog  on  this  on  the  Sow  side.  fll  try  to  capture  the  varied  positions  below,  welcome 
corrections  from  others  if  they  feel  1  have  not  accurately  captured  positions  as  extracted  from  the  e-mail  train.  Point  of 
clarification  in  the  thread  below,  the  outreach  by  Snowden  was  to  an 


NBC  did  not  contact  USG  about  this  story  until  they  started  promoting  it  publicly  {Friday  23  May)  and  as  of  today 
have  not  shared  any  specifics  beyond  the  one  question  for  which  they  are  seeking  comment  (per  NBC  to  DNI 
PAO  Turner  and  NSA  PAO  Vines  23  May  8:42  AM  low  side) 

NBC  has  a  working  relationship  with  Glenn  Greenwaid  (per  Vines  23  May  6:40  PM  lowside) 

Cognizant  authorities  have  undertaken  searches  and  analysts  and  have  uncovered  no  additionai  contacts  or 
evidence  of  contacts  from  Snowden  in  which  he  expresses  concerns  about  the  lawfulness  or  appropriateness  of 
NSA  activities. 
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Importance:  High 

Classification:  CONRDENTlAy/NOFQRN - 

Thoughts  on  this? 

Rick  Ledgett 
Deputy  Director 

From:  Rogers  Michael  S  ADM  MSA-unknown  USA  USN 
Sent:  Saturday,  May  24,  2014  5:46  PM 
To:  Fieisch  Frances  J  NSA-D  USA  OV 

Cc;  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Brooks  Elizabeth  R  NSA-DC  USA  CIV;  DL  ddir„staff  (ALIAS)  S 
Subject:  RE:  (U)  REPLY:  SSCI  Expectations  Regarding  NBC  Snowden  Story 

Classification:  CO  N  f  1 D  CNT 1 AL//N Q  T  0  R  N 


I'd  love  to  share  the  specifics  of  the  only  e-mail  we  have  that  which  asked  a  very  broad  question  on  the 

hierarchy  of  law  vs  the  direction  in  regulation  and  other  publications  and  which  never  mentioned  privacy  concerns  once. 

6 
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/r, 

MSR 

ADM  Michael  S.  Rogers,  USN 

Commander,  U.S,  Cyber  Command 
Director,  NSA  /  Chief,  CSS 

FT  George  G.  Meade,  MD  . Vb}(3i-PL.  66-36 

NSA  NET:!  |  . ■■ . 


From;  Fleisch  Frances  J  NSA-D  USA  CIV 

Sent;  Friday,  May  23,  2014  4:50  PM 

To:  Rogers  Michael  S  ADM  NSA-unknown  USA  USN 

Cc:  Ledgett  Richard  H  Jr  NSA-D  USA  CIV;  Brooks  Elizabeth  R  NSA-DC  USA  CIV;  DL  ddirjtaff  (ALIAS)  S 
Subject;  FW:  (U)  REPLY:  SSCI  Expectations  Regarding  NBC  Snowden  Story 

ClassificatiQn.-eeNH&etfIAL//NeFORN 


Sir, 


(U/Z'FOUQ)  Further'  details  on  the  NBC  interview  of  Snowden  doe  to  air  next  week. 


Fran 


Francos  J.  Fleisch 

Executive  Director 


OPS2B  2B8G38  Suite  6242 
963-851 3[ 


•;<b)(3).P.L.  86-3S 


htto://um  .www.nsa/dropbox'a 


NSA-D  U5A  CIV 
triCay,  May  7T,  <£Ul4  4;  49  PM 


From:| 

Sent; 

Tm  Fieisrh  Frances 

Cc 


J*—, 

C 

up; 


Subject:  FW;  (U)  RE! 


■fSA-D  USA  CIV 
4SA-D  USA  CIV; 

LY: 


NSA-D  USA  CIV 
SSCI  Expectations  Kegaraing  nBC  Snowden  Story 


Classification:  CONFIDgNTIALffNOFORW 

Fran, 


The  Edward  Snowden  interview  by  Brian  Wiiliams  will  be  on  Wednesday,  May  28,  at  10  PM,  Williams  went  to  Russia  to 
conduct  the  interview.  Laura  Portras,  Glenn  Greenwaid,  and  David  Miranda  may  also  be  involved  in  the  broadcast,! 


P,5.  NBC  contacted  NSAPAO  today  with  a  question  about  the  veracity  of  Snowden's  claim  to  have  contacted  NSA  06C  or 
some  other  compliancy  body  about  tills  concerns. 

7  {&)(3).P,L,  83-36 

m 
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From] _ |1SA-D  USA  CIV 

Sent:  Friday,  May  23,  2014  12:38  PM 

Toil  friSA-DL  USA  CIV  r 

Cc:  Bauman  Ethan  L  NSA-DL  USA  CIV;  DL  media  ieaksj;ore  (ALIAS)  D;  DL  PAOMedia  (ALIAS)  DN1;1 


NSA-D  USA  CIV;| _ 

USA  CIV;  Stone  Corin  R  USA  CIV; 


,CIV;  Ledgett  Richard  H 
JNSA-D  USA  CIV; 


.USA  CIV;  Fieisch  Frances  J  MSA-D 
iNSA-D  USA  CIV;  I  1 


NSA-D  USA  CIV; 
Subject:  (U)  RB 


NSA-F32  USA  av 

Expectations  Regarding  NBC  Snowden  Story 


Classification: 


Received  your  note  about  SSCi  Chair's  expectations  for  a  "forceful"  NSA  response  to  the  NBC  broadcast  next 
week.  Thanks  for  the  heads  up.  You  can  help  temper  expectations  by  making  clear  that  we  were  not  aware  of  this  story 
before  it  was  publicly  advertised  and  until  yesterday  had  not  been  contacted  to  respond  to  any  issues.  We  have  not 
bean  and  don't,  expect  to  be  given  much  if  any  detail  beyond  the  public  "teaser."  We  can  only  crystal  bail  so  much, 


especially  when  the  protagonist  is  hot  bound  by  facts  or  the  truth.  Our  intent  will  be  to  be  as  aggressive  and  responsive 
as  we  can  be,  bearing  in  mind  that]  "  ■  ...  ~fnay  have  their  own  views  about  how  much  we'll  be 

allowed  to  say/ do. 


Regards, 


(b}(3}-P.L  88-36 
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Classification;  C 0  N  l~  1 D L N T I AfctfHQPQRN 


. Giasstfied  By: 1 

■  Derived  rmm:  NO  A/000 M  1-52 
■  Dated:  20070100 
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NSA-DJ09  USA  CTR 


From: 

Sent: 

To: 

€c: 


Subject: 


Vines  Vanee  M  NSA-DN1  USA  C3V 
Tuesday  -May  27.  2014  12:29  PM 


NSA  -D  USA  CIV 

Q2J  USA  CIV;  DL  medialeak$„core  (ALIAS)  D;  Grimes 


leneU.. 


M£A,QU.USA  CIV;  DL  PAOMedia.  (ALIAS)  DN1;  De  Rajesh  NSA-D2 

,  USA  CIV: 

1 

MSA-.D23  USA  CIV  NSA-D2  USA  CIV; 

m- 

D21  USA  CIV  '  ■  : 

RE:  (U)  REPLY:  (U)  NBCs  note  today/Iealcer 


Classification:  UNCLASSIFIED /fPefrOfnCfAi- UQC  ONLY 

No,  sir.  NBC  hasn't,  said  anything  else  about  the  claim, 


.  (b)(3)-P  L  86-36 


vanee 


From:  |  NSA-D  USA  CIV 

Sent:  Tuesday, . Fiay77;  z014  12:18 -PM t 

To:  Virwfi  VanAe  M  NpA-DNl  USA  CIV 

Cc: 


fALTASY  DN1:l  De  RajeSh  NSA-D2  USA  CIV;| 
021  USA  CIV 


,-Q31  'USA  CIV;  DL  medialeaks  core  /ALIAS)  D;  Grimes  Arlene  U  NSA-DN  USA  CIV;  DL  PAOMedla 

pSiSA-D28  USA  C1V;|  . 


J&A-D2  USA  CIV; 


Subject:  (U)  REPLY:  (U)  NBCs  note  today/leaker 

Classification:  UNCLASSIFIED  //FOR  OFFICIAL  U8E  ONLY 


V  (ji  1 

(U//POUQ)  l  agree  with  you. 

■Did  w.e&et  nothing  further  with  respect  to  Snowden's  claim  of  having  raised  his  concerns -Oh 

Regards, 

CD- 


Media  Leaks  Task  Force 

National  Security  Agenoy/Cenlfsl  Seeuriiv  Service  . 
0PS2B  2B8090 
JWiCS 
UNCI 

nsts 

BLACK  £ 


(b){3}-P,L.  86-36 


](b)(3)-P.L  86-38 


From:  Vines  Vanee  M  NSA-DN  1  USA  CIV 
Sent;  Tuesday.  May  27.  2014  12:08  PM 
Toj  INSA-D  USA  QV;C 


]NSA-Q31  USA  QV;  DL  media  lealts  core  (ALIAS)  D;  Grimes 
Arlene  U  NSA-DN  USA  CIV:  DL  PAOMedla  _  (ALIAS)  DNldDe  Rajesh  NSA-D2  USA  CIV;  |  NSA-D28  USA 


CIV. 


NSA-D2  USA  CIV;[ 


JNSA-D21  USA  CIV 


l 
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Subject:  (U)  NBCs  note  today/leaker 

Importance :  High 


_ _ _ _ RATF.q  Mn  R3 

^mainina  tex  is  duplicated  in  DOCID  4249179 


DOC ID :  4249195 


B  / 


DOCID:  4249196 


/  ^)(3)-P,L,  86-36 


BATES  NO.  65 


From: 

Sent: 

To; 

Subject: 


Green  Miller,  .Marci  L  ; 
Wednesday;  May  28, 2014  1:42  PM 
DL  PAOMeclia 
Fw:  NBC/email 


stow 


(b)(3) 

OSA 

DDNi 


Pretty  sure  this  is  yes.  May  want  to  check  with  ethd.n  a  on  high  side. 


From:  Hayden,  Caltlfn 

Sent:  Wednesday,  Ma7Z872DI^m':3gT»W"  " 
To:  Vines.  Vanee  M:  De,  Rajesh; 


£ 


^Richard's,  Rebecca  J 


EnHaliE 


JBeaghiey ,  Sine 
‘DNI-rnec}^a®)dn!.g0v'  <DNI-meqila®cJni,gov>;| 


Cc:  Grimes,  Arlene  U;  DL  PAQMedia;  Egan,  Brian  J. 

~  I  Fonzone,  Christopherr 


Heinzelman,  Kate 


i  Ensor.  Leoinei  K: 


Subject:  RE:  WBC/email 


NBC  is  asking  whether  our  search  was  just  of  e-mails  to  OGC  or  also  to  the  Compliance  Office.  Can  folks  confirm? 


From:  Vines,  Vanee  M 

Sent;  Wednesday,  May  28,  20i4  10:S£aM  / 

To:  Havden,  Caitim;  De,  Releshl  . .  . ( 

Evans,  Stuart;  |  jBeaghiey ,  Sina; |  jsDNl-media@dm 

— ^|  [ 

j  IRichards,  Rebecda  3 

Cci  Grimes,  Arlene  U;  DL  PAQMedia;  Egan,  Bri&n  3.;  Heinzekram,  Kate;  Fonzone,  Chffetoph^r;! 

Ensor,  Leoinei  K;|  . j  j 

Subject:  RE:  NBCf email 

Roger  that.  Thanks,  CH.  _ . i 

,  ip f  ’  (b)(3) 

|l»(3).Pl  85-36  |b}{6)  OGA 

Vanee'  Vines  /  '  \\  pdni 

Public  Affairs  Specialist  !;  \ 

Pnhiin  A,  MpHia  Affairs 

line:  \  i 


From:  Hayden,  Caitliri 
Sent:  Wednesday,  May  28,  2014  10:51  Af4 
To:  Vines,  Vanee  M:  De,  Raieshj 
Evans,  Stuarti  jBeaghiey ,  Sina; 


DNI-medla@dni.gov'; 


Richards,  Rebecca  j 

Cc:  Grimes.  Arlene  U:  DL  PAQMedia;  Egan,  Brian  J,;  Heinzelman,  Kate;  Fonzone.  Christopher: 


Ensor,  Leoinei  k£ 


Subject;  RE:  NBC/emaii 


i 
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BATES  NO.  74 


From: 

Sent: 

To: 

Pi 

OGA  ■ 

Cc: 

0-0  Ni 

Hayden,  Caitlinl  h  \\  \ 

Wednesday,  Mav  28.  2014  10:4?T%I  ' 

De.  Raiesh:!  /  /  I  l;  'V-i:nds,-  Vanee:M: 


pWSMJMSt: 
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DOC  ID:  42  4  9.20.2 


BATES  NO.  1 1 1 


From: 

Sent: 

To: 

Subject: 


Vines,  Vanee  M 

Friday;  May  23,  2014  6:04  PM _ _ 

Delong.  John  IV!;  De,  Rajesh] _ 

_ primes,  Arlene  U;  DL  MLTF_staff;  DL  PAOMedia;  Bauman,  Ethan 

Re:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Update 


!'m  sure  this  will  "evolve"  over  the  weekend. 


The  producer  has  yet  to  call  me  again. 


Happy  Friday, 


(b)(5) 

(b)(3j-P,L  86-3S 


[b)(3)-P.L  86-36 


From:  Delong,  John  M 

Sent:  Friday,  May  23,  2014  Ol:5SJB£3 _ 

To:  De,  Rsjesh;  Vines,  Vanee  M;[ 

Dt  MLTF„staff;  DL  PAOMedia;  Bauman; . Ethan - 

Subject:  RE:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Grimes,  Arlene  U; 


Remainsnn  text  is  duplicated  in  DOC1D  4249178 


Subject: 


Vines,  Vanee  M 

Friday,  Mav-23.  2014  6:28  PM  , - 

IDalona/  Jotin  M;  De,  Rajesh; 

1  iGrimes,  Arlene  U';'Dt.  MLTFjstsff;  DL  PAOMSaiafBsumam 
Re:  HbPLY:  NBC  NEWS/ EDWARD  SN OWDEN  INQUIRY 


This  just  in  from  C  Hayden,  NSC; 


P)®'P.L  86-36 


(b)(3)-P.L.86-38 


From!  i 

Sent;  Friday,  May  23,  2014  06:12  PM  _ 

To:  Delong,  John  M;  De,  Rajesh;  Vines,  Vanee  M; 

DL  MLTF  staff;  DL  PAOMedia;  Bauman,  Ethan  - 

Subject:  REPLY;  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


•primes,  Arlene  It 


From;  Deiong,  John  M 

Sent;  Friday,  May  23,  2014  1:56  PM _ 

To:  De,  Rajesh;  Vines,  Vanee  Mi 
DL  MLTFjstaff;  DL  PAOMedia;  Bauman,  Ethan 
Subject;  RE:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Grimes,  Arlene 


DOC  ID.;  42  4  9203 


BATES  NO.  116 


DOCID;  4249204 


BATES  NO.  118 


'(bJPH’.L  86-36 


From; 

Toi 

Subject; 

Date? 

Attachments 


SfrS3M2  USA  CIV 

J  DlsscUALiAS)  SO;  DL  OGC  Mediates  (ALIAS)  02^3 \  DL  d  io  tasker  f ALIAS)  D; 

(U)  Archive  Document:  Q&A  Prep  for  Snwdeifs  Qmm  of  Concerns  $rd  Notification 
Wednesday,  June  11,  2014  6:15:27  PM 

ElMiUS 


Classification:  CQNriPCNTIAU/NOronN  ■ 

All, 

(U//F9UO)  Attached  is  the  final  version  of  the  Question  and  Answer  (Q&A)  prep  that  was 
developed  to  support  the  release  of  the  single  Snowden-OGC  email,  Most  of  the  material 
contained  in  this  document  was  passed  to  public  affairs  offices  and  the  White  House 
Spokesperson  for  delivery  to  the  press  in  the  immediate  hours  after  the  email  was  released 
by  NSA. 

(U/VfOUO)-  later,  in  an  effort  to  archive  and  retain  this  information  for  future  use,  the  Q&A 
was  modified  to  reflect  more  of  the  background,  facts,  and  procedures  that  implement  the 
notification  process  at  NSA  that  an  employee  is  informed  of,  and  expected  to  apply  when 
reporting  a  potential  problem  or  violation . 

(U)  This  is  a  living  document  that  can  and  should  be  modified  as  similar  events  warrant 
For  this  initial  document,  the  date/time  stamp  is  9  JUN  2014. 

jU//fOU8j-  This  document  wiil  be  filed  on  the  MLTF  Sharepoint  website  under  MLTF  1602. 
It  will  also  be  added  to  the  "classified  talking  points"  tab  on  the  left  side  of  the  screen. 
While  the  majority  of  the  material  is  written  to  an  UNCLASS  or  U//FOUO  level,  there  are 
selected  items  that  push  the  document  to  CONFIDENTIAL/NOFORN. 

(U)  Attached  is  a  copy  for  your  records. 


Rgds, 


Media  Leaks  Task  Force 
OPS  2B,  2B8090 
969-5009  (s) 

_  M'  " 


iH(3J-P.t  86*36 
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CONriDCNTtAL/ZWaPeRW 


BATES  NO.  120 


National  Security  Agencv 
Media  Leaks  Task  Force 


Date;  09  June,  2014 

Re:  (lWP@ee>  Reference  Document:  Q&A  Prep  for  Snowden’s  Claim  of  Concerns  and 

Notification 


(U)  Executive  Summary 


(U/iTOUO)  Following  the  NBC  interview  with  Edward  Snowden  broadcast  on  28  MAY  1 4„  the 
Intelligence  Community  decided  to  release  die  only  email  exchange  known  to  exist  at  the  time 
between  Edward  Snowden  and  the  NSA.  Office  of  the  General  Counsel  in  which  a  basic  question 
of  legal  precedence  was  asked  and  answered  by  an  OGC  lawyer.  A  Question  &  Answer  paper 
was  developed  for  US  Government  officials  to  provide  background  and  unclassified  talking 
points  to  support  the  release  at  news  conferences  and  any  potential  follow-up  questions. 

Selected  portions  of  that  paper  were  actually  used  by  the  public  affairs  offices  at  the  While 
House  and  ODNI  level. 

(U//F-9U01)"  As  the  event  progressed  the  Q&A  package  was  modified  to  become  the  paper  that 
follows  below.  This  new  paper  is  intended  to  be  a  reference  source  for  the  event,  or  as  a  starting 
point  should  any  further  evidence  come  to  light  in  the  continuing  investigation  . 

(U)  Bolding  and  emphasis  in  this  paper  is  primarily  for  the  benefit  of  the  reader,  and  is  not 
required  to  be  included  in  any  formal  responses  to  queries  on  these  topics. 


(U)  The  Trigger  Event 

(U)  Edward  Snowden  lias  repeatedly  claimed  to  have  made  attempts  to  express  his  concerns 
about  the  lawfulness  of  certain  NSA  activities  to  NSA  colleagues,  leadership,  and  through 
official  channels.  The  following  serves  as  an  authoritative  accounting  of  facts  as  relates  to  this 
claim  and  should  be  used  as  the  basis  for  considering  any  responses  related  to  these  issues. 


tb)(3)-P,L.  88-36 


Derived  fromi-NSA/eSS 

n* 

■  Dated:  20070108 
eeefaoM4y^n!-2Q390601 


COMF1  D.B;  NT  1 A  L//NO.F  ORN - 
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WS  BATES  NO.  121 


(U)  Framing  Questions 


A.  Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

(U)  We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of 
General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had 
just  completed.  The  question  was  received  and  an  answer  was  provided  to  Mr,  Snowden.  There 
was  not  additional  follow-up  noted.  There  are  numerous  avenues  that  Mr.  Snowden  could  have 
used  to  raise  other  concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of 
outreach  from  him  in  those  areas  and  have  not  discovered  any  engagements  related  to  his 
claims.  ((Note:  This  paragraph  was  publicly  released  via  the  White  House  Press  office  on  29 
MAY  14)) 


B.  How  did  NSA  respond  to  the  NBC  FOIA  request? 

(U)  NBC  issued  a  FOIA  request  for  any  and  all  evidence  that  Edward  Snowden  had  formally 
filed  his  concerns  with  Agency  authorities.  The  FOIA  request  was  being  handled  according  to 
the  normal  process  when  it  was  overtaken  by  a  decision  on  the  part  of  the  NSA  Director  to 
release  the  text  of  the  one  e-mail  referenced  above, 

(U/'/'FOUO )  Shortly  after  noon  on  28  May  2014,  NSA  provided  the  response  to  Question  A. 
above,  along  with  a  redacted  version  of  the  one  email  inquiry.  A  copy  of  that  redacted  version  is 
stored  in  MLTF  Action  folder  1 602. 

(UMFOHO)  NSA  contacted  NBC  the  following  week  to  close  out  the  request  and  informed  them 
that  the  one  email  that  responded  to  their  inquiry  was  now  public  record  for  all. 


jb)(3pP.L.  88*36 


UiLbuHtiil  "oj1! 

■Peiftcfr*i»W"NSA/€8SM  1  $2 

. DmHlrtetDOlos 

M,'fh:r']'as^'ilT,'O'ir;''''203i4(lihH"' 


CONFlPCNTIAL/ZNOrOWN — 

Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOCID:  4249204 


CONlTD:EN7TAL//NOI'ORN 
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NS  A  Background  to  Potential  Q&A  Responses : 

!.  What  is  the  training  and  awareness  provided  to  government  and  contractor 
employees  about  reporting  activities  they  perceive  to  be  inconsistent  with  law  and 
policies? 


Training 

(U)  NSA/CSS  provides  training  to  ali  employees  in  order  to  maintain  a  high  degree  of 
sensitivity  to,  and  understanding  of  the  intelligence-related  laws,  regulations  and  policies 
associated  with  the  protection  of  privacy  rights  during  mission  operations.  Throughout  the 
curriculum,  the  instruction  repeatedly  emphasizes  the  employee’s  responsibility  to  report 
questionable  activity  and  the  mechanisms  to  do  so, 

(U/V,F0U;O)  Selected  courses  are  mandatory  before  an  employee  (civilian,  military  or  contractor) 
can  gain  access  to  certain  SiGINT  operational  systems.  These  specific  training  courses  discuss 
the  limitations  of  SIGINT  authorities  and  mission  operations  to  include  reminders  and  guidance 
about  who  to  contact  with  questions  about  scope  of  authorities,  and  who  to  contact  if  there  are 
known  or  even  potential  compliance  concerns. 


The  Basics  -  QVSCitOOO 


(U)  Below  are  examples  from  NSA’s  core  Intelligence  Oversight  (10)  course  “NS A/CSS 
Intelligence  Oversight  Training”  (OV SC  1000).  This  course  provides  training  to  all  employees 
in  order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence -related 
laws,  regulations,  and  policies  associated  with  the  protection  oflJ.S.  person  privacy  rights  during 
mission  operations. 

(IJ)  Most  contractors  are  required  to  take  this  course.  However,  it  is  not  mandatory 
for  all  contractors  and  will  depend  on  their  assignment,  duties,  and  the  stipulations  of 
their  controlling  contract.  Snowden’s  role  as  a  systems  administrator  supporting  SIGINT 
operations,  and  later  as  an  analyst -in- training  in  APR  -MAY  2013  would  clearly  place 
him  in  the  category  of  those  required  to  complete  OVSCiOOO. 


Snowden’s  training  record  is  considered  Personally  Identifiable 
Information,  and  the  protection  or  dissemination  of  that  information  is  governed  by  U.S 
law  and  Agency  policy,  and  is  not  part  of  this  Q&A  paper.  For  more  information  about 
-SnoMimls^databasc  accesses,  skill  set,  and  training  record,  see  actiqn 


for  more  information . 


(U)  In  OVSCIOOj  students  are  familiarized  with  the  mqjortenets  of  core  10  documents, 
including  Directive  Type  Memorandum  IDTM)  08*052:  “DoD  Guidance  for  Reporting 
Questionable  Intelligence  Activities  anti. Significant  or  Highly  Sensitive  Matters.”  The 
following  are  examples  of  guidance  provided  within  the  course: 


-Pi.  86-36 


(b|(3)-P.L  86-36 


T..TJ.1J  JII  IvtjB"1 IT  j  *  11 . 

n 
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(U)  If  you  become  aware  of  a  violation  of  the  authorities,  you  should  report  it 
immediately « If  you  are  unsure  if  a  violation  has  been  committed,  consult  with  your 
manager,  your  organization's  10  representative,  or  Compliance  organization .  You  may 
also  contact  the  NSA  OGC  or  the  NS  A/CSS  Office  of  the  Inspector  General  for 

assistance. 

(U)  It  is  important  for  personnel  to  understand  that  for  purposes  of  intelligence  activities 
governed  by  E,  0.  12333,  DoD  Regulation  5240.1- R  contains  the  approved  procedures 
for  use  within  DoD.  These  procedures  also  reflect  DoD  policies  for  employee  conduct 
that  require  you  to  be  familiar  with  restrict  bus  on  the  collection,  retention  ami 
dissemination  ofU.S.  person  information  and  the  responsibility  to  report  questionable 
intelligence  activities  to  the  NS  A  OGC  or  NS  A/CSS  IG. 

(U)  Employees  shall  report  any  questionable  activity  to  the  NSA  OGC  or  NSA/CSS 
OKI  A  questionable  activity  is  defined  as  any  conduct  that  constitutes,  or  is  related  to, 
an  intelligence  activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential 
directive,  or  applicable  DoD  policy.  Employees  may  also  report  questionable  activities 
directly  to  the  DoD  General  Counsel  or  Assistant  to  the  Secretary  of  Defense  for 
Intelligence  Oversight,  A  TSD(IO) 

(It)  DIRNSA  is  also  responsible  for  ensuring  that  no  adverse  action  is  taken  agaiml  an 
employee  because  the  employee  reports  a  questionable  intelligence  activity  pursuant  to 
the  established  procedures.  In  addition,  BTM  08-052  contains  specific  requirements  for 
reporting  to  the  President's  Intelligence  Advisory  Board  questionable  intelligence 
activities  and  significant  or  highly  sensitive  matters  that  could  potentially  impugn  the 
reputation  or  integrity  of  the  DoD  Intelligence  Community  or  otherwise  call  into  question 
the  propriety,  of  an  intelligence  activity.  Should  yon  need  clarification  or  have  questions 
about  the  reporting  requirements  for  possible  significant  or  highly  sensitive  matters,  you 
should  consult  with  your  manager,  your  compliance  organization,  the  NSA  OGC  or  the 
NSA/CSS  OKI 

(U)  Report  questionable  or  significant  and  highly  sensitive  intelligence  activities  to  the 
NSA  OGC  or  NSA/CSS  OIG.  You  can  find  contact  information  can  be  found  in  the 
Resources  section. 


Awareness 

(U//FQUO)  NSA  employees  are  provided  information  on  how  to  report  concerns  regarding  their 

work,  or  their  work  environment  in  a  number  of  different  venues  to  include  formal  training, 

briefings  to  large  and  small  audiences,  Agency  static  and  electronic  billboards  and  wall  displays, 

and  Agency -wide  emails  and  announcements.  All  employees  are  made  aware  of  how  they  may 

report  concerns,  even  anonymously,  within  or  outside  their  supervisory  management  chain.  The 

relevant  processes  are  reinforced  in  recurrent,  mandatory  training.  Depending  on  tire  particular 

issue  and  individual  circumstances,  NSA  employees  may  report  concerns  through  many  different 

avenues  inside  NSA,  across  the  Executive  Branch,  and  to  Congress.  The  NSA  OIG  website 

provides  information  about  submitting  hotline  complaints  and  addresses  anonymity  and  {i>){3).p.i.86.3e 

confidentiality  concerns. 
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(U)  Prior  to  the  Snowden  incident  (pre-MAY  2013),  theNSA  OIG  issued  a  number  of  . 
agency-all  messages  summarizing  investigation  results  of  illegal  activity  and  messages  covering 
policies  and  avenues  for  reporting  suspected  mismanagement  and  violations  of  law,  policy,  and 
regulations.  While  not  every  IG  report  during  this  time  frame  dealt  with  intelligence  matters, 
they  all  contained  the  following  statement  about  the  mission  of  the  NSA  OIG  and  how  concerns 
can  be  reported: 

The  NSA  Office  of  the  Inspector  General  actively  investigates  allegations  of  fraud  against 
the  Agency.  The  OIG  is  committed  to  eliminating  fraud,  waste,  mismanagement  of 
Agency  resources ,  and  abuse  of  authority.  If  you  are  aware  of  potential  fraud,  waste,  or 
abuse,  please  report  your  concern  to  the  OIG  by  visiting  the  Hotline  office  in  2B7088, 
calling  963-5023,  or  visiting  the  OIG  Hotline  website.  You  may  remain  anonymous  when 
submitting  concerns  to  the  OIG  Hotline,  If  you  choose  not  to  remain  anonymous,  your 
identity  will  be  protected. 

(U)  After  MAY  2013  and  the  issuance  of  NSA/CSS  Policy  1-60,  the  IG  issued  a  specific 
message  addressing  reporting  policies  and  bow  to  submit  concerns  in  JUN  2013  and  repeated 
this  message  in  2014. 

(II)  Within  the  Agency  and  the  Federal  Government ,  there  are  several  avenues  for 
reporting  suspected  mismanagement  and  violations  of  km,  policy ,  and  regulations.  We 
recommend  that  you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your 
leadership;  managers  are  often  in  the  best  position  to  assess  concerns,  recognize  process 
shortfalls,  and  take  corrective  action. 

(LWF  QUO)  If  you  believe  that  management  has  not  been  able  to  resolve  your  concerns, 
the  Office  of  the  Inspector  Genera!  (OIG)  can  assist.  NSA/CSS  Policy  I~60  requires  that 
NSA /CSS  personnel  report  to  the  OKI  possible  violations  of  law,  rules,  or  regulations; 
mismanagement;  gross  waste  of  funds;  misconduct  by  senior  officials;  or  abuse  of 
authority.  A  complainant's  identity  is  protected  by  law,  and  NSA/CSS  Policy  i~62  protects 
employees  from  reprisal  for  communications  with  the  OIG.  You  can  contact  the  OIG  by 
telephone  (963-5023),  in  person  (OPS  287088),  or  anonymously  through  our  Web  site 
("go  IG”). 

(U)  The  Intelligence  Community  Whistleblower  Protection  Act  (ICWP A)  allows  employees 
to  report  "urgent  concerns”  to  the  intelligence  committees  of  Congress.  A  complaint  made 
in  accordance  with  (he  ICWP  A  ensures  that  your  concerns  are  addressed  and  that 
classified  information  is  protected.  ICWP  A  complaints  are  made  through  the  NSA/CSS 
OIG  or  the  Department  of  Defense  IG. 


(U)  If  you  have  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  ("go  IG") 
or  contact  the,  IG  Hoi  line  Qgjudlineff tptsa.ie.gov)  on  NS  A  Net.  Contact  the  US.  Cyber 
Command  IQ  about  problems  involving  that  organization. 
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2,  What  are  the  mechanisms  by  which  that  reporting  caw  occur? 


(UflFSti©1)"  There  are  various  mechanisms  by  which  reporting  can  occur.  Employees  and 
contractors  may  provide  information  to  the  DoD  OIG,  IC  OIG,  NSA  OIG  anonymously,  the  OIG 
website  via  phone,  in  writing  or  to  various  offices  within  NSA  such  as: 

■  the  Office  of  Equal  Employment  Opportunity  &  Diversity, 

■  the  Office  of  the  Director  of  Compliance, 

’  the  Office  of  the  General  Counsel,  and 

■  the  Privacy  and  Civil  Liberties  Office. 

■  the  Associate  Directorate  for  Security  &  Counterintelligence 


(U)  The  1G  Act  of  1 978,  as  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act  (ICWPA),  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for 
reporting  to  Congress  classified  information  alleging  wrongdoing .  Employees  may  contact  the 
intelligence  committees  directly  only  if  the  employee  - 

a)  before  making  such  a  contact,  furnishes  to  the  head  of  the  establishment,  through  the 
Inspector  General,  a  statement  of  the  employee's  complaint  or  information  and 
notice  of  the  employee’s  intent  to  contact  the  intelligence  committees  directly;  and 

b)  obtains  and  follows  ifom  the  head  of  the  establishment,  through,  the  Inspector 
General,  direction  on  how  to  contact  the  intelligence  committees  in  accordance  with 
appropriate  security  practices. 


3.  What  is  the  process,  accountability  for  addressing  such  reports? 


(U/TEOUQ)  When  an  allegation  is  presented  to  the  NSA  OIG  or  referred  to  them  by  an  internal 
agency  element,  the  OIG  Investigations  Division  reviews  it  to  determine  the  appropriate  action. 
The  NSA  OIG  also  responds  to  referrals  from  external  agencies  when  appropriate.  Complaints 
regarding  systemic  process  problems  may  be  referred  to  the  OIG  Audit  or  Intelligence  Oversight 
Divisions.  Concerns  invol  ving  violations  of  law  or  policy  are  pursued  via  a  preliminary  inquiry, 
and  if  warranted,  via  an  investigation,  by  the  Investigations  Division.,  Ail  complaints  and  their 
outcomes  are  tracked  through  the  Inspector  General  case  management  system. 

(U)  If  an  inquiry  is  reported  directly  to  Congress  and  a  copy  is  not  provided  to  Agency 
authorities  (see  Question  2  above),  then  the  NSA.  OIG  may  not  have  knowledge  of  such  a 
request. 
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4.  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 


(U//FOUO)  The  NSA  01 G  keeps  a  record  of  all  inquiries  and  actions  taken. 


5.  Bo  we  [NSA]  have  any  examples  of  reported  activity  which  resulted  in  corrective 
measures? 


(U//FOUQ)  Activity  that  is  found  to  he  a  violation  of  law,  directive,  or  policy  is  thoroughly 
reviewed  to  determine  corrective  action.  NSA’s  incidents  are  most  often  tied  to  human  error  or 
technical  malfunction  that  is  corrected  by  local  management  within  the  capabilities  of  the 
existing  systems  in  consultation  with  the  NSA  OIG  and  senior  leadership.  As  of  JUN  2014  and 
as  previously  reported  to  the  intelligence  committees,  the  OIG  is  aware  of  thirteen  instances  of 
intentional  misuse  of  the  SIGINT  system  hy  individuals  over  the  last  10  years.  Most  were 
referred  to  the  Department  of  Justice,  and  eventually  ended  with  the  departure  of  the  employee 
involved.  Auditing  and  monitoring  processes  in  the  operational  areas  where  many  of  these 
violations  took  place  were  significantly  modified  or  improved. 

(U/ffOUO)-  Other  than  violations  reported  by  NSA  OGC  to  the  Department  of  Justice,  we  are 
not  aware  of  any  SIGINT  programs  or  activities  that  are  inconsistent  with  the  law.  Each  quarter, 
the  NSA  OIG  and  OGC  review  repotted  instances  of  non-compliance  with  SIGINT  and 
Information  Assurance  authorities  that  are  typically  the  result  of  human  error  or  technical 
malfunction.  These  matters  are  addressed  by  local  management  or  through  other  corrective 
actions  both  directed  by,  and  in  concert  with  NSA’s  compliance  organizations. 


6,  Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

7,  If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

8,  Were  his  inquiries  responded  to?  If  so.  how  and  when? 


(U)  No  such  correspondence  has  been  discovered. 

(U)  NSA  is  unaware  of  any  correspondence  Edward  Snowden  had  with  the  NSA  Inspector 
General,  the  Office  of  General  Counsel,  or  his  supervisors  wherein  he  expressed  constitutional 
concerns  about  NSA’s  intelligence  operations  or  authorities.  We  have  found  one  instance  of  an 
e-mail  inquiry  to  the  office  of  General  Counsel  asking  for  an  explanation  of  the  content  of  some 
training  material. 

(b((3).p.t,  85-36 

(U)  On  Friday  5  April  2013  at  about  4PM,  Edward  Snowden  sent  an  email  to  the  Office  of 
General  Counsel  questioning  the  hierarchy  of  several  NSA  authorities  identified  in  a  training 
course. 
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(U)  The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute,  Executive 
Order,  policy,  or  regulation. 

(U)  The  inquiry  did  not  suggest  that  HSA  was  violating  any  legal  authority;  nor  did  the  inquiry 
question  whether  NSA  had  authority  to  conduct  specific  operations. 

(IJ)  On  Monday  8  April  2013,  the  next  business  day,  the  Office  of  General  Counsel  responded  to 
his  question  and  the  attorney  offered  to  discuss  the  issue  further  if  he  desired  to  do  so  There  is  no 
evidence  that  any  additional  correspondence  or  contact  occurred  on  this  matter. 


9,  How  was  our  search  for  any  correspondence  from  him  conducted? 


(U//F0U01)-  As  of  JUN  2014,  the  investigation  was  still  ongoing.  We  have  reviewed  all  of  the 
email  and  NSANei  social  media  posts  authored  by  Edward  Snowden  which  we  have  been  able  to 
obtain.  This  review  has  included  manual  reviews  of  his  email  and  posts,  as  well  as  searches  of 
that  email  tailored  ro  identify  any  responsive  correspondence. 

(U/?T'0hJ0)  We  have  located  additional  email  between  Snowden  and  members  of  Office  of 
General  Counsel  and  Oversight  and  Compliance  relating  to  his  job  duties  and  work  on 
troubleshooting  IT  issues,  but  these  emails  do  not  contain  any  questions  or  concerns  about  the 
legal  authorities  under  which  NSA  operates. 


10.  Was  it  exhaustive  and  authoritative? 


(UfflPQWSj-  Given  the  importance  of  this  issue  and  the  repeated  claims  by  Mr.  Snowden,  the 
effort  to  uncover  any  wri  tten  or  recollected  evidence  of  these  engagements  has  been  thorough 
and  involved  cognizant  authorities  in  each  area  of  review. 


U,  Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 


(U,¥FQU6')"'We  cannot  completely  rule  out  the  possibility  that  something  may  have  been 
overlooked,  but  we  have  high  confidence  that  the  searches  and  interviews  for  relevant 
information  we  undertook  would  have  uncovered  evidence  of  assertions  that  rise  to  the  level  of 
outreach  and  protestation  claimed  by  Mr.  Snowden.  They  have  not. 
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(U)  Draft  QS.A  to  support  Snowden's  Claims  of  Voicing  Concerns 
Thursday,  May  29,  2014  5:34:42  PM 
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et  al. 


Thank  you  for  your  input.  Great  stuff! 

I  have  attempted  to  place  it  all  under  the  right  questions/themes,  and  will  admit  that  it's  a 
lot  of  material  and  there  may  be  some  redundancies.  To  some  extent,  this  may  be  OK  in 
the  sense  that  more  than  one  particular  question  may  invoke  a  portion  of  more  than  one 
response.  As  a  reference  guide  to  the  reader  or  the  speaker.. ..a  little  repetition  may  be 
helpful. 

I  have  added  a  few  of  my  own  sentences  based  on  some  pointers  from  some  of  you,  as  well 
as  my  own  experiences,  (in  yellow  hilite.J  I'm  not  wedded  to  these  items,  and  consider 
everything  in  this  draft  open  to  comment  and  correction! 

Please  take  a  look  tonight  if  possible  so  that  we  can  support  any  last  minute  calls  for 
background  from  downtown  (always  a  possibility  I),  if  not. .first  thing  in  the  morning  please, 
a  si  fhasan  0900  THUR  with  ADM  Rogers  on  this  NBC  interview  ...and  this  information 

will  be  germane  ■ 


OPS  23,  2B809G 
969-5009  (s) 

(U) 
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Framing  questions:  Responses  provided  to  the  White  House 
PAO  the  morning  of  28  MAY  14 

A.  Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

(U)  We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General 
Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed. 
The  question  was  received  and  an  answer  was  provided  to  Mr.  Snowden.  There  was  not  additional 
follow-up  noted.  There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of  outreach  from  him  In  those 
areas  and  have  not  discovered  any  engagements  related  to  his  claims. 


B.  How  do  you  pian  to  respond  to  the  FOIA  request? 


(U)  We  received  the  request  from  NBC  this  week  and  are  following  normal  procedures  for  processing 
the  request. 


Potential  Q&A  Responses: 

1.  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about 
reporting  activities  they  perceive  to  be  inconsistent  with  law  or  ethics? 


(U/yK3UQ)~NSA  encourages  employees  to  report  concerns  regarding  their  work  or  work  environment  Iff 


employees  are  made  aware  of  how  they  may  report  concerns,  even  anonymously,  within  or  outside 
their  supervisory  management  chain.  The  relevant  processes  are  reinforced  in  recurrent,  mandatory 
training.  Depending  on  the  particular  issue  and  individual  circumstances,  NSA  employees  may  report 
concerns  through  many  different  avenues  Inside  NSA,  across  the  Executive  Branch,  and  to  Congress.  The 
NSA  OiG  website  provides  information  about  submitting  hotline  complaints  and  addresses  anonymity 
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and  confidentiality  concerns. 


(U/^FOUQ)'  The  NSA  OIG  also  provides  briefings  to' various  NSA  training  classes,  including  the  new  hire 
orientation  class,  mid-level  leadership  classes,  and  other  classes  specific  to  skill  comm  unities,  such  as 
co  ntracti  ng. 


(U)  The  NSA/CSS  Comprehensive  Mission  Compliance  Program  provides  training  to  aii  employees  in 
order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence -related  laws, 
regulations  and  policies  associated  with  the  protection  of  privacy  rights  during  mission  operations. 
Throughout  the  curriculum,  the  instruction  repeatedly  emphasizes  the  employee's  responsibility  to 
report  questionable  activity  and  the  mechanisms  to  do  so. 


(U)  Below  are  examples  from  NSAJs  core  intelligence  Oversight  (10)  course  "NSA/CSS  Intelligence 
Oversight  Training"  (OVSCIOOO).  This  course  provides  training  to  ail  employees  in  order  to  maintain  a 
high  degree  of  sensitivity  to,  and  understanding  of  the  inteiiige nee -related  laws,  regulations,  and 
policies  associated  with  the  protection  of  U.S.  person  privacy  rights  during  mission  operations. 


(L)  Many  contractors  are  required  to  take  this  course.  However,  it  is  not  mandatory  for  all  contractors 
and  will  depend  on  their  assignment,  duties,  and  stipulations  in  their  contract. 

fU}  Students  are  familiarized  with  the  major  tenets  of  10  documents,  including  DIM  08-052:  "DoD 
Guidance  for  Reporting  Questionable  Intelligence  Activities  and  Significant  or  Highly  Sensitive 
Matters."  The  following  are  examples  of  guidance  provided  within  OVSCIOOO  course: 

(U)  if  you  become  aware  of  a  violation  of  the  authorities,  you  should  report  it  immediately .  If 
you  are  unsure  if  a  violation  has  been  committed,  consult  with  your  manager,  your 
organization's  iO  representative,  or  Compliance  organization.  You  may  also  contact  the  NSA 
OGC  or  the  NSA/CSS  Office  of  the  Inspector  General  or  OfG  for  assistance. 

(U)  It  is  Important  for  personnel  to  understand  that  for  purposes  of  intelligence  activities 
governed  byE.O.  12333,  DoD  Regulation  5240.1-R  contains  the  approved  procedures  for  use 
within  DoD.  These  procedures  also  reflect  DoD  policies  for  employee  conduct  that  require  you  to 
be  familiar  with  restrictions  on  the  collection ,  retention  and  dissemination  ofU.S,  person 
information  and  the  responsibility  to  report  questionable  intelligence  activities  to  the  NSA  OGC 
or  NSA/CSS  iG. 

(U)  Employees  shat I  report  any  questionable  activity  to  the  NSA  OGC  or  NSA/CSS  OiG.  A 
questionable  activity  is  defined  as  any  conduct  that  constitutes,  oris  related  to,  an  intelligence 
activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential  directive,  or  applicable 
DoD  policy.  Employees  may  also  report  questionable  activities  directly  to  the  DoD  General 
Counsel  or  Assistant  to  the  Secretary  of  Defense  for  intelligence  Oversight,  ATSD{i  Of 

(U)  DIRNSA  is  also  responsible  for  ensuring  that  no  adverse  action  is  taken  against  an  employee 
because  the  employee  reports  a  questionable  intelligence  activity  pursuant  to  the  established 
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procedures,  in  addition ,  DIM  08 -052  contains  specific  requirements  for  reporting  to  the 
President's  Intelligence  Advisory  Board  questionable  intelligence  activities  and  significant  or 
high!/  sensitive  matters  that  could  potentially  impugn  the  reputation  or  integrity  of  the  DoD 
Intelligence  Community  or  otherwise  calt  into  question  the  propriety  of  an  intelligence  activity. 
Should  you  need  clarification  or  have  questions  about  the  reporting  requirements  for  possible 
significant  or  highly  sensitive  matters,  you  should  consult  with  your  manager,  your  compliance 
organization,  the  NSA  OGC  or  the  NSA/CSS  OIG. 

(U)  Report  questionable  or  significant  and  highly  sensitive  intelligence  activities  to  the  NSA 
OGC  or  NSA/CSS  OiG,  You  can  find  contact  information  can  be  found  in  the  Resources  section. 


(U)  The  OiG  also  issues  agency -all  messages  covering  policies  and  avenues  for  reporting  suspected 
mismanagement  and  vioiations  of  law,  policy,  and  regulations,  The  following  is  a  recent  example  of  a 
Senior  Executive  Message  from  Dr.  George  Eiiard,  NSA/CSS  Inspector  General; 

(U)  Within  the  Agency  and  the  Federal  Government,  there  are  several  avenues  for  reporting . 
suspected  mismanagement  and  violations  of  law,  policy,  and  regulations.  We  recommend  that 
you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your  leadership;  managers 
are  often  in  the  best  position  to  assess  concerns,  recognize  process  shortfalls,  and  take  corrective 
action. 

{ U/ffQUOj-tf  you  believe  that  management  has  not  been  able  to  resolve  your  concerns,  the  Office 
of  the  Inspector  General  (OIG)  can  assist  NSA/CSS  Policy  1  -60  requires  that  NSA/CSS  personnel 
report  to  the  OIG  possible  violations  of  law,  rules,  or  regulations;  mismanagement;  gross  waste 
of  funds;  misconduct  by  senior  officials;  or  abuse  of  authority.  A  complainant's  identity  Is 
protected  by  law,  and  NSA/CSS  Policy  1-62  protects  employees  from  reprisal  for  communications 
with  the  OIG.  You  can  contact  the  OiG  by  telephone  (963-5023),  in  person  (OpS  287088),  or 
anonymously  through  our  Web  site  {" go  IG"). 


(U)  The  Intelligence  Community  Whistleblower  Protection  Act  (ICWPA)  allows  employees  to 
report " urgent  concerns "  to  the  intelligence  committees  of  Congress.  A  complaint  made  In 
accordance  with  the  ICWPA  ensures  that  your  concerns  are  c  caressed  and  that  classified 
information  is  protected.  ICWPA  complaints  are  made  through  the  NSA/CSS  OiG  or  the 
Department  cf  Defense  IG. 


(U)  if  you  have  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  ("go  IG")  or 
contact  the  fG  Hotline  (ighotiine@nsa,ic.gov)  on  NSANet.  Contact  the  U.S.  Cyber  Command  IG 
about  problems  involving  that  organization. 


P.L  B6-3S 


2.  What  are  the  mechanisms  by  which  that  reporting  can  occur? 


{U//FOU'0)  The  !G  Act  of  1978,  as  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act  (ICWPA),  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for 
reporting  to  Congress  classified  information  alleging  wrongdoing .  An  employee  or  contractor  may 
provide  information  to  the  OiG  anonymously,  via  phone,  the  OiG  website,  or  in  writing, 
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3.  What  is  the  process,  accountability  for  addressing  such  reports? 

(U/yftSWO1)"  When  an  allegation  is  received  by  the  OIG,  the  OiG  Investigations  Division  reviews  it  to 
determine  the  appropriate  action.  Complaints  regarding  systemic  process  problems  may  be  referred  to 
the  OIG  Audit  or  intelligence  Oversight  Divisions,  Concerns  involving  violations  of  law  or  policy  are 
pursued  via  a  preliminary  inquiry,  and  if  warranted,  via  an  investigation,  by  the  Investigations  Division. 
All  complaints  and  their  outcomes  are  tracked  through  the  Inspector  General  case  management  system 
If  an  inquiry  is  reported  directly  to  Congress,  the  NSA  OIG  may  not  have  knowledge  of  such  a  request, 


4.  is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

jU//rOUO;)-The  OIG  keeps  a  record  of  ali  inquiries  and  actions  taken. 


5.  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective  measures? 


intelligence  committees,  the  OIG  is  aware  of  thirteen  instances  of  intentional  misuse  of  the  5IGINT 
system  by  individuals  over  the  last  10  years,  Most  were  referred  to  the  Department  of  Justice,  and 
eventually  ended  with  the  departure  of  the  employee  involved.  Auditing  and  monitoring  processes  In 
the  operationai  areas  where  many  of  these  violations  took  place  were  significantly  modified  or 
improved,  . 


(U#F0U8)»  Other  than  violations  reported  by  OGC  to  the  Department  of  Justice,  we  are  not  aware  of 
any  SIS!  NT  programs  or  activities  that  are  inconsistent  with  the  law,  Additionally,  each  quarter,  the  OIG 
and  OGC  review  reported  instances  of  non -compliance  with  SiGINT  and  Information  Assurance 
authorities  that  are  typically  the  result  of  human  error  or  technical  malfunction.  These  matters  are 
addressed  by  local  management  or  through  other  corrective  actions  taken  by  NSA's  compliance 
organizations. 


6.  (OGC)  Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

7.  (OGC)  if  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 
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8.  (OGC)  Were  his  Inquiries  responded  to?  if  so,  how  and  when? 

(U)  No  such  correspondence  has  been  discovered. 

{U}  NSA  is  unaware  of  any  correspondence  Edward  Snowden  had  with  the  Inspector  General,  the  Office 
of  Genera!  Counsel,  or  hts  supervisors  wherein  he  expressed  constitutional  concerns  about  NSA's 
intelligence  operations  or  authorities.  We  have  found  one  instance  of  an  e-maii  Inquiry  to  the  office  of 
General  Counsel  astdng  for  an  explanation  of  some  materiai  that  was  in  a  training  course  he  had  just 
completed. 

(UJ  On  Friday  5  April  2013  at  about  4PM,  Edward  Snowden  sent  an  email  to  the  Office  of  General 
Counsel  questioning  the  hierarchy  of  several  NSA  authorities  identified  in  a  training  course. 

(Uj  The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute.  Executive  Order, 
policy,  or  regulation. 

(UJ  The  inquiry  did  not  suggest  that  N5A  was  violating  any  legal  authority;  nor  did  the  inquiry  question 
whether  NSA  had  authority  to  conduct  specific  operations. 

(U)  On  Monday  8  April  2013,  the  next  business  day,  the  Office  of  Genera!  Counsel  responded  to  hts 
question  and  the  attorney  offered  to  discuss  the  issue  further  if  he  desired  to  do  so  There  is  no  evidence 
that  any  additions!  correspondence  or  contact  occurred. 

|S>){3}-P.L.  3&-3S 
(b)(5) 


9.  (Q/TD)  how  was  our  search  for  any  correspondence  from  him  conducted? 


(U//FQ4JQfr  We  have  located  additional  email  between  Snowden  and  members  of  OGC  and  Oversight 
and  Compliance  relating  to  work  on  troubleshooting  IT  issues,  but  these  emails  do  not  contain  any 
questions  or  concerns  about  the  legal  authorities  under  which  NSA  operates, 


10.  {Q/TD}  Was  it  exhaustive  and  authoritative? 

{U//POU0t~  It  has  been  as  exhaustive  and  authoritative  as  possible  given  the  evidence  we  have  been 
able  to  discover  after  a  comprehensive  investigation  into  Snowden's  activities  at  NSA.  Due  to  the 
ongoing  criminal  investigation,  we  are  unable  to  provide  details. 
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(U)  Edward  Snowden  has  repeated  da  [mod  to  have  made  attempts  to  express  his  concerns  about  the 
lawfulness  of  certain  NSA  activities  to  NS  A  colleagues,  leadership,  and  through  official  channels.  The 
following  serves  as  an  authoritative  accounting  offsets  as  relates  to  this  claim  and  should  be  used  as 
the  basis  for  considering  arty  responses  related  to  these  Issues, 


Framing  questions 

Ffam^ng  .questions _ 


A,  Did  Snowden  raise  concerns  with  MSA  as  he  said  he  did? 

(U)  We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General 
Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed. 
The  question  was  received  and  an  answer  was  provided  to  Mr,  Snowden-  There  was  not  additional 
follow-up  noted.  There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of  outreach  from  him  In  those 
areas  and  have  not  discovered  any  engagements  related  to  his  claims.  ({Note:  This  paragraph  was 
publicly  released  via  the  White  House  Press  office  on  29  MAY  14}j 


B+  How  did  NSA  respond  to  the  NBC  FOiA  request? 

(U)  The  FOiA  request  was  being  handled  according  to  the  normal  process  when  it  was  overtaken  by  a 
decision  on  the  part  of  the  NSA  Director  to  release  the  text  of  the  one  e-mail  referenced  above, 

(U//rOUO  )  Shortly  after  noon  on  2S  May  2014,  NSA  provided  the  paragraph  in  response  A,  above  along 
with  a  redacted  version  of  the  one  email  inquiry.  The  copy  of  that  redacted  version  Is  stored  in  MLTF 
Action  folder  1602, 

{U//FflUOt"NSA  contacted  the  FOIA  originator  me  to  dose  out  the  request. 


MSA  Background  to  Potential  Q&A  Responses : 

L  What  is  the  training  and  awareness  provided  to  government  and  contractor  employees 
about  reporting  activities  they  perceive  to  be  Inconsistent  with  law  and  policies? 


(U)  The  NSA/CSS  Comprehensive  Mission  Compliance  Program  provides  training  to  all  employees  in 
order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence -related  laws,, 
regulations  and  policies  associated  with  the  protection  of  privacy  rights  during  mission  operations. 
Throughout  the  curriculum,  the  instruction  repeatedly  emphssfees  the  employee's  responsibility  to 

UNCl.ASSlFlED//rCft  OrnGW.  USE  ONLY 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOCID ;  42  4  9206 

BATES  NO.  136 


(b)IS)-P,L  86  36 

m . 


u  mclas 


report  questionable  activity  and  the  mechanisms  to  do  so, 

{ U //rOUfrjr  £  A[e  nco u rage s ^mjjoyees^to jr epoft j^on c ■ e ms  mg^rduig  t h 5] r.  wo rk  or  w pjk_e n v ironme nt_ m 
a  number  of  different  venues  to  indude  formal  training,  briefings  to  large  and  small  audiences,  Agency 
static  and  electronic  billboards  and  wall  displays,  and  Agency-wide  emails  and  announcements ,  Ail 
employees  are  made  aware  of  how  they  may  report  concerns,  even  anonymously,  within  or  outside 
their  supervisory  management  chain.  The  relevant  processes  are  reinforced  in  recurrent,  mandatory 
training,  Depending  on  the  particular  Issue  and  individual  circum stances,  NSA  employees  may  report 
concerns  through  many  different  avenues  inside  MSA,  across  the  Executive  Branch,  and  to  Congress,  The 
NS A  016  website  provides  information  about  submitting  hotline  complaints  and  addresses  anonymity 
and  confidentiality  concerns. 


(U//FQUffi  The  NSA  016  also  provides  briefings  to  various  MSA  training  classes,  including  the  new  hire 
orientation  class,  mid  “level  leadership  classes,  and  other  classes  specific  to  skill  communities,  such  as 
contracting,  _ _ _ _ _ _ _ _  _ _ _ _ _ _ 

(U//rOUO)  Selected  courseware  mandatory  before  an  employee  {civilian,  military  or  contractor]  can 
gain  access  to  certain  SIGINT  operational  systems.  These  specific  training  courses  discuss  the  limitations 
of  S16INT  authorities  and  mission  operations  to  include  reminders  and  guidance  about  who  to  contact 
with  questions  about  scope  of  authorities  and  who  to  contact  if  there  are  known  or  even  potential 
compliance  concerns, 


(U)  Below  are  examples  from  MSA's  core  intelligence  Oversight  (10)  course  "NS A/CSS  Intelligence 
Oversight  Training'"  (OV5C1GQO).  This  course  provides  training  to  a H  employees  In  order  to  maintain  a 
high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence  related  laws,  regulations,  and 
policies  associated  with  the  protection  of  U,S.  person  privacy  rights  during  mission  operations. 


(U)  Many  contractors  are  required  to  take  this  course.  However,  it  is  not  mandatory  for  all  contractors 
and  will  depend  on  their  assignment,  duties,  and  the  requirements  of  the  stipulations  of  their 
controlling  contract, 

(U)  Students  are  familiarized  with  the  major  tenets  of  \0  documents,  including  D.IM..03rfl32  ■  "DoD 
Guidance  for  Reporting  Questionable  Intelligence  Activities  and  Significant  or  Highly  Sensitive 
blatters,"  The  following  are  examples  of  guidance  provided  within  OVSCIOGO  course; 

( U)  // you  become  aware  of  a  violation  of  the  authorities!  you  should  report  it  immediately  .  if 
you  arc  unsure  if  a  violation  has-  been  committed f  consult  with  your  manager,  your 
organization's  10  representative,  or  Compliance  organization  .  You  may  aba  contact  the  A ISA 
OGC  or  the  NSA/CSS  Office  of  the  inspector  General  or  GIG  for  assistance, 

(U)  it  is  important  for  personnel  to  understand  that  for  purposes  of  intelligence  activities 
governed  by£,0.  DoD  Regulation  5240J-R  contains  the  approved  procedures  for  use 

within  DoD ,  These  procedures  also  reflect  DoD  policies  for  employee  conduct  that  require  you  to 
be  familiar  with  restrictions  on  the  col  faction,  retention  and  dissemination  ofU.S -  person 
information  and  the  responsibility  to  report  questionable  intelligence  activities  to  the  A ISA  OGC 
or  NSA/CSS  fG . 

(U)  Employees  shall  report  any  questionable  activity  to  the  NSA  OGC  or  NSA/CSS  OtG.A 
questionable  activity  Is  defined  os  any  conduct  that  constitutes,  oris  related  to,  an  intelligence 
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activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential  directive,  or  applicable 
DoD  policy.  Employees  may  also  report  questionable  activities  directly  to  the  DoD  General 
Counsel  or  Assistant  to  the  Secretary  of  Defense  for  Intelligence  Oversight,  AT$D(!  Of 


(U)  DiHNSA  Is  also  responsible  for  ensuring  that  no  adverse  action  is  taken  against  an  employee 
because  the  employee  reports  a  questionable  intelligence  activity  pursuant  to  the  established 
procedures,  in  addition,  DTM  08-052  contains  specific  requirements  for  reporting  to  the 
President's  in lellig&rtce  Advisory  Board  questionable  intelligence  activities  and  significant  or 
highly  sensitive  matters  that  could  potentially  impugn  the  reputation  or  integrity  of  the  DoD 
intelligence  Community  or  otherwise  catflnto  question  the  propriety  of  an  intelligence  activity, 
Should  you  need  clarification  or  have  questions  about  the  reporting  requirements  for  passible 
significant  or  highly  sensitive  matters,  you  should  consult  with  your  manager,  your  compliance 
organization,  the  NSA  OGC  or  the  NSA/CSS  DIG. 


'(b)(3).Pi.  86-36 
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{ Uj  Report  questionable  or  significant  and  highly  sensitive  intelligence  activities  to  the  NSA 
OGC  or  NSA/CSS  DIG.  You  can  find  contact  Information  can  be  found  in  the  Resources  section. 


(U)  The  DIG  also  issues  agency -ail  messages  covering  polities  and  avenues  for  reporting  suspected 
mtemanagem  ent  and  violations  of  law,  policy,  and  regulations.  The  following  Is  a  recent  example  of  a 
Senior  Executive  Message  from  Dn  George  Eifard,  MSA/CSS  inspector  ^eneraiji . . . . . . 

(U)  Within  the  Agency  and  the  Federal  Government,  there  are  several  avenues  for  reporting 
suspected  mismanagement  and  violations  of  law,  policy,  and  regulations.  We  recommend  that 
you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your  leadership:  managers 
are  often  in  the  best  position  to  assess  concerns,  recognize  process  shortfalls,  and  take  corrective 
actiom 

(Uff'F'&ti&j  if  you  believe  that  management  has  not  been  able  to  resolve  your  concerns,  the  Office 
of  the  Inspector  General  {QIG}  can  assist  NSA/CSS  Policy  1-60  requires  that  NSA/CSS  personnel 
report  to  the  OiG  possible  violations  of  low,  rules,  or  regulations;  mismanagement;  gross  waste 
of  funds;  misconduct  by  senior  officials;  or  abuse  of  authority.  A  complainant's  identity  is 
protected  by  law,  and  NSA/CSS  Policy  1-62  protects  employees  from  reprisal  for  communications 
with  die  GIG.  You  can  contort  the  Oi<3  by  telephone  {963-5023},  in  person  (OPS  2B70B8),  or 
anonymously  through  our  Web  site  fig  a  lGf% 

(U)  The  Intelligence  Community  Whistleblower  Protection  Act  (KWPA)  allows  employees  to 
report  ''urgent  concerns*  to  the  Intelligence  committees  of  Congress,  A  complaint  made  in 
accordance  with  the  ICWPA  ensures  that  your  concerns  ore  addressed  and  that  classified 
information  is  protected.  ICWPA  complaints  are  made  through  the  NSA/CSS  OtG  or  the 
Department  of  Defense  IG< 

(U)  if  you  have  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  ("go  tGu)  or 
contact  the  16  Hotline  (ighatfinei^nsa, ic.gov)  on  NSANet  Contact  the  U.S ,  Cyber  Command  IG 
|  "  |  a  bout  problems  involving  that  organization. 
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2 1  what  are  the  mechanisms  bv  which  that  reporting  can  occur? 

(U/^FQUO)  The  1G  Act  of  1978,  as  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act  {ICWPAJj  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for 
reporting  to  Congress  classified  information  alleging  wrongdoing.  An  employee  or  contractor  may 
provide  information  to  the  03G  anonymously,  via  phone,  the  016  website*  or  in  writings  Within  NSA, 
employees  and  contractors  may  also  raise  concerns  with  offices  as  diverse  as: 
tb  e  Ass  oc  i  ate  D  i  r  a  d:  o  rate  f  or  S  ecu  ri  ty  &  Co  u  intern  tel  1  ige  nee, 

1  the  Office  of  Equal  Employment  Opportunity  &  Diversity, 
the  Office  of  the  Director  of  Compliance, 

*  the  Office  of  the  General  Counsel,  and 
'  the  Privacy  and  Civil  Liberties  Office. 

. . . . . ibp^X.  86-36 

_ ■ .  m- 


3>  What  is  the  process,  accountability  for  addressing  such  ^eportsj? 

(UffFflfrlO}  When  an  allegation  is  presented  to  the  03 G  or  referred  to  them  by  another  agency  element, 
the  GIG  investigations  Division  reviews  it  to  determine  the  appropriate  action.' Complaints  regarding 
systemic  process  problems  may  be  referred  to  the  016  Audit  or  intelligence  Oversight  Divisions. 
Concerns  involving  violations  of  law  or  policy  are  pursued  via  a  preliminary  inquiry,  a  nd  if  warranted,  via 
an  Investigation,  by  the  Investigations  Division,  All  complaints  and  their  outcomes  are  tracked  through 
the  inspector  Genera;  case  management  system. 

If  an  inquiry  is  reported  directly  to  Congress,  the  NSA  OIG  may  not  have  knowledge  of  such  a  request. 


4,  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 
{U//fl£H4ffi»The  OIG  keeps  a  record  of  ail  inquiries  and  actions  taken. 


5.  Do  we  have  any  examples  of  reported  activity  which  resulted  Irt  corrective  measures? 

flV/rouG)1  Activity  that  is  found  to  be  a  violation  of  law,  directive,  of  policy  requires  some  corrective 
action.  NSArs  incidents  are  most  often  tied  to  human  error  or  technical  malfunction  that  is  corrected  by 
local  management  within  the  capacities  of  the  existing  systems  in  consultation  with  the  OIG  and  senior 
leadership.  As  previously  reported  to  the  intelligence  committees,  the  DIG  Is  aware  of  thirteen 
instances  of  intentional  misuse  oftheSiGINT  system  by  Individuals  over  the  last  10  years,  £V1ost  were 
referred  to  the  Department  of  Justice,  and  eventually  ended  with  the  departure  of  the  employee 
involved.  Auditing  and  monitoring  processes  in  the  operational  areas  where  many  of  these  violations 
took  place  were  significantly  modified  or  improved, 

tU/ffQUOf*  Other  than  violations  reported  by  OGC  to  the  Department  of  Jus  to,  we  are  not  aware  of 

u Nc:ussiFi£D//ron  owe-Ml-use  only 
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u  nq  assure  d/A'op  c  - 

any  SiGINT  programs  ar  acuities  that  are  Inconsistent  with  the  tow,  Each  quarter,  the  DIG  and  QGC 
review  reported  instances  of  nomcompiiance  with  SIGINT  and  Information  Assurance  authorities  that 
are  typically  the  result  of  human  error  or  technical  malfunction.  These  matters  are  addressed  by  local 
management  or  through  other  corrective  actions  taken  by  MSA's  compliance  organizations. 


6.  (OGC)  Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

7.  (OGC)  if  so,  in  wfist  form,  on  what  dates  and  with  what  specificity  as  to  content? 

3.  fQGCj  Were  his  Inquiries  responded  to?  if  so,  how  and  when? 

{U}  No  such  correspondence  has  been  disco  vs  red, 

(U)  MSA  is  unaware  of  any  correspondence  Edward  Snowden  had  with  the  Inspector  General,  the  Office 
of  General  Counsel,  or  his  supervisors  wherein  he  expressed  constitutional  concerns  about  MSA's 
intelligence  operations  or  authorities.  We  have  found  one  instance  of  an  e-mail  inquiry  to  the  office  of 
General  Counsel  asking  for  an  explanation  of  the  content  of  some  training  material , 

(U)  On  Friday  5  April  2013  at  about  4PM,  Edward  Snowden  sent  an  email  to  the  Office  of  General 
Counsel  questioning  the  hierarchy  of  several  NS  A  authorities  Identified  in  a  training  course. 

(U)  The  Inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute,  Executive  Order, 
policy,  or  regulation, 

(U}  The  inquiry  did  not  suggest  that  N$A  was  violating  any  legal  authority;  nor  did  the  inquiry  question 
whether  N$A  had  authority  to  conduct  specific  operations. 

(U)  On  Monday  3  April  2013,  the  next  business  day,  the  Office  of  General  Counsel  responded  to  his 
question  and  the  attorney  offered  to  discuss  the  issue  further  if  he  desired  to  do  so  Them  U  no  evidence 
that  any  additional  correspondence  or  contact  occurred  on  this  matter. 


3.  (Q/TD)  How  was  our  search  for  any  correspondence  from  him  conducted? 

ju#H»weii 


(U/yrOWf1  We  have  located  additional  email  between  Snowden  and  members  of  Office  of  General 
Counsel  and  Oversight  and  Compliance  relating  to  work  or}  troubleshooting  IT  issues,  but  these  emails 
do  not  contain  any  questions  or  concerns  about  the  legal  authorities  under  which  MSA  operates. 


m  ' 
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10,  (Q/TO)  Was  It  exhaustive  and  authoritative? 

{U//f0y&^  ,Glven  the  importance  of  this  issue-  and  the  repeated  claims  by  Mr,  Snowden,  the  effort  to 
uncover  arty  written  or  recollected  evidence  of  these  engagements  has  been  thorough  and  involved 
cognisant  authorities  In  each  area  of  review, 


11.  f<VTD|  Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 


jU//fOUO)  Wo  cannot  completely  cute  out  the  possibility  that  something  may  have  been  overlooked, 


but  we  have  high  confidence  that  the  searches  and  interviews  for  relevant  information  we  undertook 
would  have  uncovered  evidence  of  assertions  that  rise  to  the  levei  of  outreach  and  protestation  claimed 
by  Mr,  Snowden,  They  have  not. 


F0[TnBtt3t&  rorct;  11  pfc 


juf/mmi 


Wfiom 


•-•[  Comltifenit  ['.fiji-WSYK? 
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1  IwSA-Dl  USA  CIV _ 

Et.madMwte.^ .  ihj.5A-S3M2  .  USft  CIV 

_ gsAiBMJJS&XtV. 

FW:  (U)  ACIlGM:'  Snoivden!ls  Claims  of  Voicing  Concerns 
Thursday,  'May'  23,  3QM  3:04:03  PM 
•  <bt '»v-n  .igasMa.  c-Ssawdea,ac[f. 
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joe,  attached  is  the  OIG  response  approved  by  Dr,  Eliard,  Thank  you 


«.>> 


Executive  Officer 

Office  of  the  inspector  General,  Di 
OPS2B8076,  suite  6247 
963-2978  (SJ 


86-36 

fNSA:S3M2”  USA  GW 

■  sent;  f  hursdavf  Msv  29.  2014  11:25  AM 

Toil  ,  '-=  W5A-0  USA  CIV;  DLdJgJasker  (ALIAS)  D;  DL  ODOC^Medialeaks  (ALIAS)  D4; 

I  NSA"T  USft  GIV 

'Xc^ITTJGCRearaLeaks  fAQASV'  D23r~7 . Z~  lNSA-p?3  USA  CIV;  DLssct  (ALIAS)  SI;  DL 

,  PAOMedia  (AtJAS)  DN1;  DL  0  REGISTRY?!  ...  iNSA-031  USA  CIV 

Subject;  (U)  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 

importance;  High 

Classification;  UNCLASSIFlEBZ/FeH-OFFICiAL:1  UQC  ONLY 

Good  morning, 

DDIR  and 

authorities  regarding  his  concerns  about  the  legality  of  NSA  SIGINT  activities.  This  is  not  new 
turf,  of  course. ..but  the  White  House,  NSC  and  ODNI  are  preparing  for  the  obvious  questions 
and  follow-up  queries  that  are  sure  to  follow  last  night's  NBC  broadcast. 


and  Raj  had  an  email  exchange  on  the  low  side  this  morning  and  they  decided  to  pose 
several  questions  internally  to  gather  the  right  information,  fidelity  and  confidence  in  order 
to  prepare  the  PAO  offices  at  the  SC  and  WH  levels.  Those  questions  (also  attached)  are  a 


|  [are  following  up  on  Edward  Snowden's  claims  that  he  contacted  Ags 


ncy 
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guideline  for  the  information  we  intend  to  pass., .and  it  is  not  necessarily  an  exam  where 
each  question  must  be  answered  separately. 

REQUEST:  that  you  identify  your  PQC  for  this  action,  so  that  we  can  coiiaborate  and  craft 
the  basic  information  that  responds  to  the  DDIR's  task. 

{b)(3}-P.L.  63-3fi 

MLTF  has  nominally  assigned  a  lead  organization  to  each  of  those  questions  to  heip  us  puil 
the  final  response  tog  ether,.,  but  this  will  clearly  be  a  team  effort,  and  everything  is 
negotiable  at  this  point. 

has  been  tagged  as  the  OGC  iead,  and  he  is  looking  into  the  questions  about 
Snowden's  contact  with  their  office  and  how  it  was  adjudicated.  {1  email  known  to  date) 

There  are  also  a  number  of  questions  at  the  top  regarding  the  process  and  mechanisms  for 
how  an  Agency  affiliate  might  voice  a  concern.  MLTF  is  pulling  the  standing  responses  to 
those  items  from  our  library. ..but  we  may  need  further  insight  and  assistance  from  the  OiG, 
to  include: 


n  Questions  3  &  4:  We  will  cleariy  need  OIG  help  in  determining  how  many  cases 

have  been  brought  to  the  attention  of  Agency  officials,  and  how  those  cases  were  dosed  out 
(i.e.  a  characterization  of  what  the  Agency  deals  with  on  a  regular  basis,  and  how  we  handle 
them). 


n 

Question  5:  We  will  also  need  to  discuss  the 

The  last  three  questions  (9-11)  are  probably  best  suited  to  Q  Group,  or  perhaps  ID.  We 


have  some  standard  language  that  has  been  used  pubiicaliy,  but  we  believe 

Beiow  is  the  statement  thaf  NSA  made  in  DEC  2013,  and  has  been  the 

standard  ever  since; 


:  "After  extensive  investigation,  including  interviews  with  his  former  NSA 

(b)(3).P.t.  86*36 

(b)(9)  supervisors  and  co-workers,  we  have  not  found  any  evidence  to  support  Mr. 

Snowden's  contention  that  he  brought  these  matters  to  anyone's  attention," 

We  continue  to  search  for  other  supporting  data  and  statements,  and  will  share  that  with 
you  as  we  pul!  it  from  our  records. 


«,ri» 


MLTF  POC  \4 
in  the  loop.  1 

Thank  you! 


■  Please  use  the  Mediate aks^co re  alias  to  keep  our  entire  team 


>!(3).p.L  ee-36 
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1.  (IG/ODOC)  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees 
about  reporting  activities  they  perceive  to  be  inconsistent  with  iaw  or  ethics? 

2.  (IS/ODOC)  What  are  the  mechanisms  by  which  that  reporting  can  occur? 

3.  (IG/ODOC)  What  is  the  process,  accountability  for  addressing  such  reports? 

4.  (IG/ODOC)  is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

5.  (IG/ODOC)  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective 
measures? 

6.  (OGC)Did  we  receive  corresponded  from  Edward  Snowden  about  his  concerns? 

7.  (OGC)  If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

8.  (OGC)  Were  his  inquiries  responded  to?  If  so,  how  and  when? 

9.  (Q/TD)  How  was  our  search  for  any  correspondence  from  him  conducted? 

10.  (Q/TD)  Was  it  exhaustive  and  authoritative? 

11.  (Q/TD)  fs  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 
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I)  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about  repotting 
activities  they  perceive  to  be  inconsistent  with  law  or  ethics? 

(U/ffWO)  NSA  encourages  employees  to  report  concerns  regarding  their  work  or  work  environment. 

All  employees  are  made  aware  of  how  they  may  report  concerns,  even  anonymously,  within  or  outside 
their  supervisory  management  chain.  The  relevant  processes  are  reinforced  in  recurrent,  mandatory 
training.  Depending  on  the  particular  issue  and  individual  circumstances,  NSA  employees  may  report 
concerns  through  many  different  avenues  inside  NSA,  across  the  Executive  Branch,  and  to  Congress.  The 
NSA  OiG  website  provides  information  about  submitting  hotline  complaints  and  addresses  anonymity 
and  confidentiality  concerns. 

{U//rOUOj-  The  NSA  OIG  also  provides  briefings  to  various  NSA  training  classes,  including  the  new  hire 
orientation  class,  mid-level  leadership  classes,  and  other  classes  specific  to  skill  communities,  such  as 
contracting .  The  OiG  issues  agency-all  messages  covering  policies  and  avenues  for  reporting  suspected 
mismanagement  and  violations  of  law,  policy,  and  regulations, 

(U//r0UQ)  The  following  is  a  recent  Senior  Executive  Message  from  Dr.  George  Eilard,  NSA/CSS 
inspector  General 

(U)  Within  the  Agency  and  the  Federal  Government,  there  are  several  avenues  for  reporting 
suspected  mismanagement  and  violations  of  Saw,  policy,  and  regulations.  We  recommend  that 
you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your  leadership;  managers 
are  often  in  the  best  position  to  assess  concerns,  recognize  process  shortfalls,  and  take 
corrective  action. 


(U//WW*)  If  you  believe  that  management  has  not  been  able  to  resolve  your  concerns,  the 
Office  of  the  Inspector  General  [OIG)  can  assist,  NSA/CSS  Policy  1-60  requires  that  NSA/CSS 
personnel  report  to  the  OiG  possible  violations  of  law,  rules,  or  regulations;  mismanagement; 
gross  waste  of  funds;  misconduct  by  senior  officials;  or  abuse  of  authority.  A  complainant's 
identity  is  protected  by  law,  and  NSA/CSS  Policy  1-62  protects  employees  from  reprisal  for 
communications  with  the  GIG.  You  can  contact  the  OIG  by  telephone  (963-5023),  in  person 
(OPS  2B7088),  or  anonymously  through  our  Web  site  ("go  IG"), 

(U)  The  intelligence  Community  Whistleblower  Protection  Act  (ICWPA)  allows  employees  to 
report  "urgent  concerns"  to  the  intelligence  committees  of  Congress.  A  complaint  made  in 
accordance  with  the  ICWPA  ensures  that  your  concerns  are  addressed  and  that  classified 
information  is  protected,  ICWPA  complaints  are  made  through  the  NSA/CSS  OIG  or  the 
Department  of  Defense  IG. 


(U)  If  you  have  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  ("go  IG")  or 
contact  the  iG  Hotline  (lghotiine@nsa.ic.gov)  on  NSANet  Contact  the  U.S,  Cyber  Command  IG 


bbput  problems  Involving  that  organization, 


Dr.  George  Eilard 
NSA/CSS  inspector  General 


(bKT-P.L.  88-36 
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2)  What  are  the  mechanisms  by  which  that  reporting  can  occur?  \ 

(U//l"OUO)  The  IG  Act  of  1978,  as  amended  by  the  Intelligence  Community  Whistleblower  Protection 
Act  (iCWPA),  also  provides  contractors  and  employees  of  intelligence  agencies  a  mechanism  for  \ 
reporting  to  Congress  classified  information  alleging  wrongdoing.  An  employee  or  contractor  may 
provide  information  to  the  OiG  anonymously,  via  phone,  the  DIG  website,  or  in  writing.  Within  NSA, 
employees  and  contractors  may  also  raise  concerns  with  offices  as  diverse  as  the  Associate  Directorate 
for  Security  &  Counterintelligence,  the  Office  of  Equal  Employment  Opportunity  &  Diversity,  the  Office 
of  the  Director  of  Compliance,  the  Office  of  the  General  Counsel,  and  the  Privacy  and  Civil  Liberties  \ 
Office,  |  I 


3)  What  is  the  process,  accountability  for  addressing  such  reports? 

(U//POUO)1  When  an  allegation  is  received  by  the  OIG,  the  OIG  Investigations  Division  reviews  it  to 
determine  the  appropriate  action,  Complaints  regarding  systemic  process  problems  may  be  referred  to 
the  OiG  Audit  or  intelligence  Oversight  Divisions.  Concerns  involving  violations  of  law  or  policy  are 
pursued  via  a  preliminary  inquiry,  and  if  warranted,  via  an  investigation,  by  the  Investigations  Division. 
Ali  complaints  and  their  outcomes  are  tracked  through  the  inspector  General  case  management  system, 
if  an  inquiry  is  reported  directly  to  Congress,  the  NSA  OiG  may  not  have  knowledge  of  such  a  request 

4)  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

(U//rowe)  The  OIG  keeps  a  record  of  all  inquiries  and  actions  taken. 

S|  Do  we  have  any  examples  of  reported  activity  which  resulted  In  corrective  measures? 

(U//r6W6j*  As  previously  reported  to  the  intelligence  committees,  the  OiG  Is  aware  of  thirteen  instances 
of  intentional  misuse  of  the  SSGINT  system  by  individuals  over  the  last  10  years.  Other  than  violations 
reported  byOGCtothe  Department  of  Justice,  we  are  not  aware  of  any  SiGINT  programs  or  activities 
that  are  inconsistent  with  the  law.  Additionally,  each  quarter,  the  OIG  and  QGC  review  reported 
instances  of  non -compliance  with  SSGINT  and  Information  Assurance  authorities  that  are  typically  the 
resuit  of  human  error  or  technical  malfunction.  These  matters  are  addressed  by  local  management  or 
through  other  corrective  actions  taken  by  NSA's  compliance  organizations. 


6)  Did  we  receive  corresponded  from  Edward  SnGwden  about  his  concerns? 

|U//rQU0)  The  NSA/CSS  Office  of  the  Inspector  General  has  no  evidence  that  Edward  Snowden  filed  a 
complaint  with  this  office. 


7}  If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 


na 
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B)  Were  his  inquiries  responded  to?  If  so,  how  and  when?  .WW 


Per  MLTF  POC:  The  last  three  questions  (9-11)  are  probably  best  suited  to  Q  Group,  or  perhaps  TP.  W& 
have  some  standard  language  that  has  been  used  publically,  but  we  believe] 

Below  is 

the  st.atemint'tliat  NSA  made "in  DEC  standard  ever  since: 

"After  extensive  investigation,  including  interviews  with  his  former  NSA  supervisors  and  co- 
workers,  we  have  not  found  any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought 
these  matters  to  anyone's  attention/' 

9)  How  was  our  search  for  any  correspondence  from  him  conducted? 


10}  Was  it  exhaustive  and  authoritative? 


11)  Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 
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Toi 

Subject! 

Dates 

Attachments 


FW:  (U)  question  -  ACTION r-  Q^A:  Snowden  Concerns 
Wednesday,  Jans  04,  2014  &56;Sl4 


Classification;  UNCLASSIFIED, ¥FOR . 9FF1€fALUSE . ONLY 


fu//rouo)  I 

Executive  Officer 


Office  of  the  Inspector  General,  D1 


OPS2B8076,  suite  6247 
963-2978  (S) 


From: 


NSA-D1  USA  CIV 


Sent;  Wednesday,  June  .04,  2014  7:34  AM 

To:  I . TlSA-Pl  USA  OV 

Subject:  RE:  (U)  ACTION:  Q&A:  Snowden  Concerns 


■  ib)(3)-p,L  86-56 


Classification:  UNCtASSIFIEDYFQR  OrtlCiAL  US  I  Q.ULY. 


See  attached  -  I  have  a  few  more-comments  about.fhings  that  need  some  \ 

work/ciarlfication  in  addition  to  what  you  mention  below,  Regarding  the  agency  ails,  we; talk 
about  reporting  mechanisms  on  all  messages  that  we  send  out  -  for  example: _ ; 


they  aren't  as  focused  as  the  two  you  mention,  and  we  might  need  to  massage  the  words  a 
little. 


:  t 

Counsel  to  the  Inspector  General 

National  Security  Agency/Centrat.  Security  Service 

963-0946  (s) 


From 


NSA-D1  USA  CIV 
Sent:  Tuesday.  June  03.  2014  3:51  PM 


[NSA-D1  USA  CIV 


To; 

Subject;  FW:  (U)  ACTION:  Q&A:  Snowden  Concerns 
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welcome  back  ~  missed  you  1 1 


We  worked  an  this  last  week  when  you  were  gone  and  I  really  could  use  your  expertise  to 
correct  a  few  things  so  we  can  submit  on  Wed,,,. and  I 


can  also  weigh  in  again,.., 


Technically  we  are  not  quite  briefing  NEO  yet 


stiii  trying  to  get  OIG  on  schedule 


did  state  D14  provides  some  briefings  and  video  tp  some  LEAD  and  COR  classes  - 


he  was  going  to  find  out  what  classes  so  111  ask  him  again 


I  can't  find  any  agency-all  or  exec  messages  prior  to  Snowden  about  reporting 
mechanism  #835  - 18  June  2013;  #423  -  April  25,  2014  \  \ 

(u//F0wetT"  1 

Executive  Officer  . . 

Office  of  the  Inspector  General,  D1 

OPS2B8Q7G,  suite  6247  ,,,  ,<ib!(3LP.L  36-33 

963-2978  (S)  .  .  \ 


From: 
Sen 
Tof 


MSA-S3K2  dSA  av 


Sent:  Monday,  June  02,  2014-5:59  Pit. 
“  "  1ISA-D23  USA  CIV; 

"  ‘  USA  CIV  U 


NSA-D4  USA  CIV; 


NSA-D14  USA  CIV; 


Crii  ni  OftC  Merisi  eaks  (ALIAS)  D23:  DL  0D0C  Media  leaks  (ALIAS)  D4;  DLdJgJasker  (ALIAS)  D; 

NSA-D  USA  CIV:  I  INSA-D  USA  CIV;  DL  CLREGISTRY 

feelowtextE  duplicated  in  DOCID  4249 1 92l 


Subject:  (U)  Q&A:  Snowden  Concerns 


Approved  for  Release  by  NSA  on  11-1 2-201 5.  FOIA  Case#781 37 


DOCID::  4249210 


DOCID:  4249210 

BATES  NO.  156 


UNCLASSIRUD/'^ft-  QTTM3AI  USE  ONLY 


(U)  Edward  Snowden  has  repeated  claimed  to  have  made  attempts  to  express  his  concerns  about  the 
lawfulness  of  certain  MSA  activities  to  MSA  colleagues,  leadership,  and  through  official  channels,  Th©  ■■  "" 

following  serves  as  an  authoritative  accounting  of  Tacts  as  relates  to  this  claim  and  should  be  used  as  '  ■ . 

the  basis  for  considering  any  responses  related  to  these  issues, 


Framing  questions 

frqmiPfl  fflMqstteffr _ 


A.  Did  Snowden  raise  concerns  with  NSA  as  he  said  he  did? 

(U)  We  have  found  a  single  instance  of  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General 
Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  hs  had  just  completed. 
The  question  was  received  and  an  answer  was  provided  to  Mr.  Snowden >  There  was  not  additional 
follow-up  noted.  There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  evidence  of  outreach  from  him  in  those 
areas  and  have  not  discovered  any  engagements  related  to  his  claim?.  [(Note:  This  paragraph  was 
pub  tidy  released  via  the  White  House  Press  office  on  29  MAY  14)) 


How  did  NSA  respond  to  the  NBC  FOIA  request? 

(U)  The  FDiA  request  was  being  handled  according  to  the  normal  process  when  it  was  overtaken  by  a 
decision  on  the  part  of  the  MSA  Director  to  release  the  text  of  the  one  e-mail  referenced  above, 

(U#MsH54  Shortly  after  noon  on  28  May  2014,  MSA  provided  the  paragraph  In  response  A,  above  along 
with  a  redacted  version  of  the  one  email  inquiry,  The  copy  of  that  redacted  version  is  stored  in  MtTF 
Action  folder  1602, 

iUjffiQ-yflfr  MSA  contacted  the  FGIA  originator  NBC  to  dose  out  the  request. 


NSA  Background  to  Potential  Q&A  Responses: 

1,  What  Is  the  training  and  awareness  provided  to  government  and  contractor  employees 
about  reporting  activities  they  perceive  to  be  inconsistent  with  law  and  policies? 


(U)  The  NSA/CSS  Comprehensive  Mission  Compliance  Program  provides  training  to  all  employees  fn 
order  to  maintain  a  high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence -related  laws, 
regulations  and  policies  associated  with  the  protection  of  privacy  rights  during  mission  operations. 
Throughout  the  curriculum,  the  Instruction  repeatedly  emphasis  the  employee's  responsibility  to 
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report  questionable  activity  and  the  mechanisms  to  do  so. 

( U //roUG)1  Sfl|^^ugjg^emj^ey£es_$if^  jeportjioncerns  rega rd j 

their  work  or  work  environment  in  a  number  of  different  venues  to  include  formal  training,  briefings  to- 
large  and  small  audiences,  Agency  static  and  electronic  billboards  and  wall  displays,  and  Agency -wide 
emails  and  announcements ,  All  employees  are  made  aware  of  how  they  may  report  concerns,  even 
anonymously,  within  or  outside  their  supervisory  management  chain.  The  relevant  processes  are 
reinforced  in  recurrent,  mandatory  training.  Depending  on  the  particular  issue  and  individual 
circumstances,  NSA  employees  may  report  concerns  through  many  different  avenues  inside  NSA,  across 
the  Executive  Branch,  and  to  Congress*  The  NSA  OIG  website  provides  information  about  submitting 
hotline  complaints  and  addresses  anonymity  and  confidentiality  concerns. 


(U//FW0)  Selected  courses  are  mandatory  before  an  employee  [civilian,  military  or  contractor)  can 
gain  access  to  certain  SIG1NT  operational  systems,  These  specific  training  courses  discuss  the  [imitations 
of  SIGINT  authorities  and  mission  operations  to  Include  reminders  and  guidance  about  who  to  contact 
with  questions  about  scope  of  authorities  and  who  to  contact  If  there  are  known  or  even  potential 
compliance  concerns. 


(U)  Below  are  examples  from  N5AJs  core  Intelligence  Oversight  (10)  course  "NSA/CSS  Intelligence 
Oversight  Training"  (OVSCIOOD),  This  course  provides  training  to  a |!  employees  in  order  to  maintain  a 
high  degree  of  sensitivity  to,  and  understanding  of  the  intelligence -relate  cl  laws,  regulations,  and 
policies  associated  with  the  protection  of  U.S,  person  privacy  rights  during  mission  operations. 

{U)  Many  contractors  are  required  to  take  this  course.  However,  it  is  not  mandatory  for  all  contractors 
and  will  depend  on  their  assignment,  duties,  and  the  requirements  of  the  stipulations  of  their 
controlling  contract* 

(U)  Students  are  familiarized  with  the  major  tenets  of  10  documents.  Including  PTM.Q8.~0? 2=  "DoD 
Guidance  for  Reporting  Questionable  intelligence  Activities  and  Significant  or  Highly  Sensitive 
Matters. '''The  following  are  examples  of  guidance  provided  within  GVSC100G  course: 

(if)  if  you  become  aware  of  a  violation  of  the  authorities  you  should  report  ft  immediately  .  f 
you  ore  unsure  If  a  violation  has  been  committed,  consult  with  your  manager,  your 
organization^  10  representative,  or  Compliance  organization  ,  You  may  also  contact  the  NSA 
OGC  or  the  NSA/CSS  Office  of  the  Inspector  General  or  DIG  for  assistance. 


( U}  (t  is  important  for  personnel  to  understand  that  for  purposes  of  Intelligence  activities 
governed  hyLO,.  12333,  OoD  Regulation  S240J.-R  contains  the  approved  procedures  far  use 
within  DoDt  These  procedures  also  reflect  DoD  policies  far  employee  conduct  that  require  you  to 
be  familiar  with  restrictions  an  the  collection,  mention  and  dissemination  of  US,  person 
information  and  the  responsibility  to  report  questionable  intelligence  activities  to  the  A ISA  OGC 
or  NSA/CSS  IG, 

(Li)  Employees  shall  report  any  questionable  activity  to  the  NSA  OGC  or  NSA/CSS  DIG,  A 
questionable  activity  is  defined  as  any  conduct  that  constitutes,  or  is  related  to,  an  Intelligence 
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activity  that  maybe  unlawful  or  contrary  to  executive  order,  presidential  directive,  or  applicable 
OoD  policy ,  Employees  may  also  report  questionable  activities  directly  to  the  DoQ  General 
Counsel  or  Assistant  to  the  Secretory  of  Defense  for  intelligence  Oversight,  ATSP(i  Of 

(\ U }  QIRNSA  Is  also  responsible  for  ensuring  that  no  adverse  action  is  taken  against  on  employee 
because  the  employee  reports  a  questionable  Intelligence  activity  pursuant  to  the  established 
procedures.  In  addition ,  DIM  08-052  contains  specific  requirements  for  reportin  g  fo  the 
President^ s  Intelligence  Advisory  Board  questionable  intelligence  activities  and  significant  or 
highly  sensitive  matters  that  could  potentially  impugn  the  reputation  or  integrity  of  the  DoD 
intelligence  Community  or  otherwise  call  into  question  the  propriety  of  an  intelligence  tfcffwty. 
Should  you  need  clarification  or  have  questions  n&oc/f  the  reporting  requirements  for  possible 
significant  or  highly  sensitive  matters,  you  should  consult  with  your  manager,  your  compliance 
organization,  the  NSA  OGC  or  the  NSA/CSS  GIG, 

(U)  Report  questionable  or  significant  and  highly  sensitive  Intelligence  activities  to  the  NSA 
OGC  or  NSA/CSS  DIG,  You  can  find  contact  information  can  be  found  in  the  Resources  section r 


(U)  Ths  OIG  also  issues  agency  -a  \\  messages  su  mraarteing  in  yes  £i  ffiitio  n  rg  suits  of  if!  epf  „.-ac'.t'.iy|  ty. .  a.mj.  a  jso. 
mg.P.^.^...tov&ring  pot  tries  and  avenues  for  reporting  suspected  mismanage  merit  and  violations  of  taw, 
policy,  and  regulations.  All  messages  contain  similar  statements  about  the*  mission  of  the  OIG  ami  how 
concur \\$  c no . be  r  fl o mtevl . . rG ne  e xa m pi e ,  F or  mar .. N,'>A. Erap to ya  e, , SenteHos d . ro  1 8  Mon Lb5.J,n,.ffif.j5fi n. J it , 
Corrupt  lore  Scheme,  posted  on  21  June  2011  describes  the  results  of  the  investigation  and  includes  the 
tonowim  smement, 

{y  1  'U j_e__N_S A__0 f f k-e_  of  t  h e  In s pseto r  6,a ne ra I  anti y  el y  j oy e stig a te fr  alia aatfo ns  o f  fra u d  a  a ai n st  th  e  Age n c v < , 
Tl'ia  GIG  k  committed  to  ^JiminatinR  fraud,  wasjia,  ?rti^tia?iaRg  merit  of  Agency  resources  and  a  buss  of 
fl  ufefff. I  ?& =. .  \f.  TO.  fr'A  a  ware  of  pfttft  $  t  j  ftl  .fraud ..  P  r.  jpje.age...  re  po  rt,  yogi,  ..gone e  m  .  j&.L  fee,  p,l,G„by„ 

yj  jtltjrig .  t  j;  Hoi  |  j  no  o  t  free  „  I  q,  2  B  70  r.  TO  i  n  g  %  3  ■■  S  G  23 ,  or  visiting  the  0\G  _  Hot!  in  e  we  bs  jte,. ,  You,  ma  y„. 
jrqio^in  r^ionyrnous  whan  submitting  tORivern^  to  the  OIG  Hotline,  if  vfl„u  p.ftqo.se,  not  tqjenTO.i 

MJh©  following  Isa  recent exam  pie  of  a  Senior  Executive  Message  from  Dr,  George  El  lard,  NSA/CSS 
1  ns  pseto  r  [oonera  I  j  j  TO  v  ^add  ng^the  po  ?  itjg  s  j)Q  w_to  sti  b  rn  it  con  t:.e.r  f  i  s  * 


( V}  Within  the  Agency  and  the  Federal  Government,  there  are  several  avenues  for  reporting 
suspected  mismanagement  and  violations  of  law,  policy,  and  regulations.  We  recommend  that 
you  first  try  to  resolve  problems  by  bringing  them  to  the  attention  of  your  leadership;  managers 
ore  often  in  the  best  position  to  assess  concerns,  recognize  process  shortfalls,  and  take  corrective 
action, ' 

{U/ffQttQ£  if  you  believe  that  management  has  not  been  able  to  resolve  your  concerns,  the  Office 
of  the  Inspector  General  (OiG)  can  assist  NSA/CSS  Policy  1 -GO  requires  that  NSA/CSS  personnel 
report  to  the  OIG  possible  violations  of  law,  rules,  or  regulations;  mismanagement;  grass  waste, 
offends;  misconduct  by  senior  officials;  or  abuse  of  authority.  A  complainants  identity  is 
protected  bylaw ,  and  NSA/CSS  Policy  1  -62  protects  employees  from  reprisal  for  communications 
with  the  OiG  You  can  contact  the  OIG  by  telephone  (963-5023/  in  person  (OPS  237088/  or 
anonymously  through  our  Web  site  ("go  63"/ 


(b)(3)*S\L  86-3S 

m 


(U)  The  intelligence  Comma  n/fy  Whistleblower  Protection  Act  (iCWPA)  allows  employees  to 
report  “urgent  concerns”  to  the  intelligence  committees  of  Congress,  A  complaint  made  in 
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accontenre  w/tf?  the  ICWPA  ensures  that  your  concerns  are  addressed  and  that  classified 
information  Is  protected  iCWPA  complaints  are  made  through  the  NS  A/CSS  OIG  or  the 
Department  of  Defense  IG, 

(U)  If  you  hi we  questions  about  how  to  report  a  concern,  go  to  the  IG  Web  site  tgo  !Gr'}  or 
contact  the  i<3  Hotline  (igholiineffiftsa  Jc.gov)  on  NSANet  Contact  the  U.Sr  Cyber  Command  IG 
| . about  problems  involving  that  organization. 


0>)p)-p.LW-3e 


2,  [what ate  the  mechanisms  by  which  that  porting  c^n  occyrt 

gi^/nc?Up):T!i  e  I  §  Act.  of  iDTBj  .as  a  hi  ended  by..  t.He  ■  intejli  gence  Comrn  unity  W  hisjtiebbvve  r'  Pro  tecti  0  n 
AciftCWPA),  a feb  #rm (das  contractors  ah £}, sta pi  ‘ bf fhtei j j'gofi cb  '#ge hie ig$  a  mecha rtisniv fp r  ' 

r&pp  tfl  ng  to  Gpftgtgss  classified  info?  hi  atio  h .  a  El  egthg  wrongdoing  /  An  b  mploy ei  or  ■  co  fttfacfqr  may 

provide  i  nfoiniation  -.to  -the;  Old  a  no.nymo  usl  y , :  via  phomb  the  Old  web  site,  ckM  ft  writ!  rig  ordifectfv.  to  tfia  ,■■■'’  (b)  f3)-P  ,L  $640'. 

com  mil  teas . With  (fi .  N  S  A,  e.m  pipy  ee$  aod '  contractors  ma  y  a  i  so  ra  i  sb  _ ■■ r'  ■  (b)  (?) 

cb rj ebr d&  Wit h'.bmce? p:s  d]  v ers-e  as:  \ . 

th;p  Assqctete  Directorate  for'  S^cdr^ty  •'StPoMntarthtei.Eigjsn'ce^  •  V  \ 

i  h.fe  Office .  Of  %  qua  I  tmpbyrft'eht'  D  ppqrtuiiity  $  Diversity,  \  \ 

h  thfe.  dff3.cp  bf  the  Director  bf.§omp}iabcb:/  .■-'  ■  '■,'■ 

*  ji.&  .'bfthe-  General  CbiiftsH.  a’ftcf 

the  hrkacy-aftd  Civil  Liberties  Office* 


3.  What  Is  the  process,  accountability  for  addressing  such  Reports  j?^ 


jU//P6UO)hWhen  aft  allegation  is  presented  to  the  OiG  or  referred  to  them  by  another  agency  element, 
the  OIG  Investigations  Division  reviews  It  to  determine  the  appropriate  action,  Complaints  regarding 
systemic  process  problems  may  be  referred  to  the  OiG  Audit  or  intelligence  Oversight  Divisions, 
Concerns  involving  violations  of  law  or  policy  are  pursued  via  a  preliminary  inquiry,  and  if  warranted,  via 
an  investigation,  by  the  Investigations  Division,  All  complaints  and  their  outcomes  are  tracked  through 
the  inspector  General  case  management  system. 

If  an  Inquiry  Is  reported  directly  to  Congress,  the  NSA  OiG  may  not  have  knowledge  of  such  a  request t 


4,  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 
(U//PDL10j'Tha  OiG  keeps  a  record  of  ell  inquiries  and  actions  taken. 
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5h  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective  measures? 

gu/fom®)  Activity  that  Is  found  to  be  a  violation  of  law,  directive,  or  policy  [eqi ulres| some 
action,  MSA's  incidents  are  most  often  tied  to  human  error  or  technical  malfunction  that  is  corrected  by 
local  management  within  the  capabilities-  of  the  existing  systems  In  consultation  with  the  GIG  and  senior 
leadership.  As  previously  reported  to  the  intelligence  committees,  the  GIG  is  aware  of  thirteen 
instances  of  Intentional  misuse  of  the  SIGIMT  system  by  individuals  over  the  last  10  years.  Most  were 
referred  to  the  Department  of  Justice,  and  eventually  ended  with  the  departure  of  the  employes 
Involved.  Auditing  and  monitoring  processes  in  the  operational  areas  where  many  of  these  violations 
took  place  wars  significantly  modified  or  improved. 


(U/7WLH3j»  Other  than  violations  reported  by  06 C  to  the  Department  of  Justice,  we  are  not  aware  of 
any  SiGiHT  programs  or  activities  that  are  inconsistent  with  the  law.  Each  quarter,  the  GIG  and  OGC 
review  reported  instances  of  non-compliance  with  SiGINT  and  Information  Assurance  authorities  that 
are  typically  the  result  of  human  error  or  technical  malfunction,  These  matters  are  addressed  by  I  oca  f 
management  or  through  other  corrective  actions  taken  by  MSA's  compliance  organizations. 


6,  (OGC)  Did  we  receive  correspondence  from  Edward  Snowden  about  his  concerns? 

7,  (OGC)  If  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

8,  (OGCj  Were  his  inquiries  responded  to?  if  sor  how  and  when? 

(U)  Mo  such  correspondence  has  been  discovered, 

(U)  NS  A  is  unaware  of  any  correspondence  Edward  Snowden  had  with  the  Inspector  General,  the  Office 
of  General  Counsel,  or  his  supervisors  wherein  he  expressed  constitutional  concerns  about  NSA's 
intelligence  operations  or  authorities,  We  have  found  one  Instance  of  an  e-mail  inquiry  to  the  office  of 
General  Counsel  asking  for  m  explanation  of  the  content  of  some  training  material . 

(U)  On  Friday  f»  April  2013  at  about  4PM,  Edward  Snowden  sent  an  email  to  the  Office  of  General 
Counsel  questioning  the  hierarchy  of  several  MSA  authorities  identified  in  a  training  course, 

(U)  The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute,  Executive  Order, 
policy,  or  regulation, 

(U)  The  inquiry  did  not  suggest  that  MSA  was  violating  any  legal  authority;  nor  did  the  inquiry  question 
whether  N5A  had  authority  to  conduct  specific  operations. 

(U)  On  Monday  3  April  2013,  the  next  business  day,  the  Office  of  General  Counsel  responded  to  his 
question  and  the  attorney  offered  to  discuss  the  Issue  further  If  he  desired  to  do  so  There  is  no  evidence 
that  any  additional  correspondence  or  contact  occurred  on  this  matter. 


9,  (G/TD)  How  was  our  search  for  any  corresponcfance  from  him  conducted? 

|  (utfeewsH 

UNCiASStH  £[)>rWfr"6Wi  CIAMSC  ONM". 
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{Utfroutfo  We  have  located  additional  email  between  Snowden  and  members  of  Office  of  General 
Counsel  and  Oversight  and  Compliance  relating  to  work  on  troubleshooting  {Tissues,  but  these  emails 
do  not  contain  any  questions  or  concerns  about  the  legal  authorities  under  which  MSA  operates, 


10.  (Q/TD)  Was  it  exhaustive  and  authoritative? 

(U/ft'QW)-  .Given  the  importance  of  this  Issue  and  the  repeated  claims  by  Mr.  Snowden,  the  effort  to 
uncover  any  written  or  recollected  evidence  of  these  engagements  has  been  thorough  and  involved 
cognizant  authorities  in  each  area  of  review, 


11.  {Q/TDj  it  pdssibia  there  is  correspondence  we  Pvdrldpkedl,  (?ji3nE£  record?] 


jXUl  rp  U  GfWe  can  not  completely^rule  out  the  possibility  that  something  may  have  been  overlooked, 
but  we  have  high  confidence  that  the  searches  and  interviews  for  relevant  information  we  undertook 
would  have  uncovered  evidence  of  assertions  that  rise  to  the  level  of  outreach  and  protestation  claimed 
by  Mo  Snowden,  They  have  not. 


MNQ,AS5iFI 
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Class  if  ication; 


Thanks!  Great  job. 

- 171  -  . 

Counsel  to  the  Inspector- General 

National  Security  Agency/Centra!  Security  Service 


963-0946  {$} 


jNSA-Dl  USA  CIV 


Sent;  Friday.  June  06.  2014  1:54.BM . 

ToJ  IMSA-Dl  USA  CIV 

Subject;  FW:  (U)  Final  "reference"  document;  Q&A  for  Snowden's  Concerns  and  Notification 


Classification; 


■(bj(3!-P,L,  85*38 


fyi 


Executive  Officer 

Office  of  the  Inspector  General,  01 


OPS2B8076,  suite  6247 
963-2978  (S) 


Proms] _ |NSA-S3M2  USA  CIV 

Sent!  Friday,  June  06,  2014  1:44  PM 

To!  DL  0GCJ4ed!aLeaks  (ALIAS)  D23;  DL  djgjasker  (ALIAS)  D;  DL  QJtEGISTRY; 
NSA-D  USA  CIV;  DL  OD0C_Medialeaks  (ALIAS)  D4 
Cc!  DL  ssct  (ALIAS)  SI;  DL  NT0CJ4L  (ALIAS)  V2 
Subject:  (U)  Final  "reference"  document:  Q&A  for  Snowden's  Concerns  and  Notification 
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From; 

Toj 

Cci 

Subject 


_ -  ■ 

.  ■ 

RE:  (U)  Q&A:  Snowden  Concerns 
Wednesday,  June  04,  2014  12: IS; IB  PM 


Classification:  UNCLASSi 


My  favorite  answer, 


Deputy  Inspector  General,  NSA/CSS 
063-3544  secure 

_ -cmcS 

2B8076  OPS  2R  Suite  6247 

/  . 

"Tell  me  whet  you  know.  Tell  me  what  you  don't  know,  Tell  me. what  you  think.  Always  distinguish 
which  is  which." 

-  Colin  Powell 


From:  I _ |NSA  Di  USA  CIV 

Sent:  Wednesday.  June  04.  2014  12:15  PM 
To:  I  INSA-Dt  USA  CIV , 

Cc:  I  .  I  NSA-D14  USA  CIV 

Subject:  RE:  (U)  Q&A;  Snowden  Concerns 


Classification:  UNCLASSI BtDHfty 

i've  been  working  with]  -  ~  on  this  toddy 

and  she  is  working  with  the  document: 


have  provided  her  a  number  of  comments 


□ 


;ounsei  to  the  Inspector  General 


National  .Security  Agency/Centrai  Security  Service 


963-0946  (s) 


From! _ /  nSA-DI  USA  CIV 

Sent:.  Wednesday.  Trine  04,  2014  12:14  PM 
Toj  INSA-Dl  USA  CIV 

Cca  InSA-DM  USA  CIV 

Subject;  FW;  (U)  Q&A:  Snowden  Concerns 
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From: 

Sent: 

To: 

Ce. 

Subject: 

Attachments: 


_ JNSA-D23  USA  CIV 

Thiiwtou  mu  2&.  201410:38  AM 

MSA-S3M2USACW! 


NSA-D  USA  CIV 


{U)  Q&A  processing. 
Email  Q  and  A,docx 


NSA-D  USA  CIV 


■ :  B6-36 


Classification;  U  N  CL  AS  S!FIED//rOR  OF  F 1  Cl&L  ■USErffNtY' 

INTERN  Al/DEUBERATiVI: 


After  hearing  from  jthls  AM  and  then  speaking  withj  pt  his  suggestion,  it  appears  we  are  real  ly  working  a  few 
different  "products4': 


1,  What  does  N$A  know  about  all  these  questions.  This  is  a  factual  document  that  is  being  prepared  so  that  MSA 
has  verification  about  what  we  know/don't  know  and  what  we  did  to  get  the  answers, 

2,  The  next  product  is  a  draft  set  of  UNCLASSIFIED  questions  and  answers  that  can  be  developed  for  Public  Affairs 
to  use  to  address  inquiries  about  the  Snowden's  claims  that  he  contacted  various  people  within  NSA  to  complain 
about  specific  Issues.  Obvsiously  per  the  call  this  AM—the  attached  will  serve  as  a  starting  point/  but  we  may 
need  to  modify  these  a  bit. 

3,  Finally,  then,  we  might  have  additional  Q  and  A  that  are  more  specific  to  the  release  of  the  emai!  itself.  These 
may  be  a  subset  of  #2. 


As  I  understand  now,  you  have  already  reached  out  to  the  1G  and  Q.  1  am  curious  as  it  relates  to  Question  #1— -is  this 
something  that  MLTF  already  has  assembled  or  is  this  something  that  should  be  staffed  to  SV  and  or  ADET? 

Thanks, 

iU/ffQU^  - - - - - 

I  I . '??• .  . . .  .  . '  "  "(t>)|3j-P.L.S6-36 

Deputy  Associate  GC  : 

Administrative  Law  and  Ethics  . •  "  " 

N8P1 ,  Rm  3A-67 

Phone-NSTS:  fl92-393Q 

Outside:!  . "  ...  x*!*' 


ATTORNEY  WORK  PRODUCT U ATTORNEY  CLIENT 
PRIVILEGED  COMMUNICATION 
Not  to  be  released  without  OGC  approval 

Classification:  UNCLASSiFiED//FOR  OFFICIAL  U SC  ONLY- 
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1.  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees  about  reporting 
activities  they  perceive  to  be  inconsistent  with  !aw  or  ethics? 

2.  What  are  the  mechanisms  by  which  that  reporting  can  occur? 

3.  What  is  the  process,  accountability  for  addressing  such  reports? 

4.  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

5 .  Do  we  have  a  ny  examples  of  reported  activity  which  resulted  in  corrective  measures? 

6.  Did  we  receive  corresponded  from  Edward  Snowden  about  his  concerns? 

7.  if  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 

B,  Were  his  inquiries  responded  to?  if  so,  how  and  when? 

9.  How  was  our  search  for  any  correspondence  from  him  conducted? 

10.  Was  it  exhaustive  and  authoritative? 

11.  is  it  possible  there  is  correspondence  we  overlooked,  didn’t  record? 
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5,  (IG/OPOQ  Do  we  ha vo  any  examples  of  reported  activity  which  resulted  In  corrective 
measures? 

6,  ( 0 GC ) Old  we  roce Ive  corre spo ode  nc$tee£  from  Ed w^ rd  S no  wdeti  a botii  b  I  g  co ncern s? 

A.  N  SA I  s  u  n  a  ware  c  f  a  ny corrosion de nee  £ d ward  Snowd e n  ha $  h ad  with  the jl nsp ettor 
General,  the  Office  of  General  Cm tnsel,  or  his  $ upervlsor  s  rc  ^ 

concerns  about  Intelligence  operations  or  N$A  authorities,  fNSA  has  fey nd  a  single  instance 
of  one  e-mail  Enquiry  by  Edward  Snowden  to  the  office  of  General  Counsel  asking  for  m 
■  explanation  of  some  material  that  was  In  a  training  course  ha  had  just  completed) . . 

Or*  Friday  5  April  £013  at  about  4PM  In  the  afternoon,  it  op  pears  Mr,  Snowden  emailed 
questions  to  the  Office  of  Gene rat  Counsel  about,  the  precedence  between  federal  statutes 
and  an  Executive  order,  a$  welt  t*s  the  interplay  ofDoOantfODNE  regulations 

The  Inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  statute  and 
Executive  Order  or  DoD  m$  ONI  regulations.  Nor  did  the  inquiry  question  whether  N$A  had 
authority  to  conduct  specific  operations  or  raise  concerns  that  NSA  might  bo  violating  the 
constitution  or  any  other  law,  regulation,  or  policy. 

On  Monday  8  April  2013,  the  next  business  day,  the  Office  of  General  Counsel  provided 
specific  answers  te  the  questions  and  the  responding  attorney  offered  to  discuss  the 
questions  further.  No  additional  correspondence  has  been  Identified. 


7 .  ( 0  GC)  If  50 1  i  n  what  form,  o  n  what  d  ate  an  d  w!  th  what  specif  I  city  @s  to  co  nte  t\\  ? 
A,  N/A 

B.  {OGC  j  We  re  his  in qu iri es  re  spond  fed  to?  If  so,  h  o w  an d  whs n  ? 

Ar  HI A 

9,  (O/T D)  Ho  w  was  ou  r  &  g*  rch  f o  r  any  c#rmpo  nde  n  ce  i rom  h  I  m  co  nd  u  cted  ? 
la  <Q/TD)  Was  it  exhau stive  and  authoritative? 

11,  (Q/TD)  Is  ft  possible  there  is  correspondence  we  overlooked,  dkfiVt  record? 


2,  ( IG /ODOC]  What  a  re  the  mec  ha  n  i  srn  s  by  wh  1  ch  th  at  re  p  art  I  ng  ca  n  act  u  r? 

3 ,  (I  G/ODOC}  What  Is  t  he  process,  aceau  nteb  ill  ty  f o  r  b  d  dres  si  ng  SMth  re  ports  ? 

4,  (iG/ODOC)  Is  there  a  record  of  these  kinds  of  Inquiries  Bud  responses? 
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1,  (IG/GDOC)  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees 
about  reporting  activities  they  perceive  to  be  Inconsistent  with  law  or  ethics? 

2,  { IG/ODOC)  What  are  the  mechanisms  by  which  that  reporting  can  occur? 

3,  (IG/ODOC)  What  is  the  process,  accountability  for  addressing  such  reports? 

4,  (IG/ODOC)  Is  there  a  record  of  these  kinds  of  Inquiries  and  responses? 

5,  (IG/ODOC)  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective 
measures? 

6,  (OCC)Did  we  receive  correspondence^  from  Edward  Snowden  about  hss  concerns? 

A.  NSA  Is  unaware  of  any  correspondence  Edward  Snowden  has  had  with  the  Inspector 

General,  the  Office  of  General  Counsel,  or  his  supervisors  where  he  expressed  constitutional 
concerns  about  intelligence  operations  or  NSA  authorities. 

On  Friday  5  April  2013  at  about  4PM  in  the  afternoon,  it  appears  Mr.  Snowden  emailed 
questions  to  the  office  of  general  counsel  about  the  precedence  of  an  Executive  Order,  as 
well  as  the  interplay  of  DoD  and  ODN(  regulations. 

The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  Executive  Orders 
or  DoD  and  DNi  regulations.  Nor  did  the  inquiry  question  whether  NSA  had  authority  to 
conduct  specific  operations. 

On  Monday  8  April  201.3,  the  next  business  day,  the  Office  of  General  Counsel  provided 
specific  answers  to  the  questions  and  the  responding  attorney  offered  to  discuss  the 
questions  further.  No  additions!  correspondence  occurred. 


7.  (OGC)  if  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 
A.  N/A 

8.  (OGC)  Were  hls  inquiries  responded  to?  if  so,  how  and  when? 

A.  N/A 

9.  (Q/TD)  How  was  our  search  for  any  correspondence  from  him  conducted? 

10.  (Q/TD)  was  it  exhaustive  and  authoritative? 

11.  (Q/TD)  is  It  possible  there  is  correspondence  we  overlooked,  didn't  record? 
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Sent: 
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Subject; 


“~Ksa  031.1  usaciv 

Tjiur5davJ  M5tf  29.  2014  12:10  Ply! 

_ In SA-023  USACIV  ' 

””1nSA-D23  USA  av 


(b)|3)-P.L  86-38 


RE:  (U)  2014_OS.29  -  ACTION:  Snowden's  Cjaiits  of  voicing  Concerns 


Classification:  UNCLASSIFlED/yFOR  OFFICIAL  USE  ONtY" 


Q311  Counterintelligence  investigations 


i.P.1.  i 


Assigned  to  0,3  -  TIKI  CUBE 
FANX  2j  Room  A2A048,  Suite  $832 
Office;  968-3373(s)j|  | 


wro 

WTO© 


From;! 

Sent;  Thursday, 

TO:J_ _ _ 

Cc:| _ 


NSA-Q311  USA  CIV 
j^ay  29,  2014  12:07  PM 
SSA-D23  USA  CIV 
INSA-D23  USA  CIV 


Subject;  RE;  (U)  2014JD5JE9  -  ACTION:  Snowden*?  Claims  of  Voicing  Concerns 


Remaining  text  is 
duplicated  in 
DOCID  4249182 
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1,  (IG/ODOC)  What  is  the  training  and  awareness  provided  to  gov't  and  contractor  employees 
about  reporting  activities  they  perceive  to  bo  inconsistent  with  law  or  ethics? 


2.  (Ka/ODOC)  What  are  the  mechanisms  by  which  that  reporting  can  occur? 

3.  (IG/GDQC)  What  is  the  process,  accountability  for  addressing  such  reports? 

4.  (iG/QDQC)  Is  there  a  record  of  these  kinds  of  inquiries  and  responses? 

5.  (IG/ODOC)  Do  we  have  any  examples  of  reported  activity  which  resulted  in  corrective 
measures? 

6.  (OGt)Dld  we  receive  correspondence ed  from  Edward  Snowden  about  his  concerns? 


A:  NSA  Is  unaware  of  any  correspondence  Edward  Snowden  has-had  with  the  inspector 
General,  the  Office  of  General  Counsel,  or  his  supervisors  wherein  he  expressed 
constitutional  concerns  about  NSA's  intelligence  operations  or  NSA-authorities, 


On  Friday  5  April  2013  at  about  4PM  in  the  afternoon,  iteppear-s-Mr.  Snowden  sent  an 
ema£~emaiied-qtjestt9fls-to  the  Oeffice  of  gGeneral  Cc-ounsei  questioning  the  hierarchy  of 
several  NSA  authorities  identified  In  a  training  course,  ■ 

ErresTrive-Qrder— a 


The  inquiry  did  not  raise  any  concerns  with  the  substance  of  any  particular  Executive 
Order, s-er-DoD  or-aed  DNl  regulations,  Nor  did  the  Inquiry  question  whether  NSA  had  the 
authority  to  conduct  specific  operations. 

On  Monday  8  April  2013,  the  next  business  day,  the  Office  of  Genera!  Counsel  responded  to 
his  question  ia^kied^geeifi6^swei^44s4he^u6sttefs-and  the  responding  attorney 
offered  to  discuss  the  issue  further  if  he  desired  to  do  sc.eaestisffefufft&r:  There  is  no 
evidence  that  any  N^sdditionai  correspondence  or  contact  occurred. 


7,  (03  C)  if  so,  in  what  form,  on  what  dates  and  with  what  specificity  as  to  content? 
A.  N/A 

8,  (OGC)  Were  his  inquiries  responded  to?  If  so,  how  and  when? 

A.  N/A 

9,  (Q/TD)  How  was  our  search  for  any  correspondence  from  him  conducted? 

10,  (Q/TD)  Was  it  exhaustive  and  authoritative? 

11,  (Q/TD)  Is  it  possible  there  is  correspondence  we  overlooked,  didn't  record? 
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From: 

Hayden,  Caitlin 

Sent: 

Wednesday  M&v  23  2014  1120  PIWI 

To: 

!Rob&rf  Litf;  De.RaieshJ  1:  Vines,  VaaasJMu 

1 . . . . !EYGnl£tuaiL 

|Beagihi€y-;  Sina; 

I’DNi-Media’j  ' 

|  Richards,  Rebecca  J 

Cm 

1  lEnsor  Lebtnei-Kl  I 

Subject: 

1 - 1"! . 

RE:  NBC/ernail 

0  Ok 

Here's  second  half: 

Mi®} 

t>DNI 

10:33  PM  ET:  NBC  Brian  Williams  Reports 
Edward  Snowden 

VIDEO;  htto://mm$.tveve$,com/Pl3vbackPc>rtal.aspx?$avedEdjtlD~182ddQe7-be50-4727-bdf2-flef76fbl9df 

http://mms.tveves.com/PlavbackPortaLaspx?SatfedEditiP=4d700dd4-d869-412f-8104-e3e4138efSe9 

htto://mms.tvgves.com/filavbackPoftal.aspx'siSavededittD=78422c67-2fe4-4831-9e4Q-4cl5eb3f3fd5 


WILLIAMS:  and  welcome  back,  as  we  enter  our  second  half  hour,  as  we  continue  to  hear  from  edward  snowden,  part  of 
a  wide-ranging  conversation  taped  a  week  ago  in  moscow.  we  have  already  heard  some  extraordinary  things,  but  as  you 
will  see,  he's  not  done  yet 

SNOWDEN:  i'm  doing  this  to  serve  my  country.  I'm  still  working  for  the  government,  being  a  patriot  means  knowing 
when  to  protect  your  country,  if  i  could  go  anywhere  in  the  world,  that  place  would  be  home. 

WILLIAMS:  edward  snowden's  last  posting  was  in  hawaii,  there  he  rented  a  house  where  he  lived  with  his  girlfriend  and 
performed  electronic  surveillance  for  the  nsa.  it  was  said  he  took  his  last  position  to  gain  access  to  the  final  documents 
he  wanted  to  steal  and  then  leak. 

how  tong  prior  to  leaving  hawaii  did  you  start  to  say  to  yourself,  i’m  going  to  gather  this.  I'm  going  to  put  this  away,  i’m 
going  to  expose  this? 

SNOWDEN:  i  think  given  the  ongoing  investigation  that  something  better  not  to  get  into  in  a  news  interview,  but  i  would 
be  happy  to  discuss  this  with  the  government. 

WILLIAMS:  what  is  the  number?  what's  the  closest  you  have  come  to  estimating  the  number  of  documents? 

SNOWDEN;  i  will  say  the  1.7  million  documents  figure  that  the  intelligence  community  has  been  bandying  about,  the 
director  of  nsa  himself  keith  alexander  said  just  a  week  ago  in  the  australian  financial  review,  i  believe,  that  they  have  no 
idea  what  documents  were  taken  at  ail.  their  auditing  was  so  poor,  so  negligent  that  any  private  contractor,  not  even  an 
employee  of  the  government  could  walk  into  the  nsa  building,  take  whatever  they  wanted,  and  walk  out  with  it  and  they 
would  never  know,  now,  i  think  that's  a  problem,  and  i  think  that's  something  that  needs  to  be  resolved,  people  need  to 
be  held  to  account  for.  has  it  happened  before?  could  it  happen  again? 

WILLIAMS:  what  didn't  you  grab?  was  there  a  threshold? 

SNOWDEN:  right,  i  didn't  want  to  take  information  that  would  basically  be  take  then  and  thrown  out  In  the  press  that 
would  cause  harm  to  individuals,  that  would  cause  people  to  die,  that  would  put  lives  at  risk,  so  a  good  gauge  of  what 
information  was  provided  to  the  journalists  is  a  representation  of  what  you  see  in  the  press,  now  the  nsa  and  the 
defense  intelligence  agency  and  some  of  these  other  organizations  have  claimed  that  lives  are  at  risk,  that  all  this 
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military  information  was  out  there,  that,  you  know,  i  took  alt  this  information  about  missiles  and  warheads  and  tanks, 
but  we  don't  see  any  of  that  in  the  newspaper,  we  haven't  seen  any  stories  on  that. 

WILLIAMS:  snowden  turned  over  the  secret  documents  to  glenri  greenwaid  and  iaura  poitras,  both  of  whom  traveled  to 
russia  for  our  interview,  in  his  book  "no  place  to  hide,"  greenwaid  discussed  the  moment  he  met  snowden  In  hong  kong, 

what  did  you  make  of  him? 

GREENWAID:  the  initial  impression  was  one  of  extreme  confusion,  i  was  expecting  to  meet  someone  in  his  60s  or  70s, 
someone  very  senior  in  the  agency  because  i  knew  almost  nothing  about  him  prior  to  our  arrival  in  hong  kong, 

SNOWDEN;  it  was  a  realty  Intimidating  moment,  you  know,  it  was  the  most  real  point  of  no  return  because  the  minute 
you  start  talking  to  a  journalist  as  an  intelligence  officer  on  camera,  there  is  really  no  going  back  from  that,  that's  where 
it  ail  comes  together. 

WILLIAMS:  also,  you  had  this  tangible  evidence,  in  effect  he  was  saying  to  you  if  i  wasn't  legit,  where  else  would  i  have 
gotten  this? 

GREENWAID:  right,  that  was  certainly  a  good  start  to  establishing  his  credibility  and  his  authenticity  was  the  fact  he  was 
able  to  produce  many  thousands  of  documents  from  the  most  secretive  agency  of  the  world’s  most  powerful  but  at  the 
same  time  there  were  government,  questions  about  the  authenticity  of  the  documents  t  providence,  the  motives  that 
led  to  his  taking  them  and  what  it  was  he  would  say  when  he  identified  himself  to  the  world  as  the  source. 

WILLIAMS:  by  handing  over  the  documents  to  journalists,  snowden  said  he  wanted  to  put  some  space  between  himself 
and  what  he  himself  stole  are  from  government  computers,  he  wanted  others  to  break  the  stories  and  do  the  reporting 
and  check  to  see  which  stories  might  cause  undue  harm. 

SNOWDEN:  and  that’s  the  reason  that  the  journalists  have  been  required  by  their  agreement  with  me  as  the  source, 
although  they  could  obviously  break  that  or  do  whatever  they  want,  but  i  demanded  that  they  agreed  to  consult  with 
the  government  to  make  sure  no  individuals  or  specific  harms  could  be  caused  by  any  of  that  reporting. 

WILLIAMS:  that  includes  nbc  news  which  has  reported  on  its  own  batch  of  snowden  documents  and  has  a  reporting 
relationship  with  glenn  greenwaid. 

SNOWDEN:  when  it  comes  to  specific  stories  about  the  specific  collection  programs,  about  specific  targets,  these  aren't 
decided  by  me.  these  are  decided  by  newspapers. 

WILLIAMS:  you  see  the  part  of  this  and  for  a  lay  audience  looking  on,  they  know  that  this  came  from  you.  the  bulk 
release  to  the  journalists  came  from  you,  they  are  guessing  that  you  had  decisions  to  make  within  what  you  had  access 
to,  so  then  they  hear  you  saying,  i  didn't  put  that  out,  the  journalists  did. 

SNOWDEN:. right,  that's  a  fair  question,  anyone  can  second  guess  my  judgment,  again,  I'm  a  human  being,  i  could  make 
mistakes,  t  could  make  the  wrong  calf,  but  the  reality  is  the  situation  determined  that  this  needed  to  be  told  to  the 
public. 

WILLIAMS:  to  your  knowledge,  there  is  nothing  in  what  you  have  handed  over  to  the  journalists  materially  damaging  or 
threatening  to  the  military  or  national  security? 

SNOWDEN:  there  is  nothing  that  would  be  published  that  wouid  harm  the  public  interest,  these  are  programs  that  need 
to  be  understood,  that  need  to  be  known,  that  require  deep  background  and  context  for  research,  they  are  difficult  to 
report,  but  they  are  of  critical  public  importance. 
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WILLIAMS:  just  for  clarification  here  note  that  snowden  didn't  deny  turning  over  military  secrets,  he  asserted  instead 
they  wouldn't  be  published,  another  break,  when  we  continue,  how  snowden  justifies  what  he  did. 

{COMMERCIAL  BREAK) 

WILLIAMS:  on  the  range  between  ticker  tape  parade  emence,  what  do  you  think  ought  to  happen  to  you  if  and  when 
you  return  to  the  united  states? 

SNOWDE:  these  are  things  that  no  individual  should  empower  themselves  to  really  decide,  you  know,  i'm  going  to  give 
myself  a  parade,  but  neither  am  i  going  to  walk  into  a  jail  cell  to  serve  as  a  bad  example  for  other  people  in  government 
who  see  something  happening,  some  violation  of  the  tion  who  think  they  need  to  say  something  about  it. 

WILLIAMS:  you  hear  often  in  the  united  states  are  why  doesn't  he  come  home  and  face  the  music? 

SNOWDEN:  it's  a  fair  question,  why  doesn't  he  face  charges?  but  it's  also  uninformed,  because  what  has  been  lain 
against  me  aren't  norma!  charges,  they  are  extraordinary  charges,  we  have  seen  more  charges  under  the  espionage  act 
in  the  last  administration  than  we  have  in  ali  other  administrations  in  american  history,  the  espionage  act  provides 
anyone  accused  of  it  of  no  chance  to  make  a  public  defense,  you  are  not  allowed  to  argue  based  on  ait  the  evidence  in 
your  favor  because  that  evidence  may  be  classified,  even  if  the  it  is  exculpatory,  when  people  say  why  don't  you  face  the 
music,  1  say  you  have  to  understand  the  music  is  not  an  open  court  and  a  fair  trial, 

WILLIAMS:  what  would  you  do  if  you  had  an  aience  with  the  president  right  now?  what  would  you  say? 

SNOWDEN:  i  would  leave  advising  the  president  to  his  advisers,  that's  --  i  wouldn't  presume  to  place  myself  on  the  levei 
to  be  able  to  suggest  what  his  course  of  action  should  be. 

WILLIAMS:  would  you  ask  him  if  you  could  come  home  free  and  clear? 

SNOWDEN:  1  think  that's  a  decision  he'll  weigh  and  decide  based  on  what  he  believes  would  serve  the  public  interest,  i 
think  that's  proper  and  appropriate. 

WiLUAMS:  in  your  mind  though,  are  you  blameless?  have  you  done,  as  you  look  at  this,  just  a  good  thing?  have  you 
performed,  as  you  see  it,  a  public  service? 

SNOWDEN:  i  think  it  can  be  both,  i  think  the  most  important  idea  is  to  remember  that  there  have  been  times  throughout 
american  history  where  what  is  right  is  not  the  same  as  what  is  legal,  sometimes  to  do  the  right  thing  you  have  to  break 
a  law.  and  the  key  there  is  in  terms  of  civil  disobedience,  you  have  to  make  sure  that  what  you  are  risking,  what  you  are 
bringing  onto  yourseif  doesn't  serve  as  a  detriment  to  anybody  else,  it  doesn't  hurt  anybody  else,  if  you  are  volunteering 
yourself  to  be  used  as  a  negative  example,  to  spend  a  lifetime  in  prison  rather  than  to  spend  a  time  in  prison  ~  a  short 
period  where  you  will  come  out,  advocate,  emerge  stronger  and  inspire  other  people  to  resist  these  poiicieses,  spolicies, 
are  you  doing  good  or  bad? 

WILLIAMS:  legal  sources  teii  nbc  news  that  snowden's  legal  team  has  been  in  contact  with  the  government’s  lawyers, 
but  negotiations  have  t  begun. 

are  you  looking  for  clemency  or  amnesty?  would  you  like  to  go  home? 

SNOWDEN:  i  don't  think  there  has  ever  been  any  question  that  i  wid  like  to  go  home,  from  day  one  i  have  said  i'm  doing 
this  to  serve  my  country,  i'm  still  working  for  the  government,  now  whether  amnesty  or  clemency  becomes  a  possibility 
is  not  forme  to  say,  that's  a  debate  for  the  public  and  the  government  to  decide,  but  if  i  could  go  anywhere  in  the  world, 
that  place  would  be  home. 
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WiLLIAMS:  and  when  we  continue,  an  american  in  russia,  edward  snowden  talks  about  what  his  life  is  like  now  in  exile 
and  how  he  feels  about  coming  home. 

(COMMERCIAL  BREAK) 

WILLIAMS:  this  is  a  big  cultural  change,  you,  in  effect,  moved  to  russia  from  hawaii.  what  is  your  life  like? 

SNOWDEN:  you  know,  it's  --  it  is  a  major  cultural  gap.  it  requires  adjustment,  but  even  though  t  didn't  choose  to  be  here, 
even  though,  you  know,  circumstances  really  trapped  me  here,  i  can  adapt,  i  can  live  life  as  an  american  more  or  less, 
that's  the  beauty  of  the  internet,  we  are  no  longer  tied  to  our  communities  merely  by,  you  know,  mtz  call  physical 
connections,  right  now  i!m  watching  a  show,  "the  wire.”  i'm  really  enjoying  it.  second  season,  not  so  great,  but  - 

WILLIAMS:  what  do  you  make  of  the  fact  that  president  putin's  standing  in  the  world,  let's  say,  has  changed  so 
dramatically  during  the  time  you  have  been  here? 

SNOWDEN:  it's  really  frustrating  for  someone  who  is  working  so  hard  to  expand  the  domain  of  our  rights  and  our  privacy 
to  end  up  stuck  In  a  place  where  those  rights  are  being  challenged  in  ways  that  i  would  consider  deeply  unfair,  the 
recent  bloggers'  registration  law  in  russia,  i  can't  think  of  any  basis  for  a  law  like  that,  not  just  in  russia,  but  any  country, 
the  government  shouldn't  regulate  the  operations  of  a  free  press  whether  it  is  nbc  or  some  blogger  in  their  living  room, 
there  Is  so  much  that  needs  to  be  defended  here  in  russia,  but  i  am  limited  by  my  inability  to  speak  russian  and  so  on 
that  it's  an  isolating  and  frustrating  thing,  i  reaily  hope  that  russia,  the  united  states  and  many  other  countries  will  work 
to  push  back  against  this  constantly  increasing  surveillance,  this  constant  erosion  and  abrasion  of  public  rights, 

WILLIAMS:  correct  me  if  i'm  wrong,  the  arc  of  your  life  is  you  went  from  signing  up  for  the  military  of  after  9/11,  in  effect 
saying  you  were  willing  to  die  for  your  country  to  then  telling  people  you  half  expected  to  die  via  abduction  or 
assassination  after  what  you  have  done  in  this  instance,  that's  a  pretty  dramatic  arc  since  2003,  2004. 

SNOWDEN:  i  think  that's  actually  a  solid  representation  of  the  dramatic  arcses  sthat  have  happened  within  our 
government  in  the  same  period,  do  you  think  our  government  has  changed  since  9/11?  have  the  policies  changed?  has 
civil  engagement  with  the  government  changed?  have  our  politics  changed?  are  things  radically  different  in  terms  of 
partisanship?  there  have  been  radical  changes  within  our  government. 

WILLIAMS:  do  you  see  yourself  as  a  patriot? 

SNOWDEN:  i  do.  you  know,  i  think  patriot  is  a  word  that's  thrown  around  so  much  that  it  can  be  devalued  nowadays,  but 
being  a  patriot  doesn't  mean  prioritizing  service  to  government  above  all  else,  being  a  patriot  means  knowing  when  to 
protect  your  country,  knowing  when  to  protect  your  constitution,  knowing  when  to  protect  your  countrymen  from  the 
violations  of  and  encroachments  of  adversaries  and  those  adversaries  don't  have  to  be  foreign  countries,  they  can  be 
bad  policies,  they  can  be  officials  who,  you  know,  need  a  little  bit  more  accountability,  they  can  be  mistakes  of 
government  and  simple  overreach  and  things  that  should  never  have  been  tried  or  that  went  wrong. 

WiLLIAMS:  did  you  say  earlier  you  were  still  serving  your  government? 

SNOWDEN:  yes. 

WILLIAMS:  how  so? 

SNOWDEN:  when  you  look  at  the  actions  that  i  have  taken,  when  you  look  at  the  carefulness  of  the  program  ares  that 
have  been  disclosed,  when  you  look  at  the  way  this  has  been  filtered  through  the  most  trusted  journalistic  institutions  in 
smerica,  the  way  the  government  has  had  a  chance  to  chime  in  on  this  and  to  make  their  case,  and  when  you  look  at  the 
changes  that  it’s  resulted  in,  we  have  had  the  first  open  federal  court  to  ever  review  these  programs  declare  it  likeiy 
unconstitutional  and  orweiiian  and  you  see  congress  agreeing  that  massive  surveillance,  buik  collection  needs  to  end. 
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with  ail  of  these  things  happening  thatheovernment  agrees  ali  the  way  up  to  the  president,  again,  make  us  stronger  how 
can  it  be  said  that  i  did  not  serve  my  government?  how  can  it  be  said  that  this  harmed  the  country  when  ail  three 
branches  of  government  have  made  reforms  as  a  result? 


WILLIAMS:  many  in  government  say  snowden  should  say  for  what  he's  done  whether  or  not  he  comes  home, 
what  do  you  miss  about  home? 

SNOWDEN:  i  think  the  oniy  -  the  only  answer  to  something  like  that  for  somebody  in  my  situation  is,  you  know,  what 
dbn’t  i  miss?  what  would  y°u  m>ss?  what  wouldn't  you  miss?  i  miss  my  family,  s  miss  my  home,  i  miss  my  colleagues,  i 
miss  the  work,  because  caught  up  in  ail  these  issues,  people  have  unfairly  demonized  the  nsa  to  a  point  that's  too 
extreme,  these  are  good  people  trying  to  do  hard  work  for  good  reasons,  the  problem  that  we  are  confronted  with,  the 
challenge  that  we  are  facing  is  not  the  working  level  guy,  some  mustache-twirling  villain  out  to  destroy  your  life,  it's  the 
fact  that  senior  officials  are  investing  themselves  with  powers  that  they  are  not  entitled  to,  and  they  are  doing  it  without 
asking  the  public  for  any  kind  of  consent. 


WILLIAMS:  is  what  i  heard  you  feeling  bad  for  the  damage  to  the  nsa  as  a  result  of  what  you  have  exposed  from  the  nsa? 


SNOWDEN:  well,  what  you  need  to  understand  in  what  i  was  saying  - 1  guess  not  what  you  need  to  understand,  but 
what  i'm  saying  is  not  damage  to  the  nsa.  it’s  the  sort  of  conspiratorial  that  can  emerge  when  there  are  abuses  that  le 
tnk  they  can  do  no  good  and  the  government  has  legitimate  programs  and  purposes  and  they  can  do  great  things,  the 
nsa  can  as  well,  i  think  it's  important  to  remember  that  people  don’t  set  their  lives  on  fire,  they  don't  say  good-bye  to 
their  families,  actually  pack  up  without  saying  good-bye  to  their  families,  they  don’t  walk  away  from  their  extraordinary 
comfortable  lives,  i  made  a  lot  of  money  for  a  guy  with  no  high  school  diploma,  and  burn  down  everything  they  love  for 
no  reason. 


WILLIAMS:  so  you’re  a  kid  from  north  Carolina  and  while  i,  after  this  interview,  am  free  to  fiy  back  to  the  united  states, 
you  can't,  does  that  hurt  you? 

SNOWDEN;  i  think  no  american  could  be  prohibited  from  coming  home  or  traveling  anywhere  else  without  feeling  a 
sense  of  loss,  but,  again, )  may  have  lost  my  ability  to  travel,  but  i  have  gained  the  ability  to  go  to  sleep  at  night,  put  my 
head  on  the  pillow  and  fee!  comfortable  that  i  have  done  the  right  thing  even  when  it  was  the  hard  thing,  I’m 
comfortable  with  that. 

WtLLiAMS:  a  good  number  of  americans,  of  course,  fee!  that  because  of  what  they  see  as  an  act  of  treason,  they  sleep 
less  soundly  at  night  fearing  this  massive  leak  of  secrets  has  endangered  the  country,  there  is  more  on  the  way.  glenn 
greenwald  says  the  next  story  he  is  going  to  public  based  on  the  snowden  documents  may  be  the  biggest  yet  in  terms  of 
impact,  that  is  our  broadcast  for  tonight,  we're  going  to  keep  going  in  the  studio  to  ask  the  question,  in  part  to  take  on 
the  same  question  is  snowden  a  hero  or  a  traitor?  we  have  assembled  correspondents  and  former  government  officials. 
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BRIAN  WILLIAMS:  good  evening,  i'm  brian  williams,  he  is  routinely  called  the  most  wanted  man  in  the  world,  last  week  in 
moscow,  cloaked  in  secrecy  and  after  months  of  behind-the-scenes  back  and  forth,  we  sat  down  with  edward  snowden 
for  his  first  american  television  interview,  let's  begin  with  a  reminder  of  what  this  30-year-old  has  done  and  why  he’s 
living  in  exile  overseas,  wanted  for  espionage  in  this  country,  the  classified  documents  he  stole,  downloaded  from  the 
nsa  and  handed  over  to  journalists  blew  the  lid  off  data  mining  programs  that  had  been  launched  in  the  wake  of  and  in 
the  name  of  9/11.  they  have  names  like  prism  and  boundless  informant  and  xkeyscore.  some  of  them  designed  to 
vacuum  up  phone  and  internet  data  are  from  companies  tike  verizon  and  google  and  apple  and  yahoo!  and  some  of 
them  could  zero  in  on  any  one  of  us,  snowden  came  to  this  interview  armed  with  talking  points,  ready  to  tell  his  story, 
he  knew  he  would  be  receiving  no  compensation  and  no  question  was  off  limits,  already  just  today  based  on  prereleased 
snippets  of  what  you're  about  to  see  secretary  of  state  John  kerry  launched  a  full-on  fredrlcton  It  wiliontal  assault  on 
snowden  calling  him  a  traitor,  challenging  hill  to  come  home  to  face  justice,  we'll  hear  what  edward  snowden  has  to  say 
about  that,  he  arrived  alone  carrying  only  a  backpack  into  our  moscow  hotel,  he  came  up  a  back  stairway  Into  the 
elevator,  the  moment  he  sat  down  and  our  camera  focused  on  him,  it  became  dear  that  this  was  the  first  good  long  look 
at  him  the  world  had  had,  we  saw  him  framed  against  the  hotel  window  in  hong  kong  and  appearing  from  undisclosed 
locations  on  dosed  circuit  video,  he  was  here  now,  introducing  himself  as  ed.  a  lot  of  people  say  you  have  badly 
damagedyour  country, 

EDWARD  SNOWDEN:  can  you  show  that?  is  there  any  dman  vagsemonstration?  i  have  been  asking  for  a  year  now.  if 
after  a  year  they  can't  show  a  single  individual  who  has  been  harmed  in  any  way  by  this  reporting,  is  it  really  so  grave?  is 
it  really  so  serious?  can  we  really  trust  those  claims  without  scrutinizing  them?  i  would  argue  we  can't,  we  should  be 
open  to  them,  it’s  fair,  the  possibility,  if  this  has  caused  serious  harm,  i  plirnlwould  like  to  know  about  it. 

WILLIAMS:  keith  aiexander  has  said  you  have  done,  quote,  significant  and  irreversible  damage  to  the  nation,  he  said 
there  is,  quote,  concrete  truth  that  terrorist  groups  and  others  are  taking  action  and  making  changes  and  It's  going  to 
make  our  job  tougher,  and  this  amounts  to  telling  our  enemy  our  playbook. 

SNOWDEN:  so  what's  interesting  is  that  we  see  the  exact  same  language,  the  exact  same  accusations  being  levelled 
against  whistleblowers,  against  any  critic  of  any  government  program  throughout  history,  throughout  time. 

WILLIAMS:  what  are  you  doing  in  russia? 

SNOWDEN:  all  right,  so  this  is  a  really  fair  concern.  \  personally  am  surprised  that  i  ended  up  here,  the  reality  1$  i  never 
intended  to  end  up  in  russia,  i  had  a  flight  from  cuba  to  latin  america.  the  united  states  revoked  my  passport  to  trap  me 
in  the  moscow  airport,  when  people  ask  why  are  you  in  russia,  i  say  piease  ask  the  state  department. 

WILLIAMS:  the  u.s.  state  department  says  snowden’s  passport  was  pulled  before  he  boarded  that  flight  to  moscow  and 
yet  he  was  somehow  still  able  to  leave  hong  kong,  a  city  he  had  chosen  to  fly  to  initially  upon  leaving  the  u.s.  a  formerly 
high  ranking  american  official  said  if  snowden's  equivalent  russlan  kid  was  in  our  hands  in  the  united  states  we  would  be 
working  mightily  to,  a,  befriend  him  and,  absent  that,  infiltrate  what  hes  has,  what  he  knows,  what  has  your  relationship 
been  to  the  host  nation?  have  you  met  putin?  have  you  spoken  with  him? 

SNOWDEN:  i  have  no  relationship  with  the  russlan  government  at  ail.  i  have  never  met  the  russlan  president,  i’m  not 
supported  by  the  raugs  government  -  russlan  government,  i'm  not  taking  money  from  the  russian  government,  I'm  not  a 
spy,  the  best  way  to  make  sure,  for  example,  the  russians  can't  break  my  fingers  and  compromise  information  or  hit  me 
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with  3  bag  of  money  until  t  give  them  something  was  not  to  have  it  at  all.  the  way  to  do  it  was  by  destroying  materia!  i 
was  holding  before  i  transited  through  russia. 


WILUAMS:  people  are  going  to  find  it  hard  to  believe  that  president  putin  hasn't  taken  a  run  at  you  or  what  you  know, 
you  can  state  declaratively  that  that  hasn't  happened? 


SNOWDEN:  yeah,  i  mean,  the  way  -  the  way  to  think  about  this  is,  again,  i  already  know  how  to  deal  with 
counterintelligence.  beyond  that,  i  took  nothing  to  russia,  so  i  could  give  them  mothing. 


WILUAMS:  you  say  you're  not  carrying  around  any  of  the  materials,  you  are  handing  them  off.  if  i  gave  you  a  laptop, 
could  you  access  the  documents? 


SNOWDEN:  no,  no. 

WILLIAMS:  no,  you  couldn't  remotely,  electronically  access  material? 

SNOWDEN:  no. 

WILUAMS:  it's  gone  from  your  control? 

SNOWDEN:  right,  i  don't  have  any  control  --  let's  put  ft  this  way.  if  i'm  traveling  through  russia  -  and  I  know  I'm  traveling 
through  russia  and  they  have  a  very  aggressive,  very  professional  service,  and  t  look  like  tweety  bird  to  Sylvester  the  cat, 
a  little  walking  chicken  leg  with  all  the  documents  if  i  have  control  over  that,  that's  a  very  dangerous  thing  for  me. 

WILLIAMS:  we'll  take  our  first  break  here,  up  next  when  we  continue,  the  impact  of  9/il  on  edward  snowden. 


(COMMERCIAL  BREAK) 

WILUAMS:  going  back  almost  a  year  to  when  this  story  first  broke,  edward  snowden  was  defined  early  on,  and  not 
altogether  accurately,  the  president  famously  called  him  a  hacker,  we  in  the  news  media  passed  along  and  repeated 
terms  tike  systems  analyst  and  outside  contractor  that  didn't  really  mean  air  that  much  and  according  to  snowden  didn't 
really  describe  what  he  did  for  a  living. 

(VIDEO  BEGINS) 

WILUAMS:  how  do  you  define  yourself?  are  you  --  were  you  trainee!  as  a  spy?  specifically  i'm  talking  about  the  titles 
systems  analyst,  contractor,  it  seems  to  me  spies  probably  look  a  lot  more  like  ed  snowden  and  a  lot  less  like  James  bond 
these  days. 

SNOWDEN:  well,  it’s  no  secret  that  the  u.s,  tends  to  get  more  and  better  intelligence  out  of  computers  nowadays  than 
they  do  out  of  people,  i  was  trained  as  a  spy  in  sort  of  the  traditional  sense  of  the  word,  i  lived  and  worked  undercover, 
overseas  pretending  to  work  in  a  job  that  i'm  not  and  even  being  assigned  a  name  that  was  not  mine,  now  the 
government  might  deny  these  things,  frame  it  in  certain  ways  and  say,  oh,  he's  a  low  level  analyst  but  what  they  are 
trying  to  do  is  they  are  trying  to  use  one  position  that  i  have  had  in  a  career  here  or  there  to  distract  from  the  totality  of 
my  experience  which  is  that  i  have  worked  for  the  central  intelligence  agency  undercover  overseas,  s  have  worked  for 
the  national  security  agency  undercover  overseas,  and  i  have  worked  for  the  defense  intelligence  agency  as  a  lecturer  at 
the  joint  counterintelligence  training  academy  where  i  developed  sources  and  methods  for  keeping  our  information  and 
people  secure  in  the  most  hostile  and  dangerous  environments  around  the  world  with,  so  when  they  say  i'm  a  iow  level 
systems  administrator  that  i  don't  know  what  i'm  talking  about  It's  somewhat  misleading. 

WILLIAMS:  snowden  said  his  life  changed  when  he  was  still  a  teenager  on  the  worst  day  in  modern  american  history. 
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SNOWDEN:  i  have  never  told  anybody  this,  no  journalist,  but  i  was  on  ft,  meade  on  septembeth  light  outside  the  nsa,  so 
i  remember  -  i  remember  the  tension  on  that  day.  i  remember  hearing  on  the  radio,  i  remember  thinking  my 
grandfather  who  worked  for  the  fbi  at  the  time  was  in  the  pentagon  when  the  plane  hit  it.  i  take  the.  threat  of  terrorism 
seriously,  i  think  we  ail  do.  i  think  it's  really  disingenuous  for  the  government  to  invoke  and  sort  of  scandalize  our 
memories,  to  sort  of  exploit  the  national  trauma  that  we  all  suffered  together  and  worked  so  hard  to  come  through  to 
yufjustify  programs  that  are  have  never  been  shown  to  keep  us  safe  but  cost  us  liberties  and  freedoms  that  we  don't 
need  to  give  up,  and  our  constitution  says  we  should  not  give  up. 

WILLIAMS’,  then  there  Is  this  way  of  looking  at  It  ~  our  nation  had  been  attacked  In  this  nonlinear  way.  we  were  hurting, 
post  pearl  harbor  hurting,  why  not  cast  the  widest  net  possible?  innocent  people  around  the  country  were  -  ail  felt  the 
same  way,  iVe  got  nothing  to  hide,  we've  got  to  find  this  enemy  we  can't  see, 

SNOWDEN:  the  definition  of  a  security  state  is  any  nation  that  prioritizes  security  over  all  other  considerations,  i  don't 
believe  the  united  states  is  or  ever  should  be  a  security  state,  if  we  want  to  be  free  we  can’t  become  subject  to 
surveillance,  we  can't  give  away  our  privacy,  we  can't  give  away  our  rights,  we  have  to  be  an  active  party,  we  have  to  be 
an  active  part  of  oiir  government,  and  h  say  there  are  some  things  worth  dying  for.  i  think  the  country  is  one  of  them. 

WILLIAMS;  like  a  lot  of  young  men  in  our  country,  and  especially  given  the  fact  that  your  grandfather  was  at  the  fbi,  your 
dad's  a  vet.  like  a  lot  of  young  men  across  america  you  wanted  to  join  up,  and  you  did. 

* 

SNOWDEN:  in  2004, 1  joined  the  u.s.  army  under  the  18  x-ray  special  forces  recruit  program,  i  have  to  give  high  respect 
to  everyone  many  the  military  and  the  graduates  of  those  programs,  they  are  better  men  than  i.  i  was  Injured  very  early 
on  in  the  program  and  i  washed  out.  i  don't  hide  that. 

WILLIAMS:  snowden  reportedly  left  the  military  after  breaking  both  of  his  legs  in  training. 

SNOWDEN:  the  fact  is  that  1  tried,  you  know,  i  saw  what  was  going  on  in  the  world,  i  believed  the  government's 
arguments  that  we  were  going  to  do  good  things  in  Iraq,  that  we  were  going  to  free  the  oppressed,  and  i  wanted  to  do 
my  part  to  help  share  the  national  burden  and  create  not  just  a  better  america  but  a  better  world,  the  problem  was,  as 
time  went  on,  as  i  rose  to  higher  and  higher  levels  of  the  intelligence  community,  i  gained  more  and  more  access,  as  i 
saw  more  classified  information  at  the  highest  levels  i  realized  that  so  many  of  the  things  that  we  are  told  by  the 
government  simply  aren't  true,  much  like  the  arguments  about  aluminum  tubes  and  weapons  of  mass  destruction,  cotin 
powell's  discussion  about  anthrax  is  a  dama  -  saddam  was  going  to  bring  against  us.  the  iraq  war  i  signed  up  for  was 
launched  on  false  premises,  the  american  people  were  misled,  whether  that  was  due  to  bad  faith  or  simply  mistakes  of 
intelligence,  I  can’t  say  for  sure,  but  i  can  say  It  shows  the  problem  of  putting  too  much  faith  in  intelligence  systems 
without  debating  them  in  public. 

WILLIAMS:  we'll  take  another  break  here,  coming  up,  how  edward  snowden  says  the  nsa  can  reach  into  our  lives  via  our 
phones. 

[COMMERCIAL  BREAK} 

WILLIAMS:  welcome  back,  government  was  now  able,  if  they  wanted  to,  to  use  our  computers  to  reach  into  american 
lives  and  whatever  you  think  of  him,  what  edward  snowden  told  us  about  spying  on  our  data  and  aur  personal  devices 
was  chilling,  and  as  an  example,  we  used  the  phone  in  my  hand. 

(VIDEO  BEGINS} 

WILLIAMS:  i  want  to  ask  you  about  this  device,  this  is  not  my  Iphone.  this  is  what  drug  dealers  resort  to.  this  is  called  a 
burner,  it's  a  temporary,  it's  the  one  i  brought  to  cover  the  Olympics  because  our  i.t.  people  told  me  that  the  russians  are 
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-  so  good  at  infiltration,  how  good?  and  how  good  are  the  a  me  ri  cans?  what  can  the  nsa  do  with  this  device,  if  they 
wanted  to  get  into  my  life? 


SNOWDEN;  so,  first  off,  that’s  probably  the  most  expensive  burner  i  have  ever  seen,  but  i  guess  we  are  at  the  up  market 
of  drug  dealers  here 

WILLIAMS;  i'm  using  a  term  of  art  this  is  turned  off.  it's  inert. 


SNOWDEN:  the  nsa,  the  russian  intelligence  service,  the  Chinese  intelligence  service,  any  intelligence  service  in  the  world 
that  has  significant  funding  and  a  real  technological  research  team  can  own  that  phone  the  minute  it  connects  to  their 
network,  as  soon  as  you  turn  it  on,  it  can  be  theirs,  they  can  turn  it:  into  a  microphone,  they  cart  take  pictures  from  it, 
they  can  take  the  data  off  of  it.  but  it's  important  to  understand  that  these  things  are  typically  done  on  a  targeted  basts, 
right?  it’s  only  done  when  people  go,  this  phone  is  suspicious,  t  think  it's  being  held  by  a  drug  dealer,  t  think  it  is  being 
used  by  a  terrorist. 


WILLIAMS:  can  anyone  turn  it  on  remotely  if  it’s  off?  can  they  turn  on  apps?  did  anyone  know  or  care  that  i  googled  the 
final  score  of  the  rangers/canadiens  game  last  night  because  i  was  traveling  here? 

SNOWDEN:  i  would  say  yes  to  all  of  those,  they  can  absolutely  turn  them  on  with  the  power  turned  off  the  device,  that's 
pretty  scary,  the  thing  about  the  rangers  game  ises  also  saiso  scary,  you  might  say,  does  anybody  care  that  i'm  looking 
up  the  score  for  the  rangers  game?  well,  a  government  or  a  hacker  or  some  other  nefarious  individual  would  say  yes. 
that  telis  e  tot  about  you.  you  probably  speak  english.  you  are  probably  an  american.  you  are  interested  in  this  sport, 
they  might  know  what  your  habits  are,  where  were  you  in  the  world  when  you  checked  the  score?  do  you  check  it  when 
you  travel?  do  you  check  it  when  you're  at  home?  they  could  tell  your  pattern  of  life,  when  are  you  doing  these 
activities?  when  do  you  wake  up?  when  do  you  go  to  sleep?  what  other  phones  are  around  you?  are  you  with  someone 
who’s  not  your  wife?  are  you  some  place  you  shouldn't  be,  according  to  the  government  which  is  arbitrary,  you  know, 
are  you  engaged  in  any  kind  of  activities  we  disapprove  of,  even  if  they  aren't  technically  illegal?  ail  of  these  things  can 
raise  your  level  of  scrutiny,  these  activities  can  be  mis  misinterpreted  and  used  to  do  you  wrong,  the  problem  is  the 
capabilities  themselves  are  unregulated,  uncontrol  are  edun  krol  uncontrcl  uncontroiedded  and  dangerous. 

WILLIAMS:  ail  because  i  googled  rangers,  canadiens,  final  score. 

SNOWDEN:  exactly. 

WILLIAMS:  snowden  says  he  was  astonished  at  the  access  he  had  at  his  fingertips  including  a  computer  program  that,  as 
he  put  it,  could  get  inside  your  thought  process. 

SNOWDEN:  when  i  think  about  an  instance  that  really  just  struck  me  as,  oh,  my  god,  we  can  do  this,  and  we  can  do  it  to 
anyone  was  that  people  at  nsa,  analysts,  can  actually  watch  people's  internet  communications,  watch  them  draft 
correspondence  and  actually  watch  their  thoughts  form  as  they  type,  s  as  you  write  a  message,  an  analyst  at  nsa  or  any 
service  using  this  attack  against  people  can  actually  see  you  write  sentences  and  backspace  over  your  mistakes,  change 
the  words,  pause,  and  think  about  what  you  wanted  to  say  and  then  change  it.  it's  this  extraordinary  intrusion  not  just 
into  your  communications,  your  finished  messages  but  your  actual  drafting  process,  into  the  way  you  think. 

WILLIAMS;  you  must  have  been  aware  spying  is  sometimes  called  a  dirty  business,  lives  have  been  taken  and  unsavory 
deeds  have  been  committed.  .  , 

SNOWDEN:  you  know,  i  don't  think  anybody  who  ’s' s  been  in  the  Intelligence  community  for  almost  a  decade  as  i  have 
been,  is  really  shocked  by  the  specific  types  of  general  operations  when  they  are  justified,  what’s  more  shocking  for 
anybody  is  not  the  dirtiness  of  the  business,  it's  the  dirtiness  of  the  targetsing,  it's  the  dirtiness  of  the  way  these  things 
are  being  used,  it’s  the  lack  of  respect  for  the  public  because  --  the  lack  of  respect  for  the  intrusive  ness  of  surveillance. 
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WILLIAMS;  when  the  president  and  others  have  made  the  point  that  you  should  have'gorje  through^fiEufnefs',  Income  a 
whistleblower  and  not  pursued  the  route  you  did,  what's  your  response? 

SNOWDEN;  i  actually  did  go  through  channels,  and  that  is  documented,  the  nsa  has  records,  they  have  copies  of  e-mails 
right  now  to  their  office  of  general  counsel,  to. their  oversight  and  compliance  folks  from  me  raising  concerns  about  the 
nsa's  interpretations  of  its  legal  authorities.  I  have  raised  the  complaints  not  just  officially  In  writing  through  e-mai!  to 
these  offices  and  these  individuals  but  to  my  supervisors,  to  my  colleagues,  in  more  than  one  office,  i  did  it  in  ft.  meade. 
t  did  it  in  hawaii,  and  many,  many  of  these  individuals  were  shocked  by  these  programs,  they  had  never  seen  them 
themselves,  and  the  ones  who  had  went,  you  know,  you're  right,  these  are  things  that  are  are  really  concerning,  these 
aren’t  things  we  should  be  doing,  maybe  we're  going  too  far  here,  but  if  you  say  something  about  this,  they're  going  to 
destroy  you.  do  you  know  what  happens  to  people  who  stand  up  and  talk  about  this? 

WILUAM5:  what  did  you  report?  what  was  the  response? 


SNOWDEN:  so  i  reported  that  there  were  real  problems  with  the  way  the  nsa  was  interpreting  its  legal  authorities,  and 
the  response  more  or  less  in  bureaucratyerreaucratic  language  was  you  should  stop  asking  questions,  one  of  my  final 
acts  in  government  was  continuing  one  of  these  communications  with  a  legal  office,  in  fact,  i  am  so  sure  that  these 
communications  exist  that  i  have  called  on  congress  to  write  a  letter  to  the  nsa  to  verify  that  they  do,  write  to  the  office 
of  general  counsel  and  say,  did  mr.  snowden  ever  communicate  any  concerns  about  the  nsa's  interpretation  of  its  legal 
authorities? 


WILLIAMS;  now  about  that  last  point  there  about  the  paper  trait  that  snowden  says  exists  within  the  nsa,  so  far  nbc 
news  has  learned  from  multiple  sources  that  snowden  did.  Indeed,  send  at  least  one  e-mail  to  the  general  counsel's 
office  raislngic  and  legal  questions,  we  have  filed  a  request  under  the  freedom  of  information  act  to  iook  for  any  other 
records,  and' when  we  continue  here  tonight,  the  are  the  secrets  of  the  u.s.  military  safe? 


(COMMERCIAL  BREAK] 
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Date1, 

Attach  ntentst 


Tuesday,  June  03,  20  M  3-^5:10  PM _ 

FI  [jp-  S  nowd  an  coQ^m..Q A_. Ye  r_3,  j^'r:i"-irj,j^£a^ 


Classification:  U N C LAS S I  FI E D//FQ R . OPPICI'Af . USE"'ONbY 


(b)(3)#,  L  86-36 
(b)(5) 


ADS&Ci  reviewed  the  subject  document  and  offer  the  following  comments  for  your 
consideration: 


Question  9,  first  para:  Change  to  read  as  follows  for  purposes  of  accuracy:  (U//r0U0)  We 
have  reviewed  all  of  the  email  and  NSANet  social  media  posts  authored  by  Edward  Snowden 
which  we  have  been  able  to  obtain.  This  review  has  included  manual  reviews  of  the  email 
and  posts,  as  well  as  searches  of  the  email  tailored  to  identify  any  responsive 
correspondence, 


Please  let  us  know  if  you  have  any  questions. 


Thanks. 


.;,;..J''">5(3)-P,L.  86-36 


Aim  CJ  Chief  of  Staff 
968-6000(s): 


From; 

Sent: 

xo«.n 


_ _ _  N5A-S3.M2  "l!3A  CIV 

Monday.  June  ^,'2014  5: 59  P& 


HilSAr023  ISA  CIV; 
INSA'Q  USA  CIV 


■D4  USA  CIV; 


NSA-D14  USA  CIV; 


Cc:  DLOGC  MediaTeakS  f ALIAS)  DB:  DLODOC  Mediaieaks  (ALIAS)  D4;  DL  djgjasfcer  (ALIAS)  D; 
MSA-D  USA  CIYf .  . NSA-D  USA  CIV;  DL  (^REGISTRY 
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.DOC  ID:;  4.24  9.223 


BATES  NO.  207 


From; 

Sent: 

To: 

Cc: 

Subject: 


NSA-D28  USA  CIV 


|4SA-D23  USA  CIV 
Thursday,  'MayX 20 14  12:2.4  PM 

NSArQSll  USA  Gv  • . 


NSA-.Q23  USA' CI'V 


RE:  (U)  2014_05_29  -  ACTIO R:  'Snowden's  Bgnttof  ^StelRg^oncerns 


Classification:  UNCLASSIFIED //FOR  OFFICIAL  USD . BNfaY- 

Awesome  thanksl  .... 


- . (b){3)-P,L,  86-36 


Fromi 


NSA-Q311  USA  CIV  • 


Sent:  Thursday,  May  29,  2014  12:07  PM 

Tnj  1NSA-D23  USA  CIV 

Cd  INSA-P23  USA  CIV 

Subject:  RE:  (U)  2014_05„29  -  ACTION:  Snowden’s  Claims  of  Voicing  Concerns 


St)}(3}.P.L.  36  56 
lb)  (5) 
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DGCID:  4249.224 


BATES  NO.  21 1 


SA-D28  USA  CIV 


From; 

Sent: 

To: 

Cc 

Subject 

Importance: 


NSA-S3M2  USA  CIV 


Thursday,  May  29,  2014  11:39  AM 

&SMUJ5A  CIV;  DL  djtj.tasker  (AUAS)  D;  DL  ODOCMedialeaks 
{ALIAS}  D4;j _ 

NSA-D23  USA  CIV:  DL  ssctfAUASI  ST: 


_ |NS4 

DL  OGC_Mf:diaLsa;ks  (AHAS)  11*23. 


DL  PAOMedia  (AUAS)  DN1:  DL  CLRLCilSTRY; _ 

RE:  (U)  ACTION:  Snowden's  Claims  of  Voicing  Concerns 

High 


IT  NSA-Q31  USA  CIV 


Classification;  UNCLASS1FIEP//FOR  QFF16IAL  USE  ONLY' 

Thanks!""”  Ifor  the  reminder!  © . 

To  ALL, 


P.L.86-3B 


I  forgot  to  include  a  suspense. 

We  need  your  POC  right  away  so  that  we  can  taik/horse  trad  e/and  write  against  these  questions  today. 

Jay  Carney  (White  House  spokesman)  is  going  in  front  of  the  press  at  1230  today„,he  will  get  the  standard  fair  that  we 
have  used  over  the  past  few  months,., we  can't  possibly  pass  anything  useful  to  him  by  that  time. 


Our  info  will  be  used  there  as 

fb)(3}-P.L,  $6-36 
(b}(5) 


ADM  Rogers  has  scheduled  a  update  on  the  NBC  Interview  in  his  office  tomorrow  at  0900. 
weii. 

So.. .we  need  to  have  our  input  written  and  ready  by  1400  today. 

Thanks  I 


Rgds, 


Media  Uake  Task  Force  (I:)(3)  PL  86-56 

OPS  23,  288090 
9S9-5QQ9  fs) 

M . 


From: 


NSA-Q  USA  CIV 


Sent:  Thursday,  May  29, 2014  11:29  AM 
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O GC ID;  424922 4 

To; I _ |lNSA*S3M2  USA  CIV . 

Subject:  RE;  (U)  ACTION;  Snowden's  Claims  of  Voicing  Concerns 


BATES  NO.  212 


{fa)i3S-P.t. 


suspense? 


ADS&a  Chief  of  Staff 

yiii . 

968-680Q(s};\ 


From  :| _ 

Sent;  Thursday,  Ma 

Toil 

NSA-T  USA  CIV 
Cc:  DL  06C_MedJaI 
DL  Q_R,EGISri'RY;r_ 
Subject;  (U)  ACTIC 
Importance:  High 


NSA-S3M2  USA  CIV 

3SL  20*411:25  AM  , _ L 

__JNSA-Q  USA  CIV;  DL  d.  Jg  Jasker  (ALIAS)  D;  DL  QDOC...Med!aleaks  (ALIAS)  D4 

aks  (ALIAS)  D23j  ~|fJSA-D23  USA  CIV;  DL  SSCt  (ALIAS)  SI;  DL  PAOMedia  (ALIAS)  DN1; 

MSA-Q31  USA  CIV 

IT'Showd'erfs  Claims  of  Voicing  Concerns  (b)(3)-p.L.  es-36 

(b)(5) 


DOCID:  4228926 

Bauman,  Ethan  L. 


tb>  (6) 


From: 

Sent: 

To: 


Cc: 

Subject: 

Attachments: 


Bauman,  Ethan  L. 

Thursday,  April  1 0,  201 4  4: 34  PM  . 

Grannis  David-  Poindexter  Martha  SnnH  Dick  HarranJ 


Yoliowup  -  Media  Klotifrcation  . 

Snowden  USSiD  18_Redacted  pdf  (b)  (3 )  -p .  l  .  86-36 


Classification:  UNCLASS I FIEPrPFOUO  - 


All: 

Last  night  Val  provided  a  heads-up  about  an  article  in  Vanity  Fair.  As  you  may  be  aware,  excerpts  of  that  article  now 
appear  on  the  web.  In  them,  Edward  Snowden  is  quoted  as  saying  that  he  contacted  "NSA's  lawyers1'  and  "oversight  and 
compliance  authorities"  and  "raised  complaints"  and  "specifically  expressed  concerns  "  about  "interpretation  of  the 
law."  Against  the  backdrop  of  extensive  searches,  supported  by  investigative  interviews,  there  was  one  brief  email 
exchange  between  Mr.  Snowden  and  the  NSA  Office  of  General  Counsel  in  April  2013  seeking  generic  clarification  about 
the  hierarchy  of  certain  legal  and  policy  documents  governing  NSA's  mission  activities.  The  NSA  Office  of  General 
Counsel  responded  promptly  to  Mr.  Snowden's  inquiry,  provided  clarification,  and  proactively  offered  to  discuss  further 
if  Mr.  Snowden  desired.  This  email  was  identified  in  the  immediate  aftermath  of  the  unauthorized  disclosures  in  June  of 
2013.  A  copy  is  attached.  The  redactions  are  the  names  and  identifying  information  of  NSA  personnel, 

More  generally,  investigations  by  NSA  and  FBI  have  not  yielded  any  evidence  that  Mr.  Snowden  expressed  concerns  or 
complaints,  in  email  or  any  other  form,  about  NSA's  intelligence  activities  to  anyone  in  a  position  of  authority  Or 
oversight.  We  will  continue  to  investigate  any  credible  suggestion  that  this  occurred,  and  will  inform  Congress  of  any 
additional  information  we  find. 

Please  let  me  know  if  you  have  any  questions. 

Ethan 

Classification:  UNCLASS I FX ED// FOUQ 
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DOCID:  4228926 


Classification:  UHemSSIFIED/iTO*  Official  USE  OHtV 


Subject:  RE:  (U)  Question  for  06C  re  OVSC1800  Course  Content  -  (U)  FW: 
Comments  from  the  02  General  Counsel  Email  Us  Form 


Classification:  UNCLASSIFIED/ /TOR  OFFICIAL  USE  ONLV 
Hello  Ed, 

Executive  Orders  (E.O.s)  have  the  "force  and  effect  of  law."  That  said,  you 
are  correct  that  E.O.s  cannot  override  a  statute. 

In  general,  DOD  and  OONI  regulations  are  afforded  similar  precedence  though 
subject  matter  or  date  could  result  in  one  having  precedence  over  another. 

Please  give  me  a  call  if  you  would  like  to  discuss  further. 

Regards, 


Office  of  General  Counsel /D21 


963-3121  NSTS/(301)  688-5015  Commercial 
OPS  ZB,  2B8134,  suite  6250 


- Original  Message - 

From:  ejsnowd@nsa.ic.gov  [mailto:ejsnowd@nsa.ic.gov] 

Sent:  Friday,  April  05,  2013  4:11  PH 

To:  DL  gc_web  (ALIAS)  02 

Cc:  Snowden  Edward  1  NSA-FHV  USA  CTR 

Subject:  Comments  from  the  D2  General  Counsel  Email  US  Form 


Classification:  UNCiAS5iFiEP//roft  orriciAL  use  onlv 


SIO:  ejsnowd 
fullname:  Ed  Snowden 


Org:  FHV 

Affiliation:  Contractor 


Secure_Phone:  N/A 

Message:  Hello,  I  have  a  question  regarding  the  mandatory  US5ID  18  training. 


DOCID:  4228926 


The  training  states  the  -following: 


(U)  The  Hierarchy  of  Governing  Authorities  and  Documents  is  displayed  from  the 
highest  authority  to  the  lowest  authority  as  follows: 

U.S.  Constitution 

Federal  Statutes/Presidential  Executive  Orders  (EO) 

Department  of  Defense  (DoD)  and  Office  of  the  Director  of  National 
Intelligence  (ODN1)  Regulations 

NSA/CSS  Directives  and  Policies 
USSIDS 

SID  Management  Directives  and  Policies 
Office  Policies 


I’m  not  entirely  certain,  but  this  does  not  seem  correct,  as  it  seems  to  imply 
Executive  Orders  have  the  same  precedence  as  law.  My  understanding  is  that 
EOs  may  be  superseded  by  federal  statute,  but  EOs  may  not  override  statute. 

Am  I  incorrect  in  this?  Between  EOs  and  laws,  which  have  precedence? 

Similarly,  between  DOD  and  ODNI  regulations,  which  has  greater  precedence? 

Could  you  please  clarify? 

Thank  you  very  much, 

Ed 

Classification:  UNCLASSIFIED/)1  TOR  OfTICIAL  U6L  ONLY 

Classification:  UNCLASSIFIED/Vfewe- 


Classification:  UNCLASSIFIED/ /FOR  OFFICIAL  USE  ONLY 
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From: 

Sent: 

To: 

Cc: 

Subject: 


donotreply@nsa.gov 

Tuesday,  April  08,  2014  5:40  PM 

donotreply  @nsa  gov 

jasonfeopold@gmail.com 

FOIA  Request  (Web  form  submission) 


Name:  Jason  Leopold 

Email:  jasonleopold@grnail .com 

Company:  Investigative  Journalist 

Postal  Address:  1669  Benedict  Canyon  Drive  . 

Postal  City:  Beverly  Hills 
Postal  State- prov:  California 
Zip  Code:  90210 

Country:  United  States  of  America 
Home  Phone:  2132704334 
Work  Phone:  2132704334 

Records  Requested:  Freedom  of  Information  and  Privacy  Acts  request: 

To:  National  Security  Agency 
Attn:  FOIA/PA  Office  (DJ4) 

9800  Savage  Road 
Suite  6248 

Ft.  George  Meade,  m  2075S-6248 

This  is  a  request  for  records  under  the  Freedom  of  Information  Act  ("FOIA"),  5  u.S.C.  §  552 
and  the  Privacy  Act,  5  U.S.C.  §  552a.  This  request  should  be  considered  under  both  statutes 
to  maximize  the  release  of  records. 


REQUESTER  INFORMATION 

Name:  Jason  Leopold 

Address:  1669  Benedict  Canyon  Or, 

Beverly  Hills,  90210 

Email;  jasonleopold@graail.com 


RECORDS  SOUGHT 

I  request  disclosure  of  any  and  all  emails  written  by  former  NSA  contractor  Edward  Snowden  in 
which  Mr.  Snowden  contacted  agency  officials  through  email  to  raise  concerns  about  NSA 
programs . 

ADDITIONAL  DESCRIPTIVE  INFORMATION 

According  to  a  report  published  on  April  8,  2813  by  Vanity  Fair,  Edward  Snowden  stated  that 
he  "raised  complaints"  to  NSA. 


Approved  for  Release  by  NSA  on  07-28-2015,  FOIA  Case  # 
78137 _ 


DOCID:  4228630 

•ihe  N.S.A.  at  this  point  not  only  knows  I  raised  complaints*  but  that  there  is  evidence  that 
I  made  my  concerns  known  to  the  N.S.A. Js  lawyers,  because  I  did  some  of  it  through  e-mail,’1 
Mr.  Snowden  said,  "i  directly  challenge  the  N.S.A.  to  deny  that  I  contacted  N.S.A.  oversight 
and  compliance  bodies  directly  via  e-mail  and  that  I  specifically  expressed  concerns  about 
their  suspect  interpretation  of  the  law*  and  I  welcome  members  of  Congress  to  request  a 
written  answer  to  this  question  [from  the  N.S.A.]." 

A  link  to  the  report  in  question  can  be  found  here: 

http : //www. vanityf air , com/online/daily/2614/04/edward- snowden -interview?mbid=social_twitter 
INSTRUCTIONS  REGARDING  SEARCH 

1.  Instructions  Regarding  "Leads": 

As  required  by  the  relevant  case  law,  the  NSA  should  follow  any  leads  it  discovers  during  the 
Conduct  of  its  searches  and  perform  additional  searches  when  said  leads  indicate  that  records 
may  be  located  in  another  system.  Failure  to  follow  clear  leads  is  a  violation  of  FOIA. 

2.  Request  for  Public  Records: 

Please  search  for  any  records  even  if  they  are  already  publicly  available. 

3.  Request  for  Electronic  and  Paper/Manual  Searches: 

I  request  that  searches  of  all  electronic  and  paper/manual  indices*  filing  systems,  and 
locations  for  any  and  all  records  relating  or  referring  to  the  subject  of  my  request  be 
conducted . 

4.  Request  for  Additional  Filing  Systems,  Indices,  and  Locations  Searches: 

Please  search  all  of  your  indices,  filing  systems,  and  locations,  including  those  I  have  not 
specified  by  name  and  those  of  which  I  may  not  be  aware. 

5.  Request  regarding  Photographs  and  other  Visual  Materials: 

i  request  that  any  photographs  or  other  visual  materials  responsive  to  my  request  be  released 
to  me  in  their  original  or  comparable  forms,  quality,  and  resolution.  For  example,  if  a 
photograph  was  taken  digitally,  or  if  the  NSA  maintains  a  photograph  digitally,  I  request 
disclosure  of  the  original  digital  inage  file,  not  a  reduced  resolution  version  of  that  image 
file  nor  a  printout  and  scan  of  that  image  file.  Likewise,  if  a  photograph  was  originally 
taken  as  a  color  photograph,  I  request  disclosure  of  that  photograph  as  a  color  image,  not  a 
black  and  white  image.  Please  contact  me  for  any  clarification  on  this  point. 

6.  Request  for  Duplicate  Pages: 

I  request  disclosure  of  any  and  all  supposedly  "duplicate"  pages.  Scholars  analyze  records 
not  only  for  the  information  available  on  any  given  page,  but  also  for  the  relationships 
between  that  information  and  information  on  pages  surrounding  it.  As  such,  though  certain 
pages  may  have  been  previously  released  to  me,  the  existence  of  those  pages  within  new 
context  renders  them  functionally  new  pages.  As  such,  the  only  way  to  properly  analyze 
released  information  is  to  analyze  that  information  within  its  proper  context.  Therefore,  I 
request  disclosure  of  all  "duplicate"  pages. 

7.  Request  to  Search  Emails: 

Please  search  for  emails  relating  to  the  subject  matter  of  ray  request. 

8.  Regarding  Destroyed  Records: 

If  any  records  responsive  or  potentially  responsive  to  my  request  have  been  destroyed,  my 
request  include,  but  is  not  limited  to,  any  and  all  records  relating  or  referring  to  the 
destruction  of  those  records.  This  includes,  but  is  not  limited  to,  any  and  all  records 
relating  or  referring  to  the  events  leading  to  the  destruction  of  those  records. 
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INSTRUCTIONS  REGARDING  SCOPE  AND  BREADTH  OF  REQUESTS  Please  Interpret  the  scope  of  this 
request  broadly.  The  MSA  is  instructed  to  interpret  the  scope  of  this  request  in  the  most 
liberal  manner  possible  short  of  an  interpretation  that  would  lead  to  a  conclusion  that  the 
request  does  not  reasonably  describe  the  records  sought. 

EXEMPTIONS  AND  SEGREGABIUTY 

1  call  your  attention  to  President  Obama's  21  lanuary  2089  Memorandum  concerning  the  Freedom 
of  Information  Act,  in  which  he  states: 

All  agencies  should  adopt  a  presumption  in  favor  of  disclosure,  in  order  to  renew  their 
commitment  to  the  principles  embodied  in  FOIA  [....]  The  presumption  of  disclosure  should  be 
applied  to  all  decisions  involving  FOIA. 

In  the  same  Memorandum,  President  Obama  added  that  government  information  should  not  be  kept 
confidential  "merely  because  public  officials  might  be  embarrassed  by  disclosure,  because 
errors  and  failures  night  be  revealed,  or  because  of  speculative  or  abstract  fears." 

Finally,  President  Obama  ordered  that  "The  Freedom  of  Information  Act  should  be  administered 
with  a  clear  presumption:  In  the  case  of  doubt,  openness  prevails." 

Nonetheless,  if  any  responsive  record  or  portion  thereof  is  claimed  to  be  exempt  from 
production,  FOIA/PA  statutes  provide  that  even  if  some  of  the  requested  material  is  properly 
exempt  from  mandatory  disclosure,  all  segregable  portions  must  be  released.  If  documents  are 
denied  in  part  or  in  whole,  please  specify  which  exemption(s)  is  (are)  claimed  for  each 
passage  or  whole  document  denied.  Please  provide  a  complete  itemized  inventory  and  a 
detailed  factual  justification  of  total  or  partial  denial  of  documents.  Specify  the  number 
of  pages  in  each  document  and  the  total  number  of  pages  pertaining  to  this  request.  For 
“classified”  material  denied,  please  include  the  following  information:  the  classification 
(confidential,  secret  or  top  secret);  identity  of  the  classifier;  date  or  event  for  automatic 
declassification  or  classification  review  or  downgrading;  if  applicable,  identity  of  official 
authorizing  extension  of  automatic  declassification  or  review  past  six  years;  and,  if 
applicable,  the  reason  for  extended  classification  beyond  six  years. 

In  excising  material,  please  "black  out"  the  material  rather  than  "white  out”  or  "cut  out."  I 
expect,  as  provided  by  FOIA,  that  the  remaining  non-exempt  portions  of  documents  will  be 
released. 

Please  release  all  pages  regardless  of  the  extent  of  excising,  even  if  all  that  remains  are 
the  stationery  headings  or  administrative  markings. 

In  addition,  I  ask  that  your  agency  exercise  its  discretion  to  release  records  which  may  be 
technically  exempt,  but  where  withholding  serves  no  important  public  interest. 

ADDITIONAL  INSTRUCTIONS  REGARDING  REQUEST  Please  produce  all  records  with  administrative 
markings  and  pagination  included. 

Please  send  a  memo  (copy  to  me)  to  the  appropriate  units  in  your  office  to  assure  that  no 
records  related  to  this  request  are  destroyed.  Please  advise  of  any  destruction  of  records 
and  include  the  date  of  and  authority  for  such  destruction. 

FORMAT 

I  request  that  any  releases  stemming  from  this  request  be  provided  to  me  in  digital  format 
(soft -copy)  on  a  compact  disk  or  other  like  media. 


*** 

Please  do  not  hesitate  to  contact  me  if  you  have  any  questions  concerning  this  request. 
Thank  you.  I  appreciate  your  time  and  attention  to  this  matter. 

Jason  Leopold 
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DOCID:  4228631 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotreplY@n5a.gov 

Thursday,  May  29,  2014  12:02  PM 

donotrepiy@nsa.gov 

szoidrap@gma  II.  com 

FOIA  Request  (Web  form  submission) 


(b)  (3)-P.L.  86-36 


Name:  Paul  5  Szoldra 
Email:  S2oldrap@gmail .com 
Company:  Business  Insider 
Postal  Address: 

Postal  City: 

Postal  State- prov:j  ~ 

Zip  Code:  I 

Country:  United  States  of  America 
Home  Phone |~ 

Records  Requested:  I  am  seeking  any  and  all  emails ,  letters,  records,  or  other  correspondence 
sent  by  Edward  3,  Snowden  to  the  National  Security  Agency  Office  of  General  Counsel.  I  also 
request  any  and  all  emails,  letters,  records,  or  other  correspondence  sent  in  response  to  his 
queries . 

This  is  for  journalistic  research.  Thank  you. 


\ 


Approved  for  Release  by  NSA  on  07-28-2015,  FOIA  Case  # 
78137 _ 


DOCID:  4228632 


(b) (3) -P.L.  36-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotreply@nsa.gov 

Thursday,  May  29,  2014  1:59  PM 

donotreply@nsa.gov 

myse1f@davidgarrettjr.com 

FOIA  Request  (Web  form  submission) 


Name:  David  A  Garrett 

Email:  myselffldavidgarretti r , com 

Company:  Exatniner.com 


Postal  Address:  L 
Postal  City : | 

Postal  State-prov;| 


- . (b)  (6) 


Zip  Code 


o 


Country:  united  States  of  America 


Home  Phone: 


Records  Requested:  In  a  television  interview  with  NBC  News  on  May  28,  2014,  Edward  Snowden 
said  he  had  previously  emailed  concerns  to  the  National  Security  Agency’s  Office  of  the 
General  Counsel.  Could  you  provide  me  with  a  copy  of  that  email? 


roved  for  Release  bv  NSA  on  07-28-2015.  FOiA  Case  #  7813 


DOCID:  4228633 


(b) (3J-P.L.  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotreply@nsa,  gov 

Thursday,  May  29, 2014  3:00  PM 

donotreply@nsa.  gov 

matthew.key5@gmatl.com 

FOIA  Request  (Web  form  submission) 


Name:  Matthew  Keys 
Email:  watthgw . kevsffleroail ■  com 
Company:  The  Desk 
Postal  Address  {  ~~ 

Postal  City:  _ - 

Postal  State- prov: 

Zip  Code: 

Country:  united  States  of  America 
Home  Phone : 

Work  Phone:  N/A 

Records  Requested;  Seeking  to  obtain  any  and  all  e-mails  sent  by  Edward  3  Snowden  using  the 
e-mail  address  e~isnowdfflnsa.ic.gov  to  any  and  all  National  Security  Agency  officials, 
including  officials  at  the  Office  of  General  Counsel,  for  the  time  period  between  January  1, 
2014  and  April  1,  2014. 


Approved  for  Release  by  NSA  on  07-28-2015.  FOIA  Case  #  78131 


DOCID:  4228635 

( 

Blacker^ind^S^^_^^_ 


Matthew  Keys  [matthew@sactownmedia  com] 
Friday,  June  27,  2014  10  14  PM 
foiarsc,  foiarsc 

FOIA  case  78111  Withdrawal 


Hello. 


From. 

Sent 

To 

Subject 


On  May  29, 2014. 1  submitted  a  request  pursuant  to  the  Freedom  of  Information  Act  for  "any  and  all  e-mails 
sent  by  Edward  J  Snowden  using  the  e-mail  address  etsnowd  <msa  ic  uo\  to  any  and  all  National  Security 
Agency  officials,  including  officials  at  the  Office  of  General  Counsel,  for  the  time  period  between  January  I. 
2014  and  June  1 . 2014  " 

On  June  27.  2014  I  received  a  letter  from  the  National  Security  Agency's  FOIA/Public  Affairs  Chief  Pamela 
Phillips  slating  that  no  records  could  be  located  at  the  agency  pursuant  to  my  request  because  ”Mr  Snowden 
ceased  to  be  affiliated  with  this  Agency  as  a  coniractor  in  June  2013"  and  "e  did  not  have  an  active  NSA  email 
account  after  that  time  ” 

I  believe  this  to  be  the  case,  and  am  hereby  withdrawing  my  FOIA  request  #781 1 1  This  withdrawal  applies 
only  to  FOIA  request  #78111  and  does  not  apply  to  any  other  FOIA  requests  I  may  have  that  are  pending  with 
the  agency  or  may  file  in  the  future 

Thank  you  for  your  help  on  this  matter 

Best, 

Matthew  Keys 

matthew  dsacttmnmedia  cum 


i  nult hew  kc>s  ) 

i  twtuer  lacehook  tumhlr  website  i 


Approved  for  Release  by  NSA  on  07-28-2015.  FOIA  Case  #  7813^ 


DOCID:  4228636 


(b)(3)-P.L.  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


donotrepiy@nsa.gov 

Thursday,  May  29,  2014  3:22  PM 

donotreply@nsa  .gov 

szoldrap@gmail.com 

FOIA  Request  (Web  form  submission) 


Name:  Paul  S  SzoLdra 
Email:  szoldraafitemail .com 
Company:  Business  Insider 


Postal  Address 


Postal  CityJ 


Postal  State 


Zip  Code: 


Country:  United  states  of  America 


Monk  Phone 


Records  Requested:  Dear  FOIA  Coordinator: 

This  is  a  request  under  the  Freedom  of  Information  Act  (5  U.S.C,  §552).  I  request  that  a 
copy  of  the  following  records  be  provided  to  me: 

1  am  requesting  any  and  all  email  correspondence  sent  and  received  by  Edward  3.  Snowden,  an 
intelligence  contractor  working  for  the  National  Security  Agency,  date  range  approximately 
from  Tan.  2006  to  Mar.  2013.  He  used  the  following  email  address: 

eisnowdfilnsa. ic.sov 

He  also  may  have  used  these  email  addresses  as  well: 

eisnowdi8nsa.gov 

edward . -j . snowdenflnsa . i c . eov 

edwarri, snowdenflnsa . ic .eov 

This  is  for  journalistic  research.  Thank  you. 

In  order  to  help  you  determine  my  status  for  the  purpose  of  assessing  fees,  you  should  know 
that  I  am:  A  representative  of  the  news  media  affiliated  with  Business  Insider,  and  this 
request  is  made  as  part  of  newsgathering  and  not  for  commercial  use. 

I  am  willing  to  pay  fees  if  my  request  for  a  waiver  is  denied  not  to  exceed  $309. 

I  request  a  waiver  of  fees  for  this  request  because  disclosure  of  the  requested  information 
to  me  is  in  the  public  interest.  It  is  likely  to  contribute  significantly  to  public 
understanding  of  the  operations  or  activities  of  the  DIA  and  is  not  primarily  in  my 
commercial  interest.  This  is  for  newsgathering  purposes  in  the  public  interest  of 
understanding  Edward  Snowden. 

Approved  for  Release  bv  NSA  on  07-28-2015.  FOIA  Case  #  781371 


DOCID:  4228636 


I  include  a  telephone  number  at  which  I  can  be  contacted  if  necessary  to  discuss  any  aspect 
of  my  request.  You  can  contact  me  ati 


Sincerely, 


Address  : 


Name:  Paul  Szoldra  . . . . . . — (6) 


City,  State,  Zip  Code: I _ 

Telephone  number :f  F 

Email  address:  szoldragggmall . com 


2 


DOCID:  4228637 


(b)  (3) -P , L .  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


doootreply@nsa.gov 

Thursday,  May  29,  2014  3:31  PM 

donotreply@nsa  gov 

rosie@buzzfeed  com 

FOIA  Request  {Web  form  submission) 


Name:  Rosie  P  Gray 
Email;  rosiefflbuzzfeed. com 
Company:  BuzzFeed 
Postal  Address:  600  F  Street  NW 
Postal  2nd  Line:  Ste  200 
Postal  City:  Washington 
Postal  State-prov:  OC 
Zip  Code:  20004 

Country:  United  States  of  America 
Work  Phone:  6463699351 

Records  Requested:  I  am  a  reporter  for  BuzzFeed  seeking  the  email  history  of  this  email 
address:  eisnowdflnsa . ic -  gov 

Date  range  of  request:  February  2009- July  2013 

Description  of  request:  Please  search  NSA  records  for  any  and  all  email  communications  to  or 
from  the  email  address  eisnowdfitnsa. ic.gov. 

As  a  requester  from  a  news -gathering  organization,  I  understand  that  the  duplication  of  the 
first  one  hundred  pages  responsive  to  my  request  will  be  provided  without  charge.  I  am 
willing  to  pay  up  to  $300  for  any  other  processing  of  this  request.  Please  inform  me  if  the 
estimated  fees  will  exceed  this  limit  before  processing  my  request. 

Thank  you  for  your  consideration. 


Approved  for  Release  bv  NSA  on  07-28-2015.  FOIA  Case  #  7813^ 


DOCID:  4228638 


From: 

Sent: 

To: 

Cc: 

Subject: 


d  on  strep  !y  @n  sago  v 

Thursday,  May  23,  2014  3:34'  PM- 

d  on  ot  rep  ly  @n  s  a.  q  ov 

e  van .  h  iil@slazeera  net 

FOIA  Request  (Web  form  submission) 


fb}  (3i-P*L- 


Name:  Evan  C  Hill 
Hmgil :  evan ,  hlllft-aTiazeera  ,  net 
Company:  Al  Jazeera  America 
Postal  Address:  43S  Hudson  Street 
Postal  2nd  Line:  Suite  400 
Postal  City:  New  York  City 
Postal  State- prov:  NY 
Zip  Cede:  10013 

Country:  United  States  of  America  (bv 

Home  Phone: 

Work  Phone:  917-313-3458 

Records  Requested:  I  request  copies  of  any  and  all  emails  or  messages  sent  to  or  from  the 
following  National  Security  Agency  e-mail  address: 

ejsnowdi^nsa .  i  c ,  gov 

I  am  not  aware  of  the  exact  period  of  time  this  account  was  active  but  believe  it  to  be  a 
short  period  that  does  not  require  an  unreasonable  response  effort  on  behalf  of  the  Agency, 

I  am  aware  that  e-mails  sent  to  or  from  United  States  government  accounts  are  subject  to  the 
Freedom  of  Information  Act. 

I  request  expedited  processing  of  this  FOIA  records  request  as  the  information  it  seeks  is  of 
wide  public  interest  and  not  large  in  size  or  time  and  would  inform  the  public  about  an 
actual  or  alleged  federal  government  activity. 

Please  let  m  know  if  there  is  any  further  information  that  would  assist  you  in  responding  tc 
this  request. 

Best  regards, 

Evan  Hill 


".ooroved  for  Reiease  bv  hjSA  on  07-2B-201S.  FOIA  Case  #  781371 


DOCID:  4228639 


"  (b)  (3)  S6-36 


From: 

Sent: 

To: 

C  c: 

Subject: 


donotre  pty  @nsa .  g  ov 
Thursday.  May  29.  2D1 A  7:51  PM 
donotre  ply  @n$a .  go  v 
e  I  ten .  nak  ash  i  m  a  @wa  &  h  p  ost.  co  m 
FQIA  Request  (Wee  form  submission) 


Name:  Ellen  Nakashima 

Emsil:  ellen . nakashiina^ashnost .cum 

Company:  The  Washington  Post 

Postal  Address:  1150  15th  $t.  NW 

Postal  City:  Washington 

Postal  State-prov:  DC 

Zip  Code:  26071 

Country:  United  States  of  America 
Work  ?hone:  202  334  4419 

Records  Requested:  The  Washington  Fost  hereby  submits  a  request  under  the  Freedom  of 
Information  Act,  5  U.5.C.  §§  552  et  seq.,  for  the  following  records: 

All  e-mails  to  or  from  Edward  Snowden, a  former  contract  employ ee(Oellj  Booz  Allen,  with  the 
N$A  in  lapan  and  Hawaii.  He  worked  in  Japan  from  2009-2013  and  in  Hawaii  from  2613-2014, 

The  Washington  Post  respectfully  requests  a  fee  waiver  pursuant  to  5  U,SX.  § 

55 2(a)(4)(A) Cii) (12) j  since  the  records  are  not  being  sought  for  a  commercial  use,  but  rather 
to  inform  the  public  on  an  issue  of  intense  public  interest  and  continuing  controversy.  At  a 
minimum,  as  a  representative  of  the  news  media,,  the  Post  is  entitled  to  a  limitation  of  the 
fees  to  reasonable  standard  charges  for  document  duplication.  See  id*  If  the  fee  waiver  is 
denied  with  respect  to  search  costs,  the  Post  will  pay  reasonable  duplicating  fees,  but 
requests  to  be  notified  if  the  cost  is  expected  to  exceed  $160, 

I  would  appreciate  your  communicating  with  me  by  telephone  or  e-mail,  rather  than  mailj  if 
you  have  questions  regarding  this  request.  I  look  forward  to  your  response  within  20  days  as 
the  statute  requires.  Thank  you  for  your  attention  to  this  request. 

Very  truly  yours, 

Ellen  Nakashima 
The  Washington  Post 


Approved  for  Reiease  by  NSA  on  07-28-2015,  FQIA  Case  #  7313# 


DOCID:  4228640 


(b)(3)  P,L  86-36 


From: 

Sent; 

To: 

Co: 

Subject: 


dorse  t  repEy  @nsa .  gov 

Thursday,  May29:  2014  2' 07  PM 

don  ot  rep  ly  @  n  sa.  gov 

g  k  o  rte@  usstoday .  co  m 

FOiA  Req  jest  (Web  farm  submission) 


Name:  Gregory  T  Korte 
Eitiaxl:  Rko  r t  efcu  s  a t  od  a v , c  o jn 
Company:  USA  TODAY 

Postal  Address:  1575  Eye  Street*  N.W.  Suite  350 

Postal  City:  Washington 

Postal  State- prov:  District  of  Columbia 

Zip  code:  20005 

Country:  United  States  of  America 
Work  phone:  70385489(57 

Records  Requested:  Any  and  all  communications  to  and  from  Edward  Snowden  to  the  National 
Security  Agency  s  Office  of  Chief  Counsel.  This  request  includes  all  communications,  in 
whatever  form  or  format;  and  does  not  have  any  time  limit, 

Please  provide  expedited  processing.  This  request  involves  a  matter  of  national  importance 
that  is  the  subject  of  widespread  media  interest  ?nd  congressional  oversight. 

Please  waive  all  fees*  1  am  a  Journalist  engaged  full-time  in  the  dissemination  of 
information  to  the  public.  I  am  employed  by  USA  TODAY  is  the  nation's  largest  newspaper. 


\ 


Approved  for  Release  by  NS  A  on  07-23-2015.  FOIA  Case  #  781 37- 


DOCID:  422B641 


fb) ( 3 ) - p , L .  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


dcnoirepfyi@n3a.gov 

Fncfay.  June  27,  3014  10:16  PM 

OQnoirepJy@nsa.gov 

matth  ew@5actownjn  ed  ia.com 

FDIA  Request  (Web  form  submission) 


Name:  Matthew  Keys 

Email:  nr3tthgw%actownnredia - rm 


Postal  Address. 
Postal  City. 


□; 


' (to)  (6) 


Postal  State- prov 
Zip  Code 


Country:  United  States  of  America 
Home  Phone: 


Records  Requested :  Seeking  to  obtain  any  end  *11  e-nails  sent  by  Edward  1  Snowdon  using  the 
addr**s  Ql^nowfl^riSEa.ic.ggv  to  any  and  all  National  Security  Agency  officials^ 
including  officials  at  the  Office  of  General  Counsel,  for  the  time  period  between  January  1 . 
2013  and  June  1,  2013. 


improved  for  Release  by  N5A  on  07-28-2015.  FQtA~Clse  #  7813?). 


DOC ID :  4228642 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  ME  ADR,  MARYLAND  20755-6000 


FOIA  Case:  77440 
30  April  20  ]  4 


JASON  LEOPOLD 
1 069  BENEDICT  CANYON  DR 
BEVERLY  HILLS  CA  90210 

Dear  Mr.  Leopold: 


This  is  an  initial  response  to  your  Freedom  of  Information  Act  (FOIA) 
request  dated  8  April  2014,  which  was  received  by  this  office  on  9  April  2014, 
for  "any  and  all  emails  written  by  former  NSA  contractor  Edward  Snowden  in 
which  Mr.  Snowden  contacted  agency  officials  through  email  to  raise 
concerns  about  NSA  programs.” 

■This  letter  acknowledges  that  we  have  received  your  request  and 
provides  some  administrative  information.  Your  request  has  been  assigned 
Case  Number  77440.  Due  to  a  significant  increase  in  the  number  of  requests 
being  received  by  this  Agency,  we  are  experiencing  delays  in  processing.  We 
will  begin  to  process  your  request  and  will  respond  to  you  again  as  soon  as 
we  are  able. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  second  paragraph 
of  this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency, 

L  OIA  Office  (DJ4) ,  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD 
20755-6248  or  may  be  sent  by  facsimile  to  443-479-3612,  If  sent  by  fax,  it 
should  be  marked  for  the  attention  of'  the  FOIA  office.  The  telephone  number 
of  the  FOIA  office  is  301-688-6527. 

Sincerely. 

J. 

FOIA  Customer  Representative 


Approved  for  Release  bv  NSA  on  07-28-2015.  FOIA  Case  #  7813^ 


DOCID:  4228643 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

-OR  i  GEORGE  G.  MEADE  MARYLAND  2&755-6Q00 


KOI  A  Case:  77440A 
23  June  2014 


JASON  LEOPOLD 

1669  BENEDICT  CANYON  DR 

BEVERLY  HILLS  CA  90210 

Dear  Mr.  Leopold  : 

This  responds  to  your  Freedom  ofl  reformation  Act  (FOIA)  request  of 
8  April  2014,  which  was  received  by  this  office  on  9  April  2014,  for  “any  and  all 
emails  written  by  former  NSA  contractor  Edward  Snowden  in  which 
Mr.  SnowTden  contacted  agency  officials  through  email  to  raise  concerns  about 
NSA  programs."  As  noted  in  our  initial  correspondence  dated  30  April  2014. 
your  request  has  been  assigned  Case  Number  77440,  For  purposes  of  this 
request  and  based  on  the  information  you  provided  in  your  letter,  you  are 
considered  a  “representative  of  the  media."  There  are  no  assessable  fees  for 
this  request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA,  A 
thorough  search  of  our  files  was  conducted,  but  there  arc  no  documents 
indicating  that  Mr.  Snowden  contacted  agency  officials  to  raise  concerns  about 
NSA  programs. 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  The  fact  that  we  were  unable  to 
locate  records  responsive  to  your  request  may  be  considered  by  you  as  an 
adverse  determination,  and  you  arc  hereby  advised  oft  his  Agency’s  appeal 
procedures.  Any  person  notified  of  an  adverse  determination  may  file  an 
appeal  to  the  NSA /CSS  Freedom  of  Information  Act  Appeal  Authority.  The 
appeal  must  be  postmarked  no  later  than  60  calendar  days  after  the  date  of  the 
initial  denial  letter.  'Hie  appeal  shall  be  in  writing  addressed  to  the  NSA/ CSS 
FOIA  Appeal  Authority  (DJ4),  National  Security  Agency,  9800  Savage  Road  STE 
6248,  Fort  George  G.  Meade,  MD  20755-6248,  To  aid  in  processing  the 
appeal,  it  should  reference  the  inability  of  the  Agency  to  locate  the  records  you 
seek,  in  sufficient,  detail  and  particularity,  and  the  grounds  upon  which  you 
believe  this  Agency  maintains  such  records.  The  NSA/ CSS  FOIA  Appeal 


Approved  for  Release  bv  NSA  on  07-28-2015.  FOIA  Case  #  781~37j 


DOCID:  4228643 


FOIA  Case:  77440  A 

Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days  after 
receipt,  absent  unusual  circumstances. 

As  you  may  be  aware,  one  document  was  located  that,  shows  that  Mr. 
Snowden  raised  questions  about  the  agency’s  interpretation  ofNSA’s  legal 
authorities.  Although  it  is  not  responsive  to  your  request  since  it  does  not 
discuss  hSA  piograms  or  raise  concerns  about  NSA  programs f  we  are  providing 
the  document  to  you  as  a  courtesy  as  it  was  previously  released.  The 

document  can  also  be  found  posted  on  the  I  Con  the  Record.  Tumblr.com  website, 
as  well  as  on  NSA.gov. 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/ PA  Office 

Enel: 

a/s 


Sincerely. 


DOCID:  4228644 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G  MEADE.  MARYLAND  £0755-6000 


FOJA  Case:  7807 1 
27  May  2014 


MATTHEW  A  COLE 
30  ROCKEFELLER  PLAZA  RM  412E1 
NEW  YORK  NY  10112 

Dear  Mr.  Cole: 

This  is  an  initial  response  to  your  Freedom  of  Information  Act  (FOIA) 
request  dated  23  May  2014,  which  was  received  by  this  office  on 
2/  May  2014,  for  “any  and  all  emails,  documents  or  any  other  form  of 
communication  sent  bv  or  from  EDWARD  SNOWDEN  to  the  Office  of  General 
Counsel,  or  equivalent,  or  to  any  lawyer  or  legal  office  within  the  agency 
during  the  years  2012  and  2013,  as  well  as  any  communication  in  response 
to  Mr.  Snowden. "  This  letter  acknowledges  that  we  have  received  your 
request  and  provides  some  administrative  information.  Your  request  has 
been  assigned  Case  Number  78071.  Due  to  a  significant  increase  in  the 
number  of  requests  being  received  by  this  Agency,  we  are  experiencing  delays 
in  processing.  We  will  begin  to  process  your  request  and  will  respond  to  you 
again  as  soon  as  we  arc  able. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  first  paragraph  of 
this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755- 
6248  or  may  bo  sent  by  facsimile  to  443-479-3612.  If  son!  by  fax,  it.  should 
be  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of' the 
FOIA  office  is  301-688-6527, 


Sincerely, 

FOIA  Customer  Representative 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FOR  I  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FQ.IA  Case:  781  11 
23  June  2014 


MATTHEW  KEYS 

. .  .  ...  .  -  -  .  "  .  (b)(6) 


Dear  Mr.  Keys: 

This  responds  to  your  Freedom  of  Information  Act  'FOIAJ  request  of 
29  May  2014.  which  was  received  by  this  office  on  30  May  2014.  for  “any  and 
all  e-mails  sent  by  Edward  J  Snowden  using  the  e-mail  address 
ei snowd^ns a .  ic .  eov  to  any  and  all  National  Security  Agency  officials,  Including 
officials  at  the  Office  of  General  Counsel,  for  the  time  period  between 
January  1,  2014  and  April  1, 2014."  Your  request  has  been  assigned  Case 
Number  781 J  1.  For  the  purpose  of  fee  assessment,  you  have  been  placed  info 
the  “all  other 15  category  for  this  request.  As  such,  you  are  allowed  2  hours  of 
search  and  100  pages  of  duplication  at  no  cost  to  you.  There  are  no  assessable 
fees  for  this  request, 

Your  request  lias  been  processed  under  the  provisions  of  the  FOIA,  We 
confirmed  with  the  appropriate  offices  that  since  Mr,  Snowden  ceased  to  be 
affiliated  with  this  Agency  as  a  contractor  in  June  2013,  he  did  not  have  an 
active  NS  A  email  account  after  that  time.  Because  no  emails  were  sent  from 
that  account  after  June  2013,  no  records  responsive  to  your  request  were 
located, 

l  he  Initial  Denial  Authority  for  NS  A  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman,  The  fact  that  we  were  unable  to 
locate  records  responsive  to  your  request  may  be  considered  by  you  as  an 
adverse  determination,  and  you  are  hereby  advised  of  this  Agency’s  appeal 
procedures.  Any  person  notified  of  an  adverse  determination  may  file  an 
appeal  to  the  NSA/CSS  Freedom  of  Information  Act  Appeal  Authority,  The 
appeal  must  be  postmarked  no  later  than  60  calendar  days  after  the  date  of  the 
initial  denial  letter.  The  appeal  shall  be  in  writing  addressed  to  the  NSA/CSS 
FOIA  Appeal  Authority  (DJ4)|  National  Security  Agency,  9800  Savage  Road  STE 
6248,  Fort  George  G,  Meade,  MD  20755-6248,  To  aid  in  processing  t.hc 
appeal,  it  should  reference  the  inability  of  the  Agency  to  locate  the  records  you 
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seek,  in  sufficient  detail  and  particularity,  and  the  grounds  upon  which  you 
believe  this  Agency  maintains  such  records.  The  NSA/CSS  KOI  A  Appeal 
Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days  after 
receipt,  absent  unusual  circumstances. 

Sincerely, 


PAMELA  iv  PHILLIPS 
Chief 

FOIA/PA  Office 


DOCID:  4228646 


NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

■-OR  i  GEORGE  Q,  MEADE,  MARYLAND  20755-3003 


FOIA  Case:  781  13 
3  June  2014 


PAUL  S  S20LDRA _ 

.  .  .....  .  -  -  —  . .  -  . .  “  . lb)  { 


Dear  Mr.  Szoldra: 

This  is  an  initial  response  to  your  Freedom  of  Information  Act  (FOIAJ 
request  dated  29  May  2014.  which  was  received  by  this  office  on 
30  May  2014,  for  L‘anv  and  all  email  correspondence  sent  and  received  by 
Edward  J,  Snowden,  an  intelligence  contractor  working  for  the  National 
Security  Agency,  date  range  approximately  from  Jan.  2006  to  Mar,  2013.  He 
used  the  following  email  address:  e  i  s  n  o  w dCLn sa . i c . eov  . ”  This  fetter 
acknowledges  that  wc  have  received  your  request  and  provides  some 
administrative  information.  Your  request  has  been  assigned  Case  Number 
78113.  Due  to  a  significant,  increase  in  the  number  of  requests  being 
received  by  this  Agency,  we  are  experiencing  delays  in  processing.  We  will 
begin  to  process  3,,our  request  and  will  respond  to  you  again  as  soon  as  wc  are 
able.  Until  further  processing  is  done,  we  do  not  know  if  there  will  be 
assessable  fees.  Therefore,  we  have  not  addressed  yo ur  request  for  a  fee 
waiver  at  this  time. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  first  paragraph  of 
rifis  letter.  Tour  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755- 
6248  or  may  he  sent  by  facsimile  to  443-479-3612.  If  sent,  by  fax,  it  should 
be  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of  the 
FOIA  office  is  30 1  -688-6527. 


Sincerely, 


FOIA  Customer  Representative 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FOR  '  CEQRGL  C  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78113 
26  June  2014 


PAUL  S  SZOLDRA 

.  .  .  .  .  .  . ■  -■  -■  .  .  .  . (Jbj  (6) 


Dear  Mr,  Szoldra: 

Ihis  responds  to  your  Freedom  of  information  Act  [FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “any  and 
all  email  correspondence  sent  and  received  by  Edward  J.'  Snowden,  an 
intelligence  contractor  working  for  the  National  Security  Agency,  date  range 
approximately  from  Jan.  2006  to  Mar,  2013.  He  used  the  following  email 
address:  p|snowd-?i)n  sa.ic.gov  .  He  also  may  have  used  these  email  addresses 
as  well:  ei  s no w dfems  a . gbv .  odwarrt,  j .  s  nowdenC.nsa.  ic .  gov 
ed ward . snowdcn@n s a .  ic; gov ,  1  Your  request  has  been  assigned  Case  Number 
78113,  For  purposes  of  this  request  and  based  on  the  information  you 
provided  in  your  letter,  you  arc  considered  an  "all  other”  requester.  There  are 
no  assessable  fees  for  this  request  therefore;  we  did  not  address  your  request, 
for  a  fee  waiver. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA,  One 
document  responsive  to  your  request  is  enclosed.  The  names  ofNSA/CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  ol  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  ts  Section  6,  Public  Law 
86-36  [50  U.S,  Code  3605). 

I  he  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5  U.S.C.  552(b)(1),  5  U.S.C,  552(b)(3),  5U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr,  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  EQIA  [5  U.S.C,  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
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includes  information  that,  ii  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A)  (bl(7)(CI 
(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA.  '  ' 

The  sixth  exemption  of  the  FOIA  {5  U.S.C.  Section  552(b)(6))  protects 
fro ni  disclosure  information  which  would  constitute  a  clearly  unwarranted 
invasion  of  personal  privacy.  In  balancing  the  public  interest,  for  the 
unoi  mation  you  request  against  the  privacy  interests  involved,  we  have 
determined  that  the  privacy  interests  sufficiently  satisfy  the  requirements  for 
the  application  of  the  (b)(6)  exemption. 

L  .  In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 

information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  fOlA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  bv  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U  S 
Code  798  and  Title  50  U.S,  Code  3024(ij. 

Some  oi  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  !.4  and  remains  classified  TOP  SECRET, 

SECRET,  and  CONFIDENTIAL  as  provided  in  Section  1,2  of  the  Executive 
Older.  The  information  is  classified  because  its  disclosure  could  reasonably  be 
expected  to  cause  exceptionally  grave  damage  to  the  national  security. 

Because  the  information  is  currently  and  properly  classified,  it  is  exempt  from 
disclosure  pursuant  to  the  first  exemption  of  the  FOIA  (5USC  Section 
552(b)(1)). 


Initial  Denial  Authority  for  NS  A  infoimation  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
itom  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency's  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
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be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4L  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MO 
20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  "unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr,  Snowden 
contacted  agency  orficials  to  raise  concerns  about  NS  A  programs. 


Sincerely. 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/ PA  Office 


Enel : 
a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 
FOR"  GEORGE  G.  ME  AGE .  MARYLAND  207E5-SOQ3 


FOiA  Case:  78114 
3  June  2014 


ROSIE  P  GRAY 
BUZZFEED 

600  F  STREET  NW  STE  200 
WASHINGTON,  DC  20004 

Dear  Ms.  Gray: 

Ihis  is  an  initial  response  t.oyour  Freedom  of  Information  Act  (FOIA) 
request  dated  29  May  2014,  which  was  received  by  this  office  on 
30  May  2014.  lor  "the  email  history  of  ibis  email  address: 
p  s  n  owitG,  ns  a .  i  c .  go  v  .  Date  range  of  request:  February  2009- July  2013. 
Description  of  request:  Please  search  NSA  records  for  any  and  all  email 
communications  to  or  from  the  email  address  of s n o wdiEn sa .  i  c .  go v  J  This 
letter  acknowledges  that  we  have  received  your  requesi  and  provides  some 
administrative  information.  Your  request  has  been  assigned  Case  Number 
781  !4.  Due  to  a  significant  increase  in  the  number  of  requests  being 
received  by  this  Agency,  we  are  experiencing  delays  in  processing.  We  will 

otgin  to  process  your  request  and  will  respond  to  you  again  as  soon  as  we  arc 
able. 


Correspondence  related  to  your  request  should  include  the  case 
number  assigned  t.o  your  request,  which  is  included  in  the  first  paragraph  of 
this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6243,  Ft.  George  G.  Meade,  MD  20755- 
624  8  or  may  be  sent  by  facsimile  to  443-479-3612.  If  sent  by  fax,  if  should 
oe  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of  the 
FOIA  office  is  301-688-6527. 


Sincerely, 


FOIA  Customer  Representative 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78114 
27  June  2014 


ROSIE  P  GRAY 
BUZZFEED 

600  F  STREET  NW  STE  200 
WASHINGTON  DC  20004 

Dear  Ms.  Gray: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “any  and 
all  email  communications  to  our  from  the  email  address  eisnowd@nsa.ic.gov 
Your  request  has  been  assigned  Case  Number  78114.  For  purposes  of  this 
request  and  based  on  the  information  you  provided  in  your  letter,  you  are 
considered  an  “all  other”  requester.  There  are  no  assessable  fees  for  this 
request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  responsive  to  your  request  is  enclosed.  The  names  of  NSA/ CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

The  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5U.S.C.  552(b)(1),  5U.S.C.  552(b)(3),  5  U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr.  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
includes  information  that,  if  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
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relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A),  (b)(7)(C), 

(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA. 

The  sixth  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(6))  protects 
from  disclosure  information  which  would  constitute  a  clearly  unwarranted 
invasion  of  personal  privacy.  In  balancing  the  public  interest  for  the 
information  you  request  against  the  privacy  interests  involved,  we  have 
determined  that  the  privacy  interests  sufficiently  satisfy  the  requirements  for 
the  application  of  the  (b)(6)  exemption. 

In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 
information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  FOIA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  by  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U.S. 
Code  798  and  Title  50  U.S.  Code  3024(i). 

Some  of  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  1.4  and  remains  classified  TOP  SECRET,  SECRET, 
and  CONFIDENTIAL  as  provided  in  Section  1.2  of  the  Executive  Order.  The 
information  is  classified  because  its  disclosure  could  reasonably  be  expected  to 
cause  exceptionally  grave  damage  to  the  national  security.  Because  the 
information  is  currently  and  properly  classified,  it  is  exempt  from  disclosure 
pursuant  to  the  first  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(1)). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
from  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency’s  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4),  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MD 
20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
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Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr.  Snowden 
contacted  agency  officials  to  raise  concerns  about  NSA  programs. 


Sincerely, 


Chief 

FOIA/ PA  Office 


Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  781 15A 
27  June  014 


EVAN  C  HILL 
AL  JAZEERA  AMERICA 
435  HUDSON  ST  STE  400 
NEW  YORK  CITY  NY  10013 

Dear  Mr.  Hill: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “Copies  of 
any  and  all  emails  or  messages  sent  to  or  from  the  following  National  Security 
Agency  e-mail  address:  ejsnowd@nsa.ic.gov.”  As  previously  provided,  your 
request  has  been  assigned  Case  Number  78115. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  responsive  to  your  request  is  enclosed.  The  names  of  NSA/CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

The  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5U.S.C.  552(b)(1),  5U.S.C.  552(b)(3),  5  U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr.  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
includes  information  that,  if  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
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under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A),  (b)(7)(C), 

(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA. 

The  sixth  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(6))protects  from 
disclosure  information  which  would  constitute  a  clearly  unwarranted  invasion 
of  personal  privacy.  In  balancing  the  public  interest  for  the  information  you 
request  against  the  privacy  interests  involved,  we  have  determined  that  the 
privacy  interests  sufficiently  satisfy  the  requirements  for  the  application  of  the 
(b)(6)  exemption. 

In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 
information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  FOIA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  by  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U.S. 
Code  798  and  Title  50  U.S.  Code  3024(i). 

Some  of  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  1.4  and  remains  classified  TOP  SECRET, 

SECRET,  and  CONFIDENTIAL  as  provided  in  Section  1.2  of  the  Executive 
Order.  The  information  is  classified  because  its  disclosure  could  reasonably  be 
expected  to  cause  exceptionally  grave  damage  to  the  national  security. 

Because  the  information  is  currently  and  properly  classified,  it  is  exempt  from 
disclosure  pursuant  to  the  first  exemption  of  the  FOIA  (5  U.S.C.  Section 
552(b)(1)). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
from  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency’s  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4),  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MD 
20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
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Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr.  Snowden 
contacted  agency  officials  to  raise  concerns  about  NSA  programs. 


Sincerely, 


Chief 

FOIA/ PA  Office 


Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78118 
10  June  2014 


ELLEN  NAKASHIMA 
1150  15TH  ST  NW 
Washington,  DC  20071 

Dear  Ms.  Nakashima: 

This  is  an  initial  response  to  your  Freedom  of  Information  Act  (FOIA) 
request  dated  29  May  2014,  which  was  received  by  this  office  on 
30  May  2014,  for  “All  e-mails  to  or  from  Edward  Snowden,  a  former  contract 
employee  (Dell,  Booz  Allen,  with  theNSA  in  Japan  and  Hawaii.  He  worked  in 
Japan  from  2009-2013  and  in  Hawaii  from  2013-2014.”  This  letter 
acknowledges  that  we  have  received  your  request  and  provides  some 
administrative  information.  Your  request  has  been  assigned  Case  Number 
78118.  Due  to  a  significant  increase  in  the  number  of  requests  being 
received  by  this  Agency,  we  are  experiencing  delays  in  processing.  We  will 
begin  to  process  your  request  and  will  respond  to  you  again  as  soon  as  we  are 
able.  Until  further  processing  is  done,  we  do  not  know  if  there  will  be 
assessable  fees.  Therefore,  we  have  not  addressed  your  request  for  a  fee 
waiver  at  this  time. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  first  paragraph  of 
this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755- 
6248  or  may  be  sent  by  facsimile  to  443-479-3612.  If  sent  by  fax,  it  should 
be  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of  the 
FOIA  office  is  301-688-6527. 


Sincerely, 


FOIA  Customer  Representative 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78118 
25  June  2014 


ELLEN  NAKASHIMA 
THE  WASHINGTON  POST 
1150  15TH  ST  NW 
WASHINGTON  DC  20071 

Dear  Ms.  Nakashima: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “all  e-mails 
to  or  from  Edward  Snowden,  a  former  contract  employee  (Dell,  Booz  Allen,  with 
the  NSA  in  Japan  and  Hawaii.  He  worked  in  Japan  from  2009-2013  and  in 
Hawaii  from  2013-2014.”  Your  request  has  been  assigned  Case  Number 
78118.  For  purposes  of  this  request  and  based  on  the  information  you 
provided  in  your  letter,  you  are  considered  a  “representative  of  the  media”. 
There  are  no  assessable  fees  for  this  request;  therefore,  we  did  not  address 
your  request  for  a  fee  waiver. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  responsive  to  your  request  is  enclosed.  The  names  of  NSA/ CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

The  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5U.S.C.  552(b)(1),  5U.S.C.  552(b)(3),  5  U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr.  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
includes  information  that,  if  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
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reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A),  (b)(7)(C), 

(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA. 

The  sixth  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b) (6))protects  from 
disclosure  information  which  would  constitute  a  clearly  unwarranted  invasion 
of  personal  privacy.  In  balancing  the  public  interest  for  the  information  you 
request  against  the  privacy  interests  involved,  we  have  determined  that  the 
privacy  interests  sufficiently  satisfy  the  requirements  for  the  application  of  the 
(b)(6)  exemption. 

In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 
information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  FOIA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  by  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U.S. 
Code  798  and  Title  50  U.S.  Code  3024(i). 

Some  of  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  1.4  and  remains  classified  TOP  SECRET, 

SECRET,  and  CONFIDENTIAL  as  provided  in  Section  1.2  of  the  Executive 
Order.  The  information  is  classified  because  its  disclosure  could  reasonably  be 
expected  to  cause  exceptionally  grave  damage  to  the  national  security. 

Because  the  information  is  currently  and  properly  classified,  it  is  exempt  from 
disclosure  pursuant  to  the  first  exemption  of  the  FOIA  (5  U.S.C.  Section 
552(b)(1)). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
from  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency’s  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/ CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4),  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MD 
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20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr.  Snowden 
contacted  agency  officials  to  raise  concerns  about  NSA  programs. 


Sincerely, 


Chief 

FOIA/ PA  Office 

Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78119 
3  June  2014 


GREGORY  T  KORTE 
1575  EYE  ST  NW  STE  350 
WASHINGTON  DC  20005 

Dear  Mr.  Korte: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “Any  and 
all  communications  to  and  from  Edward  Snowden  to  the  National  Security 
Agency’s  Office  of  General  Counsel.  This  request  includes  communications,  in 
whatever  format,  and  does  not  have  a  time  limit.”  Your  request  has  been 
assigned  Case  Number  78119.  For  purposes  of  this  request  and  based  on  the 
information  you  provided  in  your  letter,  you  are  considered  a  “representative  of 
the  media.”  There  are  no  assessable  fees  for  this  request;  therefore,  we  did  not 
address  your  request  for  a  fee  waiver.  Since  this  letter  fully  responds  to  your 
FOIA  request,  we  have  not  addressed  your  request  for  expedited  processing. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  The 
document  responsive  to  your  request  is  enclosed.  This  document  was 
previously  released  in  FOIA  Case  78071.  Certain  information,  however,  has 
been  deleted  from  the  enclosure.  This  Agency  is  authorized  by  statute  to 
protect  the  names  of  its  employees.  This  information  is  exempt  from  disclosure 
pursuant  to  the  third  exemption  of  the  FOIA,  which  provides  for  the 
withholding  of  information  specifically  protected  from  disclosure  by  statute. 

The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50 
U.S.  Code  3605). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  these  deletions  may  be 
construed  as  a  partial  denial  of  your  request,  you  are  hereby  advised  of  this 
Agency’s  appeal  procedures.  Any  person  denied  access  to  information  may  file 
an  appeal  to  the  NSA/CSS  Freedom  of  Information  Act  Appeal  Authority.  The 
appeal  must  be  postmarked  no  later  than  60  calendar  days  from  the  date  of  the 
initial  denial  letter.  The  appeal  shall  be  in  writing  addressed  to  the  NSA/CSS 
FOIA  Appeal  Authority  (DJ4),  National  Security  Agency,  9800  Savage  Road  STE 
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6248,  Fort  George  G.  Meade,  MD  20755-6248.  The  appeal  shall  reference  the 
initial  denial  of  access  and  shall  contain,  in  sufficient  detail  and  particularity, 
the  grounds  upon  which  the  requester  believes  release  of  the  information  is 
required.  The  NSA/CSS  Appeal  Authority  will  endeavor  to  respond  to  the 
appeal  within  20  working  days  after  receipt,  absent  any  unusual 
circumstances. 


Sincerely, 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/ PA  Office 


Enel: 
a/s  | 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78274 
18  June  2014 


ROSIE  P  GRAY 

600  F  STREET  NW  STE  200 

WASHINGTON  DC  20004 

Dear  Ms.  Gray: 

This  is  an  initial  response  to  your  Freedom  of  Information  Act  (FOIA) 
request  dated  29  May  2014,  which  was  received  by  this  office  on 
13  June  2014,  for  “...the  email  history  of  this  email  address: 
ejsnowd@nsa.ic.gov  Date  range  of  request:  February  2009-July  2013 
Description  of  request:  Please  search  NSA  records  for  any  and  all  email 
communications  to  or  from  the  email  address  ejsnowd@nsa.ic.gov.”  This 
letter  acknowledges  that  we  have  received  your  request  and  provides  some 
administrative  information.  Your  request  has  been  assigned  Case  Number 
78274.  Due  to  a  significant  increase  in  the  number  of  requests  being 
received  by  this  Agency,  we  are  experiencing  delays  in  processing.  We  have 
begun  to  process  your  request  and  will  provide  a  more  substantive  response 
to  you  as  soon  as  we  are  able. 

Correspondence  related  to  your  request  should  include  the  case 
number  assigned  to  your  request,  which  is  included  in  the  first  paragraph  of 
this  letter.  Your  letter  should  be  addressed  to  National  Security  Agency,  FOIA 
Office  (DJ4),  9800  Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755- 
6248  or  may  be  sent  by  facsimile  to  443-479-3612.  If  sent  by  fax,  it  should 
be  marked  for  the  attention  of  the  FOIA  office.  The  telephone  number  of  the 
FOIA  office  is  301-688-6527. 


Sincerely, 

FOIA  Customer  Representative 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78274A 
27  June  2014 


ROSIE  P  GRAY 

BUZZFEED 

600  F  ST  NW  STE  200 

WASHINGTON  DC  20004 

Dear  Ms.  Gray: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  13  June  2014,  for  “any  and 
all  email  communications  to  or  from  the  email  address  ejsnowd@nsa.ic.gov.” 

As  previously  provided,  your  request  has  been  assigned  Case  Number  78274. 
For  purposes  of  this  request  and  based  on  the  information  you  provided  in 
your  letter,  you  are  considered  an  “all  other”  requester.  There  are  no 
assessable  fees  for  this  request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  responsive  to  your  request  is  enclosed.  The  names  of  NSA/  CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

The  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5U.S.C.  552(b)(1),  5U.S.C.  552(b)(3),  5  U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr.  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
includes  information  that,  if  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
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relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A),  (b)(7)(C), 

(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA. 

The  sixth  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(6))protects  from 
disclosure  information  which  would  constitute  a  clearly  unwarranted  invasion 
of  personal  privacy.  In  balancing  the  public  interest  for  the  information  you 
request  against  the  privacy  interests  involved,  we  have  determined  that  the 
privacy  interests  sufficiently  satisfy  the  requirements  for  the  application  of  the 
(b)(6)  exemption. 

In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 
information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  FOIA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  by  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U.S. 
Code  798  and  Title  50  U.S.  Code  3024(i). 

Some  of  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  1.4  and  remains  classified  TOP  SECRET, 

SECRET,  and  CONFIDENTIAL  as  provided  in  Section  1.2  of  the  Executive 
Order.  The  information  is  classified  because  its  disclosure  could  reasonably  be 
expected  to  cause  exceptionally  grave  damage  to  the  national  security. 

Because  the  information  is  currently  and  properly  classified,  it  is  exempt  from 
disclosure  pursuant  to  the  first  exemption  of  the  FOIA  (5  U.S.C.  Section 
552(b)(1)). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
from  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency’s  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4),  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MD 
20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
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requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr.  Snowden 
contacted  agency  officials  to  raise  concerns  about  NSA  programs. 


Sincerely, 


Chief 

FOIA/ PA  Office 


Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78399 
1  July  2014 


MATTHEW  KEYS 

(b)  (6) 


Dear  Mr.  Keys: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
27  June  2014,  which  was  received  by  this  office  on  30  June  2014,  for  “any  and 
all  e-mails  sent  by  Edward  Snowden  using  the  e-mail  address 
eisnowd@nsa.ic.gov  to  any  and  all  NSA  officials,  including  officials  at  the  office 
of  General  Counsel,  for  the  time  period  between  January  1,  2013  and  June  1, 
2013.”  Your  request  has  been  assigned  Case  Number  78399.  For  purposes  of 
this  request  and  based  on  the  information  you  provided  in  your  letter,  you  are 
considered  an  “all  other”  requester.  There  are  no  assessable  fees  for  this 
request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  responsive  to  your  request  is  enclosed.  The  names  of  NSA/  CSS 
employees  have  been  deleted  from  the  enclosure.  This  information  is  exempt 
from  disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides 
for  the  withholding  of  information  specifically  protected  from  disclosure  by 
statute.  The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law 
86-36  (50  U.S.  Code  3605). 

The  remaining  records  that  this  Agency  maintains  pertaining  to 
Mr.  Snowden,  including  his  emails,  are  exempt  from  release  in  accordance  with 
5  U.S.C.  552(b)(1),  5  U.S.C.  552(b)(3),  5  U.S.C.  552(b)(6),  and  5  U.S.C. 

552(b)(7). 

Records  pertaining  to  Mr.  Snowden  are  withheld  pursuant  to  the  seventh 
exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(7)),  which  protects  from 
disclosure  records  or  information  compiled  for  law  enforcement  purposes.  This 
includes  information  that,  if  released,  could  interfere  with  enforcement 
proceedings,  could  cause  an  unwarranted  invasion  of  personal  privacy,  could 
reveal  the  identities  of  confidential  sources,  or  would  reveal  law  enforcement 
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techniques  and  procedures.  All  of  the  information  maintained  by  this  Agency 
relating  to  Mr.  Snowden  meets  the  threshold  requirements  for  withholding 
under  exemption  7  of  the  FOIA  and  is  withheld  under  (b)(7)(A),  (b)(7)(C), 

(b)(7)(D),  and  (b)(7)(E)  of  the  FOIA. 

The  sixth  exemption  of  the  FOIA  (5  U.S.C.  Section  552(b)(6))protects  from 
disclosure  information  which  would  constitute  a  clearly  unwarranted  invasion 
of  personal  privacy.  In  balancing  the  public  interest  for  the  information  you 
request  against  the  privacy  interests  involved,  we  have  determined  that  the 
privacy  interests  sufficiently  satisfy  the  requirements  for  the  application  of  the 
(b)(6)  exemption. 

In  addition,  this  Agency  is  authorized  by  statute  to  protect  certain 
information  concerning  its  activities,  as  well  as  the  names  of  its  employees. 
Such  information  is  exempt  from  disclosure  pursuant  to  the  third  exemption  of 
the  FOIA  (5  U.S.C.  Section  552(b)(3)),  which  provides  for  the  withholding  of 
information  specifically  protected  from  disclosure  by  statute.  The  specific 
statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50  U.S.  Code 
3605).  We  have  determined  that  such  information  exists  in  these  records,  and 
it  has  been  withheld  accordingly.  Other  statutes  that  apply  are  Title  18  U.S. 
Code  798  and  Title  50  U.S.  Code  3024(i). 

Some  of  the  withheld  information  was  also  found  to  be  currently  and 
properly  classified  in  accordance  with  Executive  Order  13526.  This 
information  meets  the  criteria  for  classification  as  set  forth  in  Subparagraphs 
(b),  (c),  (d)  and  (g)  of  Section  1.4  and  remains  classified  TOP  SECRET, 

SECRET,  and  CONFIDENTIAL  as  provided  in  Section  1.2  of  the  Executive 
Order.  The  information  is  classified  because  its  disclosure  could  reasonably  be 
expected  to  cause  exceptionally  grave  damage  to  the  national  security. 

Because  the  information  is  currently  and  properly  classified,  it  is  exempt  from 
disclosure  pursuant  to  the  first  exemption  of  the  FOIA  (5  U.S.C.  Section 
552(b)(1)). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  information  was  withheld 
from  the  enclosed  document,  and  because  the  rest  of  your  request  is  being 
denied,  you  are  hereby  advised  of  this  Agency’s  appeal  procedures.  Any  person 
denied  access  to  information  may  file  an  appeal  to  the  NSA/CSS  Freedom  of 
Information  Act  Appeal  Authority.  The  appeal  must  be  postmarked  no  later 
than  60  calendar  days  of  the  date  of  the  initial  denial  letter.  The  appeal  shall 
be  in  writing  addressed  to  the  NSA/CSS  FOIA  Appeal  Authority  (DJ4),  National 
Security  Agency,  9800  Savage  Road  STE  6248,  Fort  George  G.  Meade,  MD 
20755-6248.  The  appeal  shall  reference  the  adverse  determination  and  shall 
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contain,  in  sufficient  detail  and  particularity,  the  grounds  upon  which  the 
requester  believes  that  the  determination  is  unwarranted.  The  NSA/CSS  FOIA 
Appeal  Authority  will  endeavor  to  respond  to  the  appeal  within  20  working  days 
after  receipt,  absent  any  unusual  circumstances. 

For  your  information,  there  are  no  emails  indicating  that  Mr.  Snowden 
contacted  agency  officials  to  raise  concerns  about  NSA  programs. 


Sincerely, 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/ PA  Office 


Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78104 
23  June  2014 


PAUL  S  SZOLDRA 
BUSINESS  INSIDER 


Dear  Mr.  Szoldra: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  “Any  and 
all  emails,  letters,  records,  or  other  correspondence  sent  by 
Edward  J.  Snowden  to  the  National  Security  Agency  Office  of  General  Counsel. 

I  also  request  any  and  all  emails,  letters,  records,  or  other  correspondence  sent 
in  response  to  his  queries.”  Your  request  has  been  assigned  Case  Number 
78104.  For  purposes  of  this  request  and  based  on  the  information  you 
provided  in  your  letter,  you  are  considered  a  “media”  requester.  There  are  no 
assessable  fees  for  this  request. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  One 
document  was  found  to  be  responsive  to  your  request  and  is  enclosed.  This 
document  was  previously  released  in  FOIA  Case  78071.  Certain  information, 
however,  has  been  deleted  from  the  enclosure.  This  Agency  is  authorized  by 
statute  to  protect  the  names  of  its  employees.  This  information  is  exempt  from 
disclosure  pursuant  to  the  third  exemption  of  the  FOIA,  which  provides  for  the 
withholding  of  information  specifically  protected  from  disclosure  by  statute. 

The  specific  statute  applicable  in  this  case  is  Section  6,  Public  Law  86-36  (50 
U.S.  Code  3605). 

The  Initial  Denial  Authority  for  NSA  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  these  deletions  may  be 
construed  as  a  partial  denial  of  your  request,  you  are  hereby  advised  of  this 
Agency’s  appeal  procedures.  Any  person  denied  access  to  information  may  file 
an  appeal  to  the  NSA/CSS  Freedom  of  Information  Act  Appeal  Authority.  The 
appeal  must  be  postmarked  no  later  than  60  calendar  days  from  the  date  of  the 
initial  denial  letter.  The  appeal  shall  be  in  writing  addressed  to  the  NSA/CSS 
FOIA  Appeal  Authority  (DJ4),  National  Security  Agency,  9800  Savage  Road  STE 
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6248,  Fort  George  G.  Meade,  MD  20755-6248.  The  appeal  shall  reference  the 
initial  denial  of  access  and  shall  contain,  in  sufficient  detail  and  particularity, 
the  grounds  upon  which  the  requester  believes  release  of  the  information  is 
required.  The  NSA/ CSS  Appeal  Authority  will  endeavor  to  respond  to  the 
appeal  within  20  working  days  after  receipt,  absent  any  unusual 
circumstances. 


Sincerely, 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/ PA  Office 


Enel: 

a/s 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FORT  GEORGE  G.  MEADE,  MARYLAND  20755-6000 


FOIA  Case:  78107 
10  June  2014 


DAVID  A  GARRETT 

. .  . - . . . - . . . . . . (b)  (6) 


Dear  Mr.  Garrett: 

This  responds  to  your  Freedom  of  Information  Act  (FOIA)  request  of 
29  May  2014,  which  was  received  by  this  office  on  30  May  2014,  for  a  copy  of  an 
e-mail  from  Edward  Snowden  to  the  NSA’s  Office  of  the  General  Counsel,  which  has 
recently  been  mentioned  in  the  press.  Your  request  has  been  assigned  Case  Number 
78107 .  There  are  no  assessable  fees  for  this  request;  therefore,  we  have  not 
addressed  your  fee  category. 

Your  request  has  been  processed  under  the  provisions  of  the  FOIA.  The 
requested  record  has  been  made  publically  available  on  the  NSA.gov  web  site.  Please 
reference  the  following  web  page  for  the  link  posted  on  5  June  2014: 

http://www.nsa.gov/public_info/  whats_new/ index  .shtml 

Since  the  record  responsive  to  your  request  is  publicly  available  and  we  have 
identified  where  you  can  obtain  it,  we  consider  your  request  to  be  satisfied  and, 
accordingly,  your  request  is  being  closed  at  this  time. 

Correspondence  related  to  your  request  should  include  the  case  number 
assigned  to  your  request,  which  is  included  in  the  first  paragraph  of  this  letter.  Your 
letter  should  be  addressed  to  National  Security  Agency,  FOIA  Office  (DJ4),  9800 
Savage  Road  STE  6248,  Ft.  George  G.  Meade,  MD  20755-6248  or  may  be  sent  by 
facsimile  to  443-479-3612.  If  sent  by  fax,  it  should  be  marked  for  the  attention  of  the 
FOIA  office.  The  telephone  number  of  the  FOIA  office  is  301-688-6527. 


Sincerely, 


Chief 

FOIA/ PA  Office 
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NATIONAL  SECURITY  AGENCY 
CENTRAL  SECURITY  SERVICE 

FOR  GEORGE  G.  MEADE,  MARYLAND  20755-5000 


FOIA  Case:  78071 
29  May  2014 


MATTHEW  A  COLE 
30  ROCKEFELLER  PLAZA 
RM  412E1 

NEW  YORK  NY  10112 
Dear  Mr,  Cole: 

This  further  responds  to  your  Freedom  of  information  Act  {FOIA)  request 
of  23  May  2014  for  ;‘Any  and  all  emails,  documents  or  any  other  form  of 
communication  sent  by  or  from  EDWARD  SNOWDEN  to  the  Office  of  General 
Counsel,  or  equivalent,  or  to  any  lawyer  or  legal  office  within  the  agency  during 
the  years  2012  and  2013,  as  well  as  any  communication  in  response  to  Mr, 
Snowden  .7  For  purposes  of  this  request  and  based  on  the  information  you 
provided  in  your  letter,  you  are  considered  a  representative  of  the  media. 

Unless  you  qualify  for  a  fee  waiver  or  reduction,  you  must  pay  for  duplication 
in  excess  of  the  first  100  pages.  There  are  no  assessable  fees  for  this  request, 

Your  request  has  been  processed  under  the  FOIA  and  the  responsive 
document  is  enclosed.  Certain  information,  however,  has  been  deleted  from 
the  enclosure.  The  names  ofNSA/CSS  employees  have  been  deleted  from  the 
enclosure ,  This  information  Is  exempt  from  disclosure  pursuant  to  the  third 
exemption  of  the  FOIA,  which  provides  for  the  withholding  of  information 
specifically  protected  from  disclosure  by  statute.  The  specific  statute 
applicable  in  this  case  is  Section  6.  Public  Law  86-36  (50  U.S.  Code  3605), 

The  initial  Denial  Authority  for  NS  A  information  is  the  Associate  Director 
for  Policy  and  Records,  David  J.  Sherman.  Since  these  deletions  may  be 
construed  as  a  partial  denial  of  your  request,  you  are  hereby  advised  of  this 
Agency’s  appeal  procedures.  Any  person  denied  access  to  information  may  file 
an  appeal  to  the  NS  A/ CSS  Freedom  of  information  Act  Appeal  Authority.  The 
appeal  m  ust  be  postmarked  no  later  than  60  calendar  days  from  the  date  of  the 
initial  denial  letter.  The  appeal  shall  be  in  writing  addressed  to  the  NS  A/ CSS 
FOIA  Appeal  Authority  (DJ4),  National  Security  Agency.  9800  Savage  Road  STE 
6248,  Fort  George  G.  Meade,  MD  20755-6248,  The  appeal  shall  reference  the 
initial  denial  of  access  and  shall  contain,  insufficient  detail  and  particularity, 
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the  grounds  upon  which  the  requester  believes  release  of  the  information  is 
required.  The  NSA/CSS  Appeal  Authority  will  endeavor  to  respond  to  the 
appeal  within  20  working  days  after  receipt,  absent  any  unusual 
circumstances. 


Sincerely. 


PAMELA  N.  PHILLIPS 
Chief 

FOIA/PA  Office 


Enel: 

a/s 


From'  Richard  Byrne  Reilly  [richard@venturebeat.com] 

Sent:  Thursday ,  May  29 ,  201 4  2 : 5B  PM 

To:  nsapao 

Subject:  Edward  Snowden  Email. 


DearNSA: 


My  name  is  Ricliard  Reilly  and  I'm  a  reporter  with  VenturcBeat  in  San  Francisco  requesting  a  copy  of  the  email 
Edward  Snowden  sent  to  the  NS  A  and  released  today  by  the  agency,  !’m  working  on  a  very  tight  deadline  and 
appreciate  your  assistance. 

Kind  regards! 

Richard 


Richard  Byrne  Reilly 

w 
c: 
t: 

Venture  Beat  I  Events 


(b)  (5) 
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From: 

Sent 

To: 

Subject: 


fb}(3}-P.L.  86-36 


Michael  van  Pcppel  fBFvQ  News)  [mpoppel@b nonews. com j 

Thursday,  May  29,  2014  1:55  PM 

nsapao 

Edward  Snowden 


Good  afternoon. 

Do  you  have  any  comment  regarding  Edward  Snowden's  claim  that  he  sent  at  least  one  email  to 
his  superiors,  notifying  them  of  his  concerns? 

Thank  you. 


Best  regards., 

Michael  van  Poppel 
ENO  News  B.V. 

Tel:  +1  845-796-9291 
Fax:  +1  347- 521-3174 
Twitter:  (^mpoppei 
mp  o  p  po  lie!  b nonews ,  com 
lvww ,  b n o news  .com 


The  information  contained  in  this  message  may  be  confidential  and  is  intended  to  be 
exclusively  for  the  addressee.  Should  you  receive  this  message  unintentionally ^  please  do  not 
use  the  contents  herein  and  notify  the  sender  immediately  by  return  e-mail. 

Bm  Nows  B.V,  is  registered  by  the  Chamber  of  Commerce  under  nr.  17264724 
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From:  Green  Miller.  Marc!  L 

Sent:  Thursday  May  29,  2014  1:02  PM 

T 1  Cole,  Matt  hew  ( N  B  C  U  ni  versa  I )' 

c<^:  nsapao;  DL  PAOMedia 

Subject:  Email  claEm 


{ b )  { 3 )  -  p  .  L,  +  S6-36 


Hi.  Please  see  the  below. 


USA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed +  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed-.  There  was  not 
additional  follow-up  noted*  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Hr*  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

mtt 


v/r 

r c  1  Green  Ni  Her 

NSA  Public  and  Medi a  Affairs  Office 
443*634-3721 
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From: 

Sent: 

To: 

Subject: 

Hi  all. 

Had  a  quick  follow-up  question  on  the  Snowden  email  release. 

Snowden  claims  he  "reported  these  clearly  problematic  programs  to  more  than  ten  distinct  officials.!  Sounds  to 
me  like  those  reports  could  very  likely  have  been  verbal  rather  than  written  in  an  email* 

Have  you  investigated  whether  he  raised  concerns  4 verbally*?  Did  your  investigation  include  Snowden's 
contacts  with  officials  at  Dell  or  other  contractors? 

On  a  separate  note,  Snowden's  supporters  frequently  point  to  the  experience  of  Thomas  Drake.  William  Binney 
and  others  to  suggest  that  seeking  to  raise  concerns  of  wrongdoing  within  internal  channels  can  backfire  in  the 
intelligence  world.  Do  you  have  any  response  on  that  point? 

Regards, 

Matt  Sledge 


Man  SWirp _ 

. -  , . -  ■  - . -  .  . .  .  .  .  .  fb)  i&) 

hi  t  p :// w  w  w .  h  u  1  fi  n  u  t  o  n  do  si .  com/  n  e  ws/ma  1 1  -_s  led  ge/ 
https://twii.ler.eom/tni:stedue 


Matt  Sledge  [msledge@huffingtcn  post,  com] 
Thursday,  May  29,  2014  2;53  PM 
Vines.  Vanee  M.  nsapao 
Follow-up  on  Snowden  email  release 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Dana  Liebelson  [dlEetjelson@mothi3riQneS.com'] 
Thursday.  May  29,  2014  B:22  PM 
Green  Mi^er.  Marc]  L;  Vines  Vanee  M 
nsapao;  DL  P  AO  Media 
Follow-up  on  WashPo  interview 


Good  evening,  I'm  following  up  on  claims  just  published  in  the  Washington  Post  by  Snowden,  According  to  Snowden, 
Today's  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signal  Intelligence  Directorate's  Office 
of  Compliance,  which  believed  that  a  classified  executive  order  could  take  precedence  over  an  act  of  Congress, 
contradicting  what  was  just  published.  It  also  did  not  include  concerns  about  how  indefensible  collection  activities  -  such 
as  breaking  into  the  back-ha u]  communications  of  major  US  internet  companies  -  are  sometimes  concealed  under  E.O. 
12333  to  avoid  Congressional  reporting  requirements  and  regulations, 11 

Does  the  NBA  have  comment  ors  the  allegation  that  the  email  exchange  released  today  is  incomplete? 

Has  the  MSA  received  evidence  of  the  alleged  correspondence  addressing  the  other  concerns  Snowden  outlines  here?  If 
so,  were  these'  disclosures  documented  verbally  or  in  writing? 

WEIf  the  NSA  release  these  emails,  or  other  emails  from  Snowden,  if  they  exist?  If  so,  when? 


From:  Green  Hiller,  Hard  L  [mlgree3@nsa.govl 
Sent:  Thursday,  Hay  29,  2014  9:59  AM 
To:  Dana  Liebelson;  Vines,  Vanee  M 
Cc:  nsapao;  DL  P  AO  Media 

Subject:  RE:  Quick  Question  about  NBC  interview  last  night  (Deadline:  2  PM  EDI) 
Hi. 

We  have  the  below  in  response  10  your  query. 


NS A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse.*  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  Ule  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

ttffi 

v/r 

Marci  Green  Milter 

NSA  Public  and  Media  Affairs  office 

443-&34-0721 


From:  Dans  Liebelson  r  m  art  to :  d  Jr  cbel  son@  m  othe  r  jo  n  es  .com] 

Sent:  Thursday,  Hay  29,  2014  9:54  AH 
Tq:  Vines,  Vanee  M 

Approved  for  Release  by  NSA  on  07-28-2015,  FOIA  Case  #  78137? 
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Cc:  nsapao 

Subject:  Qurck  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 

Good  morning!  In  the  NBC  interview  last  night,  Mr.  Williams  said  that  the  network  bad  confirmed  Nwiih 
multiple  sources  that  before  Snowden  went  to  the  press,  be  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors,  in  The  past*  Mr.  Clapper  has  denied  this  is  the  case. 
I  haven  l  heard  anyone  report  the  NSA's  side  on  ibis  apparent  contradiction,  and  I'd  like  to  do  so, 

Docs  the  NS  A  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internally,,  in  writing, 
before  going  to  the  press?  Why  or  why  not? 

.  If  not,  why  did  Mr  Clapper  say  so  previously? 

Thank  you  for  your  time. 

Best, 

Dana 

Dana  Lie  be  Ison 
Staff  Reporter:  Mother  Jones 
f  reelance :  The  Week 
Phone:  (202)  347-2397  EX  3007 
Twitter:  @dliebelson 
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\b)  (3)  P .  L .  86-36 


From: 

Sent: 

To: 

Subject: 


Nothing  else . 

Venae'  Virf&S 
Public  Affairs  Specials! 

NSA  Public  &  Media  Affairs 

ti  EVr#*  ***** *  M  ed  i  a  I  i  ne;  44  3-6  3  4-07  2 1 


Vines,  Vanee  M 

1  hursday,  May  29,  2014  3:05  PM 
nsapao 

FW:  FoFlow-up  on  Snowden  email  release 


From:  Matt  Sledge  [ w$M$± msledaeSii h  u f f i n eton post-corn ] 

Sent:  Thursday,  May  29,  2014  2:53  PM 

To:  Vines,  Vanee  M;  nsapao 

Subject:  Follow-up  on  Snowden  email  release 

Hi  all. 

Had  a  quick  follow-up  question  on  the  Snowden  email  release. 

Snowden  claims  he  "reported  these  dearly  problematic  programs;  to  more  than  ten  distinct  officials."  Sounds  to 
me  like  those  reports  could  very  likely  have  been  verbal  rather  than  written  in  an  email. 

Have  you  investigated  whether  he  raised  concerns  *  verbally*?  Did  your  investigation  include  Snowden's 
contacts  with  officials  at  Dell  or  other  contractors?  . 

On  a  separate  note.  Snowden's  supporters  frequently  point  to  the  experience  of  Thomas  Drake,  William  Rinney 
and  others  to  suggest  that  seeking  to  raise  concerns  of  wrongdoing  within  internal  channels  can  backfire  in  the 
intelligence  world.  Do  you  have  any  response  on  that  point? 

Regards, 

Matt  Sledge 


Matt  Sled&e 

|  •  - .  . - .  . - .  .  .  W  (6) 

h  U  p ://  w  ww,  h  u  If]  m  1  impost-  coni/nc  ws/ matl-s  ted  i>  e/ 
https  :ffl  wiucr.cnni/in  gss  ed  go 
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From: 

Sent: 

To: 

Cc: 

Subject; 


Green  Miller,  Marc]  L 
Friday,  May  3£  2014  9:58  AM 
nsapao 
DL  PAOMedia 

FW:  Follow-up  on  WashPo  interview 


(b)  36-36 


Not  commenting...... 


From:  Dana  Lebelson  f  m  e  i  Ito ; dl ie bo! so n @mcf  he nones . co m ] 

Sent:  Friday,  May  30 ,  2014  09:53  AM 
To:  Green  Miller,  Marci  L;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAOMcdia 
Subject:  RE:  Follow-up  on  WashPo  interview 

Good  morningr  I'm  following  up  on  my  Inquiry  below— would  be  great  if  I  could  get:  a  response  by  noon, 

Thanks  for  your  time, 

Dana 


From:  Dana  Llebelson 

Sent:  Thursday,  May  29,  20  H  5:22  PM 

To:  Green  Miller,  Hard  L;  Vines,  Vanee  M 

Cc:  nsapao;  DL  PAGMedia 

Subject:  Follow-up  on  WashPo  interview 

Good  evening,  Fm  following  upon  claims  just  published  in  the  Washington  Post  by  Snowden.  According  to  Snowden, 
"Today's  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signals  Intelligence  Directorate's  Office 
of  Compliance,  which  believed  that  a  ciassified  executive  order  could  take  precedence  over  an  act  of  Congress, 
contradicting  what  was  just  published.  It  also  did  not  include  concerns  about  how  indefensible  coi lection  activities  -  such 
as  breaking  into  the  back-haul  communications  of  major  US  internet  companies  -  are  sometimes  concealed  under  E.0. 
12333  to  avo>d  Congressional  reporting  requirements  and  regulations. 11 

Does  the  NS  A  have  comment  on  the  allegation  that  the  email  exchange  released  today  is  incomplete? 

Has  the  NS  A  received  evidence  of  the  alleged  correspondence  addressing  the  other  concerns  Snowden  outlines  here?  If 
so,  were  these  disclosures  documented  verbally  or  in  writing? 

Will  the  NSA  release  these  emails,  or  other  emails  from  Snowden,  If  they  exist?  If  so,  when? 


From:  Green  Miller,  Hard  L  [mlgreeS^nsa.gov] 

Sent:  Thursday,  May  29r  2014  9:59  AM: 

To:  Dana  Llebelson;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAGMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 

HL 

We  have  *he  below  in  response  to  your  query. 

N5A  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowder  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 

i 

Approved  for  Release  by  NSA  on  07-28-2015,  FOIA  Case  #  7813^ 


DOCID:  4228667 

he  had  ju$t  completed*  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abu^Sj  but  posed  a  leg#]  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today,. 

There  are  numerous  avenues  that  Mr*  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

v./  r 

Narci  Green  Miiier 

HSA  Public  and  Media  Affairs  Office 

443-654-0721 


From;  Dana  Liebelson  [ majito : d I i efae jggnjga m oth en ones-com I 
Sent;  Thursday,  May -29,  2014  9:54  AM 
To:  Vines,  Vanee  M 
Cc:  nsapao 

Subject:  Quick  question  about  NBC  interview  last  night  (Dead fine:  2  PM  EOT) 

Good  morning!  In  the  NBC  interview  fast  night.  Mr.  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources"  that  before  Snowden  went  to  the  press,  he  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors'.  In  the  past,  Mr.  Clapper  has  denied  this  is  the  ease. 
I  haven't  heard  anyone  report  the  NSA's  side  on  this  apparent  contradiction,  and  I'd  like  to  do  so¬ 
ft  ocs  the  NS  A  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internally,  in  writing, 
before  going  to  the  press?  Why  or  why  not? 

If  not.  why  did  Mr.  Clapper  say  so  previously? 

Thank  you  tor  your  time. 

Best, 

Dana 

Dana  Liebelson 
Staff  Reporter:  Mother  Jones 
Freelance:  The  Week 
Phone':  (202)  347-2397  EX  3007 
Twitter:  @d  liebelson 
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<b)  (3)  -P*  T,*  56-36 


From: 

Vines,  Vsnee  IVT 

Sent: 

Friday,  May  30,  P014  S:22  PM 

To: 

DL  PAQ Media 

Ce: 

nsapao 

Subject: 

Fw:  NBC  Nightly  News  -  looking  for  s  statement. 

NO 

From:  Cox,  Oliver  (NBGUrwersal)  f ma i Iro : 0 1 i va r. Co>i@ nbcitn i .coml 
Sent:  Friday,  May  30,  2014  05:44  PM 
To:  nsapao 

Subject:  RE:  NBC  Nightly  News  -  looking  for  a  statement. 

if  you  had  someone  who  can  talk  to  Andrea  Mitchell  before  6:30  -  she  can  be  reached  at  202-885-4835 


From:  Cox,  Oliver  (NBOUnEversaf) 

.  Sent:  Friday,  Hay  30,  20  M  5:30  PH 
To:  l^sapao@r^$^,g^}v, 

Subject:  NBC  Nightly  News  -  looking  for  a  statement. 

To  whom  it  may  concern. 

My  name  is  Oiiver  Cox  1  am  working  with  Andrea  MitchelF  on  a  spot  for  Nightly  News  TONIGHT,  we  are  on  deadline  and 
we  go  to  air  at  6:30pm.  NBC  obtained  a  letter  from  Edward  Snowden  (BeSow)  and  we  wanted  to  get  your  reaction  before 
Nightly  News.  Here's  Edward  Snowden's  letter: 

I  he  NSA's  new  discovery  of  written  contact  between  me  and  its  lawyers  -  after  more  then  a  year  of  denying  any  such 
contact  existed  -  raises  serious  concerns.  !t  reveals  as  false  the  MSA's  claim  to  Barton  Gellman  of  the  Washington  Post 
in  December  ot  last  year,  that  &quot; after  extensive  investigation,  including  interviews  with  his  former  N5A  supervisors 
and  co-workers,  we  have  not  found  any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought  these  matters 
to  a  n yo  n  eJ  s  a  tten  tio  n .&q  u  ot ; 

Today's  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signals  Intelligence  Directorate's 
Office  of  Compliance,  which  beEieved  that  a  classified  executive  order  could  take  precedence  over  an  act  of  Congress, 
contradicting  what  was  just  published  It  also  did  not  include  concerns  about  how  indefensible  collection  activities  - 
such  as  breaking  into  the  back-haul  communications  of  major  US  internet  companies  -  are  sometimes  concealed  under 
E.0. 12333  to  avoid  Congressional  reporting  requirements  and  regulations. 

b  the  .White  House  is  interested  in  the  whole  truth,  rather  than  the  MSA's  clearly  tailored  and  incomplete  leak  today  for 
a  political  advantage,  it  will  require  the  NSA  to  ask  my  former  colleagues,  management,  and  the  senior  leadership 
team  about  whether  I,  at  any  time,  raised  concerns  about  the  NSA's  improper  and  at  times  unconstitutional 
surveillance  activities.  It  will  not  take  long  to  receive  an  answer. 

Ultimately,  whether  my  disclosures  were  justified  does  not  depend  on  whether  I  raised  these  concerns  previously. 
That's  because  the  system  is  designed  to  ensure  that  even  the  most  valid  concerns  are  suppressed  and  ignored,  not 
acted  upon.  The  fact  that  two  powerful  Democratic  Senators  -  Ron  Wyden  and  Mark  Udafj  -  knew  of  mass  surveillance 
that  they  believed  was  abusive  and  felt  constrained  to  do  anything  about  it  underscores  how  futile  such  internal  action 
is  and  will  remain  —  until  these  processes  are  reformed. 

i 
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StilL  the  fact  is  that  2  did  raise  such  concerns  both  verbally  and  in  writing,  and  on  multiple,  continuing  occasions  -  as  I 
have  always  said,  and  3$  NSA  has  always  denied.  Just  as  when  the  MSA  claimed  it  followed  German  laws  in  Germany 
only  weeks  before  it  was  revea?ed  that  they  did  riot,  or  when  NSA  said  they  did  not  engage  fn  economic  espionage  a 
few  short  months  before  it  was  revealed  they  actually  did  so  on  a  regular  and  recurring  basis,  or  even  when  NSA 
claimed  they  had  &quot;no  domestic  spying  program&quot;  right  before  we  learned  they  collected  the  phone  records 
of  every  American  they  could,  so  too  arc  today's  claims  that  Siquot;this  is  only  evidence  we  have  of  him  reporting 
concern s&quot;  false. 

Now  that  they  have  finally  begun  producing  emails,  i  am  confident  that  truth  will  become  clear  rather  sooner  than 
Pater/" 

#### 


Oliver  Cox 
Resea rther 
NBC  News 
O:  202-BS5-4271 


DOCID:  4228669 


(b) (3) -p rL,  06  36 


f  ro|Ti:  Green  Mtller,  tvlarci  L 

S ent:  T uesday h  April  OSn  2014  1:19  PM 

T°:  r  nsspao 

Subject:  FW:  Press/media  inquiry  from  CBS 


Ann  bar  -  for  log  and  file,  please . 


From:  Vines,  Vanee  M 

Sent:  Tuesday,  April  03,  2014  1:18  PM 

To;  DL  PAG  Media  . 

Subject;  Fw:  Press/media  inquiry  from  CBS 

Won  t  comment  until/un  lass  we  hear  from  JD/tfaj.  We  don't  have  any  new  fines  yet, 
ft 


From:  Edward  Moyer  fma  i Ito : edwa rd . rr oy e^@c bsi ntera ciive . co m ] 
Sent:  Tuesday,  April  03/2014  01:12  PM 
To:  Vfnes,  Varree  M 

Subject:  Press/ media  inquiry  from  CBS 
Hi,  Vance, 


Long  lime  no  email.  :) 

Heys  Ed  wad  Snowden  has  apparently  challenged  the  NS  A  to  deny  that  —  before  be  decided  to  make  off  with 
and  leak  secret  documents  —  he  "contacted  NSA  oversight  and  compliance  bodies  directly  via  email"  and  that 
he  specifically  expressed  concerns 11  about  the  agency's  "suspect  interpretation  of  the  law/1  This  is  from  a 
V  anity  Fair  press  release  about  a  piece  they'll  be  publishing  this  week.  The  magazine  says  Rick  Lcdgett  told  irs 
reporters  —  as  VF  paraphrases  --  that  "Snowden  made  no  formal  complaints'*  and  that  nifhe  complained 
personally  to  anyone,  he  or  she  has  not  acknowledged  it.”  The  release  is  here: 

h  tip ; :  ww  w .  van  i  i.  v  fa  i  3' .  co  m  /o  1 1 ;  i  _fi  y  /d  a  i  ]  y/2  ( }  1 4  /l  ,)4  /  e  d  wa  rd-  sn  o  wd  eri-i  n  re  ry  i  e  w 

Snowden  also  apparently  told  the  magazine  that  he  has  "zero"  stolen  NSA  documents  in  his  possession  and  that 
numbers  that  investigators  have  publicized  are  jvrong  —  especially  the  1,7  million  figure,  which,  he  says,  is 
simply  a  scare  number  based  on  an  intentionally  crude  metric:  everything  that  I  ever  digitally  interacted  with  in 
my  career." 


Does  the  NSA  have  a  response?  Do  the  emails  Snowden  mentions  exist?  Does  the  1 .7  million  number  simply 
represent  everything  Snowden  interacted  with  while  a  contractor?  Does  the  agency  care  to  accept  Snowden's 
challenge  and  unequivocally  deny  that  Snowden  tried  legal,  internal  means  before  going  the  route  of  a  leaker? 

Thanks  yet  again  for  your  time, 

—Edward 


i 
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Edward  Moyer 

Associate  Editor 

Cc3S  Interactive  —  CNET  News.com 

T  415.J-54.2JGD 

235  Ser-ond  SlrEft  Son  Francisco,  CA  94 1 05 
^vw.  cnat.  com/Drofil^/auwarJ  m  oyer/ 
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Green  Miller,  Marci  L 
Thursday,  May  29,  2014  12.10  PM 
nsaoao 
FW:  warren 

Amber- for  lag  and  file,  please.  V  closed  out  by  phone 


From:  Vines,  Vanee  M 
Sent:  Thursday,  May  29,  2014  12:04  PM 
To:  DL  PAOMedfa 
Subject:  warren 


From: 

Sent: 

To: 

Subject: 


Vanee'  Vines 

Pubuc  Affairs  Specialist 

NSA  Public  &  Media  Affsrrs 

N  E  w**  “  *****  -  Med ia  J ine:  .443-534-072 1 


From : j^ren^b^LhpmsonieuteiEocm  [maijtoWarrgnJtro&el ©thomsonreuters. com]' 
Sent:  Thursday,  May  29,  20 M  10 : 27  AM  — 

To:  Vines,  Vanee  M 
Subject:  GYnormng 

Vanee:  hope  you  are  welt.  Can  you  weigh  in  on  this  today,  or  can  someone  in  the  administration? 


h  ttp :  //w  w  w,  nbcn  e ws .  com/feat  ure/ed  wa  rd-snq  wden-interv  i  e  w/emaii-s  u  poorts-snowde  n-c  I  a  i  m  -  he-  q  ue  st  i  o  n  ed  -  n  s  a  - 
p  reel  ice  s- r?  117085  ' "  ™ - - 

Much  thanks 
Warren 

Warren  strobe f 

Diplomatic  Etfitor,  Washington  Bureau 
Reuters 

11202^05650  { wo  rk) 

_ZZ>^>  . - .  .  (w  (6) 
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From: 

Sent: 

To: 

Subject: 


Crabtree  [scrabtree@washingtonexaminer  com] 
Thursday,  May  29,  2014  2:33  PM 
nsapao 

If  you  have  released  the  snowden  email 


Can  you  please  send  it  along.., 

or  direct  me  to  the  place  on  your  website  where  I  could  find  it 
Thunks, 

Susan  Crabtree 

White  1  louse  Correspondent 

Washington  Examiner 
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Green  Miller,  Marci  L 
Thursday.  May  29,  2014  1:02  PM 
'Nakashfms.  Ellen  M1 
nsapao;  DL  PAOMedia 
NBC  claims 


Uncerstand  that  you  were  asking  about  the  email  in  question  from  last  night's  NBC  interview.  We  have  the  below. 


From: 

Sent: 

To: 

Cc: 

Subject: 


Hi  Ellen, 


nfArpnP^?Wre>:pJ,a^n3d| that  they  have  founcf  0ne  eJiiail  ir,Wiry  by  Edward  Snowden  to  the  office 
L  S  1tC  f1  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
aK  -  "  h"1^  cQmP  eted.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 

'  “  £°n  *  gai  5uestion  that  the  Wice  of  General  Counsel  addressed.  There  wai  not 
additional- follow-up  noted.  The  e-mail  will  be  released  later  today. 


There  are  numerous  avenues  that  Mr. 
whistleblower  allegations.  We  have 
in  those  areas  arid  to  date  have  not 


Snowden  could  have  used  to  raise  other  concerns  or 
searched  for  additional  indications  of  outreach  from  him 
discovered  any  engagements  related  to  his  claims. 


v/r 

Hard  Green  Miner 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


Mara  Green  Miller 
Public  Affairs  Specialist 
NSA  Public  &.  Media  Affair; 

Media  line:  443-6.34-0721 
Direct  line:  443  634-0695 

Follow  @N5A  PAD  on  Twitter 

Ike  the  National  Cryptologic  Museum  nn  Eacebook! 
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From: 

Sent: 

To:  I 

Ce: 

Subject: 

Green  Miller,  Marc!  L 

Thursday,  May  29,  2014  1  10  PM 
'Lee  hJ.  Ferra.n@abc.com’ 
r.sapac,  QL  PAQMedfa 

NBC  email  claim 

Hi  Lee, 

Understand  that  you  were  asking  about  the  email  in  question  from  last  night's  NBC  interview.  We  have  the  below. 


offienPna™reXpl3?ned-that  th*y  haVe  fou"d  °"e  «■**  inqoiry  *  ™ar<I  Snowden  to  the  office 
he  had  /w  Ik  an.e}fPlar>«tiQh  of  some  material  that  was  in  a  training  course 

au.,_p  h  .  j  e  ^  e  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 

additional  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 

additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

ave"^  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 

in  tto  r  ?7  IE  ?5'  have  ^arched  for  additional  indications  of  outreach  from  him 
■  t  .ose  dreas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

nuu 


v/r 

Ward  Green  Miller 

MSA  Public  and  Media  Affairs  Office 

44%634-  0711 
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(b)  (3 )  - 11 ,  L .  86-36 


Cox,  Oliver  (NBGUniversal)  ( Oliver,  Cox@nbcuni  corn] 

Friday,  May  30,  2014  5:30  PM 

nsapao 

NBC  Nightly  News  -  looking  for  a  statement. 


To  whom  st  may  concern, 

My  n5me  ls  0iiver  Cox  1  wor^nS  witli  Andrea  Mitchell  on  a  spot  for  Nightly  News  TONIGHT,  we  are  on  deadline  and 
we  go  to  air  at  6:30pm.  NBC  obtained  a  letter  from  Edward  Snowden  (Below)  and  we  wanted  to  get  your  reaction  before 
Njghtiy  News,  Here's  Edward  Snowden's  letter: 


From: 

Sent: 

To: 

Subject: 


The  NSa,  s  new  discovery  of  written  contact  between  me  and  its  lawyers  ■  after  more  than  a  year  of  denying  any  such 
contact  existed  -  raises  serious  concerns.  It  reveals  as  false  the  NSA's  claim  to  Barton  Getlman  of  the  Washington  Post 
in  December  of  last  year,  that  &quot;afrer  extensive  investigation,  including  interviews  with  his  former  NSA  supervisors 

and  co-workers,  we  have  not  found  any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought  these  matters 
to  anyone  s  attenfiorv&quot; 


Today  s  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signals  Intelligence  Directorate's 
Office  of  Compliance,  which  believed  that  a  classified  executive  order  could  take  precedence  over  an  act  of  Congress 
contradicting  what  was  fust  published.  It  also  did  not  include  concerns  about  how  indefensible  collection  activities  -  ' 

c  n  1^)3!?  =n^  !ra°  the  ba<*"hauf  communications  of  major  US  internet  companies  -  are  sometimes  concealed  under 
„u.  12333  to  avoid  Congressional  reporting  requirements  and  regulations. 

1  H°USe  is  Crested  in  the  whole  truth,  rather  than  the  NSA's  clearly  tailored  and  incomplete  leak  today  for 

pc  ideal  advantage,  it  wrli  require  the  NSA  to  ask  my. former  colleagues,  management,  and  the  senior  leadership  ' 
team  about  whether  I,  at  any  time,  raised  concerns  about  the  NSA's  improper  and  at  times  unconstitutional 
surveillance  activities,  it  will  not  take  long  to  receive  an  answer. 

Ultimately,  whether  my  disclosures  were  justified  does  not  depend  on  whether  I  raised  these  concerns  previously. 

That  s  because  the  system  is  designed  to  ensure  that  even  the  most  valid  concerns  are  suppressed  and  ignored,  not 
JJted  Up°n ‘ THe  facUt>at  two  pD  werful  Democra  tic  Senators  ■  Ron  Wyden  and  Mark  Udail  -  knew  of  mass  surveillance 
tnat  they  believed  was  abusive  and  felt  constrained  to  do  anything  about  it  underscores  how  futile  such  internal  action 
is  -  arid  will  remain  —  until  Ihese  processes  are  reformed. 

Sti.l,  the  fact  is  that  I  did  raise  such  concerns  both  verbally  and  in  writing,  and  on  multiple,  continuing  occasions  -  as  i 
have  always  said,  and  as  NSA  has  always  denied.  Just  as  when  the  NSA  claimed  it  followed  German  laws  in  Germany 
on  y  weexs  before  it  was  revealed  that  they  did  not,  or  when  NSA  said  they  did  not  engage  in  economic  espionage  a 
few  Short  months  before  it  was  revealed  they  actually  did  so  on  a  regular  and  recurring  basis,  or  even  when  NSA 
ciasmed  they  had  &quDt;nc:  domestic  spying  program&quot;  right  before  we  learned  they  collected  the  phone  records 
every  American  they  couid,  so  too  are  today  s  claims  that  &quot;this  is  oniy  evidence  we  have  of  him  reporting 
concems&quot;  false.  r  6 

Now  that  they  have  finally  begun  producing  emails, !  am  confident  that  truth  wifi  become  clear  rather  sooner  than 


ntfit 


Oliver  Cox 

i. 
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From: 

Sent: 

To: 

Subject: 


Brett  LoGiurato  [bSogitifato^businessinsider  com] 

Thursday,  May  29.20^4  2,13  PM 

nsapao 

Quick  question 


{hH3j-p.L.  SS-3G 


d'lcuipri  and  ^  y  rcP°rLer  WLlh  business  Insider.  Could  I  get  your  statement  re:  Mr.  Snowden's  email  he 

discussed  last  night  on  NBC?  Also  wanted  to  be  sure  I  was  on  your  list  to  receive  the  actual  email  when  it  is  released. 

Thanks; 


Brett  LoGiurato 


„  |_  ■  .  r  ,  J  (b)(6) 

bu  sj  nessi  nsi  rfc  r.com/po  Lilies 
ffi-iGrcl  l  [  -o  G  i  itrafo 


-Political  Reporter  Business  Insider 


] 


POCID :  4228677 

I .  "  . &>)  86  86 


From; 

Sent: 

To: 

Co: 

Subject: 


Du&tin  Volz  [d  vo\z@  n  at  ion  a  Ijo  urn  s.!  comj 
Thursday,  May  2$:  2014  1:49  PM 
Vfnes,  Va.neo  M 
nsapao 

Re:  Any  response  to  Snowden  interview? 


Thanks,  Vanee.  Do  you  have  a  approximate  lime  for  release? 


On  Thu,  May  29; .20 1 4  at  1:32  PM,  Vines,  Vanee  M  <v7nvinejftlmsa.gov>  wrote: 
Thanks! 


Please  see  the  item  below. 


Also,  we !  11  post  something  else  soon.  Please  stand  by. 


_  SA  has  now  explained  that  they  have  found  one  email  inquiry  by  Ldward  Snowden  to  the  office  of  General 
sunset  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  bad  just  completed.  The  e- 
uiail  did  not  raise  a:  legations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
ol  General  Counsel  addressed.  1  here  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 


There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower 
allegations.  We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have 
not  discovered  any  engagements  related  to  bis  claims. 


im 


i 
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v&nee '  vines 

Public  A-foins  Specialise 

NSA  Public  &  Media  Affairs 

line:  443-5,14-0721 


From:  Dustin  Volz  [ m a iito : voiz@ ria t iona Ito urna Lcnm-] 
Sent:  Thursday,  May  29,  2014  1:16  PM 
To;  Vines,  Vanee  M 

Subject:  Re:  Any  response  to  Snowden  interview? 


Hi  Vanee, 


Hearing  that  the  NSA  may  release  the  letter  Snowden  sent 
more? 


up  the  chain  of  command  today.  Can  you  tell  me 


On  Thu.  May  29,  2014  at  10:22  AM:  Dustin  Volz  <d vo  1  ?■: fir ira no na !  j o » rn a [ .c o m >  wrote: 
Sorry,  an  edit:  asking  whether  the  NSA  Iras  a  statement  on  this.  Thanks! 


On  Thu,  May  29,  2014  at  10:22  AM,  Dustin  Volz  <dvolzfmnarionalkirmrai.com>  wrote: 
Hi  Vanee, 


Oil  deling  [f  there’s  any  response  from  Intel  or  Chairman  Rogers  to  last  night’s  interview,  particularly 
bnowdens  claim  that  he  communicated  concents  to  officials  within  the  NSA  before  his  leaks  (which  NBC  says 
tt  has  verified  as  accurate).  He's  often  been  criticized  for  not  pursuing  internal  means  before  disclosing 
classi fled  material.  Any  statement  on  this? 


Thanks^ 

Dusim 
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Dunlin  Vol/. 

I  ce.il  Policy  Coi^s^ondtmi 

A  wtirnfal  J/Miif&l 
Q,:~  202-266-7 1 ft  6 
C:f 

dyol2@n  alrnnnlioni'miLcni]  i 
(gjdnvojfc 


S^hrtS?^  JP*S:.  iSl-li  llf>  lor  Tech  Edge,  ,7  fix*  mom  mu  sipsiiirci  with  jfe  news  *m  need  in 

.,  ' 1  '  V'  J T’n  a  ol' lhc  and  exclusive  lips  Jor  the  day  ahead.  In  v«ur  inbox  ever* 

a,;iy*u  i>»hijcji.be.af  hltp^www.  national  journal  com/tech-ert^e 


Dustin  Volz 

J  cch  Policy  Correspondent 

National  Journal 
Q:  2f)2-2ftfi-71  S6 

- r -  J . . . .  . (b)  ( 6 ) 

Cly  o  lz@ii.af  i  o  na  i  i  o  ti  r  nal .  eo  ni 
@dnvolz 


Follow  tech  news?  Sign  up  for  National  Journal's  Tech  Edge,  a  free  morning  tipsheet  with  the  news  you  need  in 
Eech  pol'cy,  leatunng  a  round-up  of  the  best  coverage  and  exclusive  tips  tor  the  day  ahead.  In  your  inbox  every 
aay  at  6  am.  Subscribe  a  t  hup :// vv  w  w.  n  a  t  i  ona  3  j  o  u  rn  a  I .  c  o  m/tec  h  -  od  ue 
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Dustin  Volz 

Tech  Policy  Correspondent 

National  Journal 
0:202-266^7186 
C;|  J 

dvolz^vnat  iormlj  oumal.com 
(flidnyolz . 


Lrh°U V  h  Slgn  Up  *7  Natiimal  Journa^  Te^  Edge,  a  free  morning  lipsheet  with  the  news  you  need  in 

rfAV  7  ,'7:  T2inla  f0Td'UP  °f  thC  beSt  COverage  and  exclusive  tips  lor  tire  day  ahead.  In  your  inbox  every 
ia>  at  6  a  m.  Subscribe  at  in i i mi  i o n a i  i ou ma ! . com /[edi -q|  tie 


Dustin  Volz 

I  ech  Policy  Correspondent 
National  Jour  mi  l 

C:| 

dy obgffi  national;  oumal.com 
feidnvolx 


0»  16) 


Follow  tech,  news?  Sign  up  tor  National  Journal's  Tech  Edge,  a  free  morning  tipsheeL  with  the  news  you  need  in 
h  policy,  featuring  a  round-up  of  the  best  coverage  and  exclusive  tips  for  the  day  ahead.  In  your  inbox  every 
day  at  6  a.m.  Subscribe  at  htfpfeWw national ioLimal.eom/tecli-cdiic 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Vines,  Vanee  M 

Thursday,  May  29,  2014  1:33  PM 

'Dustin  Volz' 

nsapao 

RE  Any  response  to  Snowden  interview? 


Thanks! 

Please  see  tile  item  below.  Also,  we’ll  post  something  else  soon.  Please  stand  by. 


“  CeneraTco^  e?  p  3Vhey  f0IJ"d  °"e  “aI1  lnquir»  *  Ed“^d  s"»de"  “  »l«  office 
he  had  w ™  a".fPia"afioh  of  *■«  material  that  was  in  a  training  coarse 

abase  bur  noZ  f  ?  ,The  'I*311  ?d  not  ^ise  allegations  or  concerns  about  wrongdoing  or 
2!:  ™T  d°l®d  '  l5Bai  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow -up  noted.  The  e-mail  will  be  released  later  today. 

Sl^-lT.n!  SteriUeS  tf,at?r-  S',0”den  “Uld  have  llsed  to  ™i»«  0th"-  “..terns  or 

ill  ?Jose  are,,  ain't  a’T  ha“e  5ea|-chsd  f'f  »dd“i°"=l  indications  of  oatreach  from  hi. 

d  to  date  have  not  discovered  any  engagements  related  to  his  claims. 


Vines  '  Vines 

Public  Affairs  Specialist 

MSA  Rubric  &  Media  Affairs. 

NEW1  ****** ****Metfia  line:  443*634-0721 


From;  Dustin  Volz  f m ailto rtivof  z@na tjo naljo u rnai . com ] 

Sent:  Thursday,  May  29,  2014  1:16  PM 
To:  Vines,  Vanee  M 

Subject:  Re:  Any  response  to  Snowden  interview? 

Hi  V^nee, 

Hearing  that  the  NSA  may  release  the  letter  Snowden  sent  up  the  chain  of  command  today.  Can  you  tell  me 


On  Thu,  May  29,  2014  at  10:22  AM.  Dustin  Volz  ^-dvolz^naiional ioui-nal.com>  wrote 
Sorry,  an  edit:  asking  whether  the  NSA  has  a  statement  on  this.  Thanks! 


On  Thu.  May  29,  20 14  at  1 0:22  AM,  Dustin  Volz  4vo!z@natinnal:io,im,l  «vn>  wrote: 
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Hj  Vance, 


”****■ f™ lnte'  °r  *«*•»  to  last  taovfew,  particularly 

,  '  -haT  he  communicated  concerns  to  officials  within  the  N$A  before  his  leaks  (which  NBC  says 


Thanks, 
Dus  Lin 


Dustin  Volz 

J  eeh  Policy  CWt'.sjxmdeni 
A  a  f  tonal  Journal 
0:  ,202-266-71  S6 
C: 


□ 


dvp  [  /.;>/-■  Luttioua  I  lOLM-ija  ]  .cot)  i 
dl.dmolz 


(b)  (-6J 


LchnoM'l'J!r'i?ft'  S'L?"  !l'r  ?/a/t!Hial  Jonnial'y,  I  cch  Edge.  a  free  morning  tipsh&i  with  the  news  vou:  need  in 
ia.h  Mi,,.  legurmg  a  round-up  of  the  best  coverage  and  exclusive  tips  for  the  dny  ahead,  in  your  inbox  cverv  ' 
,Jt1>  <l(  6  :J  :n-  'Su^Cn  be  at  li  t  tp :  // w  w  w.  i  mi  j  o  na  i  i  o  Li  r;i  a  Lc<  i  m/i  ec  h-od  '  ' 


Dustin  Volz 

Tech  Policy  Correspondent 
National  Journal 
O:  202-266--7186 

c:r  — |  . - .  . . . . 

d  v  ol  z'a )  na  t  i  n  n  al  jo  urna  1  .co  nt 
@:dnvol7. 

follow  tech  news?  Sign  up  for  National  Journal's  Tech  Edge,  a  free  morning  tipsheet  with  the  news  you  need  in 
ech  policy,  featuring  a  round-up  of  the  best  coverage  and  exclusive  Lips  for  the  day  ahead.  In  your  inbox  every 
dv  di  b  a.  in  a  Subscribe  al  h  1 up :  //www.  j tion  a )  j  puma  l .  corr'i/icch-ed  &  e 


Dustin  Volz 

Tech  Policy  Correspondent 
National  Journal 


(b)  (6) 


O:  202-266-7 1 86 

°f  I 
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d  volz@nati  on  afiournalconi 
tiSdnvolz 


”e*s?  SiS"  “P  tf  .hmrmH  Tech  Edge,  a  free  morning  tipshcel  with  the  news  yen  need  in 

EE&fcHKT??  * ara*m‘  exduSiVC  *  today  ahead.  In  you,  tnbox  every 

-  ar  o  a.m.  subscribe  at  h  1 1 ;?;// w vv w .  na  ti  o  na  ]  10  u  mu  [ .  c  o  m/lec  f  1  -  ed  i^e 
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(b}t3)-P.L,  86-36 


Green  Miller,  Marci  L. 

Thursday,  May  29.  2014  2:21  PM 
'Dustin  Volz';  Vines,  Vanee  M 
nsapao 

RE'  Any  response  to  Snowden  interview? 


Ttid  email  is  on  the  below  website  now- 


From: 

Sent: 

To: 

Cc: 

Subject: 


tlil,  p:/ /iconthereco  r  rt  .lurnfolrcom/ 

And  wrl!  be  available  on  wwyv.nsa.gov  short ty. 


From:  Dustin  Voiz  [rnaMioidvofz^natbnajjoiirnoLcomj 
Sent:  Thursday,  May  29,  2014  1:49  PM 
To:  Vines,  Vanee  M 
Cc:  nsapao 

Subject:  Re:  Any  response  to  Snowden  i nlerv iew? 


I  banks,  Vanee,  Do  you  have  a  approximate  time  for  release? 

On  I  hu,  May  29,  2014  at  1:32  PM,  Vines,  Vance  M  <vmviiK3@nsa.ciov>  wrote: 
Thanks! 


Please  see  the  item  below 


Also,  we’ll  post  something  else  soon. 


Please  stand  by, 


NjA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office  of  General 
VounsoL  asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  bad  just  completed  The  e- 
mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
ot  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 


|  _  1 
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ilWat^rw  1 aveni<?  *??  Mr-  Snowden  C0llld  have  u^ed  *°  raisc  other  concerns  or  whistleblower 
,  j-  ' '  ,  L  have  '>fiarch"d  l°r  additional  indications  oi’ outreach  from  him  in  those  areas  and  to  date  have 

not  discovered  any  engagements  related  to  Ids  claims. 


Vanee'  Vines 
Public  Affairs  Specialist 
NSA  Public  &  Media  Affairs 
NEw««.„,M,Media  Nne.  ^43^.C721 


Prom:  Dustin  Volz  ma  i  Ito :  dv □  lz  *mj  n  a  dona  I  jour  na  I  .co  m  ] 
Sent;  Thursday,  May  29,  2014  1:16  PM 
To:  Vines,  Vanae  M 

Subject:  Re:  Any  response  to  Snowden  interview? 


Hi  Vanee, 

more”18  ^  ^  ^  ^  iClter  Snowden  50111  UP  the  chain  of  command  today.  Can  you  tell  me 

On  Thu,  May  29.  2014  at  1 0:22  AM,  Dustin  Volz  <d vo  1  z@n at i ona I  j o u rna I . co m >  wrote: 

Sorry,  an  edit:  asking  whether  the  NSA  has  a  statement  on  this.  Thanks! 

On  Thu,  May  29,  2014  at  10:22  AM,  Dustin  Volz  <d v o I z@ nat io na  1  iouma  1 . com>  wrote: 
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Hi  Vartee, 


Soowd^iS?h"y  resp”se  fr0n; !n,el  or  Cha™  **<>»  to  to  night's  interview,  particularly 
i!  wrf  communicated  concerns  U>  officials  within  the  NS  A  bciore  his  leahs  (which  NBC  says 

classified  m  aterhrT  T  '  ^es  often  ^een  criticized  for  1101  pursuing  internal  means  before  disclosing 

ciassmed  matenaL  Any  statement  on  tins?  "  B 


Thanks, 

Dtistjn 


Ousii*s  \\i\s. 

Iijch  lVi!icy  Corrfts po n Join 
\ 

WuiiXiOi  JiHUTiUi 
0:^202-266-71*6  ^ 

dvo  l/ffimalionalioiimai .  corn 
tWldnvofx 


(b)  f6) 

■sJ 


mum  tedi  news?  Sign  up  tor  .Vw**«rf  Mt  Teel,  Edge, »  ft*  hKmFtut tgpSteet  will, Sc  news  ynu  wed  in 
I;  “to' "» a  rO'-mJ-up  ot  (fie  ben  revenge  and  padusive  lips  tor  the  dry  ahead.  In  your  inbos  ever 

-  ,;U  ^  a-m-  Subscribe  at  li ttjx/Av w w . na t i  1 1  ■  i a  1  j on  r nal . c oi n/i ec h-cd tic 


Otfslin  Volz 

Jcch  Policy  Correspondent 
A afional  Journal 

:  202-266-71  fifi 


d  vol  z@nati  ona  [  \  ournal .  diim 
feidnvoiz 


tb}  (6) 
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,  r  T  8  "P  f?r  "“I”***™*'  Tech  Edge,  a  free  morning  tipshcet  with  the  new,  you  need  in 

iav  Tfi  a  m  ?  nT  rT  P  °f  "’e  besr  C0Vera*C  -  oxteivc  rips  lor  the  day  ahead.  In  your  nhox  ever v 
day  at  6  a.m.  tmbsenbe  at  IUIlu//www.ii8li„na]milnMl.com.'lech-edl.,-  '  jour  moox  every 


Dustin  Vo]/. 

Tech  Policy  Correspondent 


National  Journal 


0 

c 

dv 


?ol2@nati  onatiournal 


com 


■•fodnvof/ 


(i»  (6) 


tcch  polled  Wuri- il1£n  UP  fH 1 r  Tech  Edge,  a  free  morning  tipshcet  with  the  news  you  need  in 

dav  I’  ^  best  co.vera&e  £ind  exclL1^e  Ttp^  for  the  day  ahead.  In  your  inbox  every 

y  at  6  a.m.  Subscribe  at  li  itp ;  u  w  w w .  na  r.i  o  n  a  1 1 01  mud .  coi  n/rcHi  -nd  n  c 


Dustin  Volz 

Tech  Policy  Correspondent 
National  Jour  mi 
OL2Q2-26fi.?1Kfi 
C: 


d  emt  i  o  na  I  j  o  u  i'na  i .  c  o  n  1 

fojdnyo!/ 


"  (bi  (6) 


Follow  tech  news?  Sign  up  for  National  Journal s  Tech  Edge,  a  free  morning  tipsheet  with  the  news  vou  need  in 
leeb  policy,  featuring  a  round-up  or  the  best  coverage  and  exclusive  tips  for  the  day  ahead.  In  your  inbox  every 
day  ot  6  a.m.  Subscribe  at  http :/Avw w .  nu ;  i  o na lion  ma ] . co i n/re c  1 1  -erf ; »e. 


DOCID:  4228680 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Marci  L 
Thursday,  May  29;  2C14  1:00  PM 
'Jii?  Aitoro' 

nsspac;  DL  PAOMedia 

RE:  Comment  on  security 


(b)  (3) -F. 1,  36  -36 


Hi  i 


We  have  the  below  in  response  to  your  query. 

^^rarco^^li'1^that(tl’ey  ^  ^  °"9  6“U  in^  "Y  Edward  Snowden  to  the  office 

he  S  lust  c»»letef  V  a".fSf atim  °f  so"e  “t9rial  that  “as  ln  a  training  course 
abuse  bufoosed  flL] ^  C:"aU  91d  "«  raise  allegations  or  concerns  about  wrongdoing  or 

addition  ,here 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 

in^his^area/a^toTt'  h^  Jearched  for  additional  indications  of  outreach  from  him 

those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

tf## 


v/r 

Marci  Green  Miller 

NSA  Public  and  Media  Affairs  Office 

443-624-0721 


--"-Original  Message----- 

From:  Dili  Aitoro  [manto : iaitoroiffibiziournals . com] 

Sent:  Thursday,  May  29 3  20X4  11:24  AM 
To:  nsapao 

Subject:  Comment  on  security 

Good  morning.  Any  comment  from  NSA  on  this  claim  by  Snowden  about  NSA: 


Ifhti[  ^ditinE  TS  50  p0Or,J  S0  negligent  that  any  private  contractor  -  not  even  an  employee 

w^  iAnTZ  C?r!  WalK  int0  the  NSA  buildin^  take  whatever  they  wanted  and  walk  ou/ 
with  it  and  they  would  never  know.” 


Jill  R,  Aitoro 
Senior  Reporter 
Washington  Business  Journal 
702-258-0898 

Follow  me  on  Twitter:  @FedEiz_JAitoro 


biSneLlranddpn^D5il^3-d  ^  ^  data  and  anal^is  *ow  contractors  can  grow  their 
businesses  and  enhance  their  partnerships,  all  delivered  to  your  inbox- 

nttp :/ /www.. biz  journals . com/wbi  fedbiz  si enun.html 


i 

^srgyeci  forj-tejease  by  NSA  or;  07-28-2015  FOI&  Case  ¥ THaTi 


DOCID:  4228681 


(b)  C3J-P.L.  86-36 


From: 

Sent: 

To: 

Subject: 


Green  Miller,  Marc!  L 

Thursday.  May  29,  2014  2:25  PM 

'Josh  Gerstein';  nsapao 

Rfc.  Disclosure  of  Snowden  e-mail  to  OGC 


The  email  is  on  the  below  website  now  - 
Ml^Z/jconthe  record,  tumblr.com/ 

And  will  be  available  on  www.nsa.gov  shortly 


From:  Josh  Gerstein  [ m ai ito : iq erste i n @ c of ftieo .com j 
Sent;  Thursday,  May  29,  2014  2:05  PM 
To:  nsapao 

Subject:  Disclosure  of  Snowden  e-mail  to  OGC 
Hi 

White  House  just  indicated  that  NSA  plans  to  release  a  Snowden  e-mail  today. 

Wondering  how,  when  and  where... 

thanks 

Josh  Gerstein 
Reporter 
POLITICO 
703-647-7684  I  of 


Approved  for  Kelsase  bv  NSA  on  07-28-2015.  FOIA  Case  #  731371 
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POCID;  422868? 

(b) (3) -EM,  86-36 


Vines,  Vanee  M 

Thursday,  May  29,  2014  1 :56  PM 
Michael  van  Pop  pel  (BNO  News}';  rsapao 
RE;  Edward  Snowden 


The  item  is  below.  WeJll  post  more  soon.  Please  stand  by. 


From; 

Sent: 

To: 

Subject: 


of  rener  ?  exPlaJned  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office 
‘  h  ^  1  Coun*el  asking  tor  an  explanation  of  some  material  that  was  in  a  training  course 

he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 

all5gatl^ns'  We  have  Searcherf  f°r  additional  indications  of  outreach  from  him 
.nos.  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

### 


Vanee1  vines 

Public  Affairs  Specialist 
NS A  Public  B  Media  Affairs 
NEw**********^edia  Une;  443_634_072i 


- Original  Message — -- 

rrom:  Michael  van  Poppel  (BNO  Hews)  [ mailt o : mpoppeLabnonews . con  1 
Sent:  Thursday,  May  29,  2014  i:5S  PM 
To:  nsapao 

Subject:  Edward  Snowden 
Good  afternoon. 

Do  you  have  any  comment  regarding  Edward  Snowden's  claim  that  he  sent  at  least  one  email  to 
his  superiors,  notifying  them  of  his  concerns? 

Thank  you. 


Best  regards, 

Michael  van  Poppel 
BNO  News  B.  V, 

Tel:  +1  845-796-9291 
Fax:  +1  347-521-3174 
Twitter :  (Smpoppel 
mpoppelifebnonews .  com 
www. b nonews . rom 

1 
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DOCID:  4228683 


From; 

Sent: 

To: 

Subject: 


Green  Miller,  Marci  L 
Thursday,  May  29t  2014  3:03  PM 
'Richard  Byrne  Reilly',  nsspao 
RE:  Edward  Snowden  Email. 


(b-J  (3}-F.  L.  36-36 


Th^e-man  and  statement  are  on  ic  on  the  Record  and  will  soon  be  posted  to  nsa.gov 
■http ; //iconthe  record .  tumblr .  c om/ 


From:  Richard  Byrne  Reilly  [  in  a  ;<io :  rich  a  rd  @  ve  n  Ui  rebeai .  no  m  1 
Sent:  Thursday..  May  29,  2014  2:58  PM 
To:  nsapao 

Subject:  Edward  Snowden  Email, 

Dear  NSA: 


My  name  is  Richard  Reilly  and  J!m  a  reporter  with  VentureBeat  in  San  Francisco  requesting  a  copv  of  the  entail 

Edward  Snowden  sent  to  the  NSA  and  released  today  by  the  agency.  I’m  working  on  a  very  tight  deadline  and 
appreciate  your  assistance. 


Kind  regards! 


Richard 


Richard  Byrne  Reilly 

writer 


t:  @rbyrnerei|Jy 
Ye  ril  U  re  Beat  |  Events 


lb)  (6) 


l 
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(b) (3) -P*Lr  36-36 


From: 

Sent: 

To: 

Subject: 


Greera  fVhller,  Manci  L 
Thursday,  May  29,  2014  2:21  PM 

Vines,  Vanee  M;  'Michael  van  Poppel  {BNO  News}';  nsapao 
RE:  Edward  Snowden 


The  email  is  on  the  below  website  now  - 
htt^iz/iconthereiL-ord.  tumble .  com/ 

And  will  be  available  an  www. nsa ,aov  shortly. 


- Original  Message - 

From:  Vines,  Vanee  M 

Sent:  Thursday,  May  29,  2014  1:56  pm 

To:  'Michael  van  Poppel  (BfJO  Mews)';  nsapao 

Subject :  RE:  Edward  Snowden 

Hi.  The  item  is  below.  WeJll  post  more  soon.  Please  stand  by. 


0fAGenPraT|WrnXPla?nedbthabthey  h3V"  f0Und  e~maii  inH7ulrV  by  Edward  Snowden  to  the  Office 
he  had  n?r  an,f  planation  of  some  material  that  was  in  a  training  course 

3hn*&  h  +■  a  nTne  not  raise  allegations  or  concerns  about  wrongdoing  or 

abuse,  hut  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  .later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 

in  SSl0WE!n  all!E!t1^3'  We  ha^e  seanched  additional  indications  of  outreach  from  him 
those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims, 

### 


Vanee'  Vines 

Public  Affairs  Specialist 
NSA  Public  &  Media  Affairs 
NEW*****,*****Medi;^  Une.  44^6^.&721 


- Original  Message - 

From  :  Michael  van  Poppel  (BNO  News)  fmailto : mpoppelflbnonews -  com  1 
Sent:  Thursday,  May  29,  2014  1:55  PM 
To:  nsapao 

Subject :  Edward  Snowden 
Good  afternoon, 


Po  you  have  any  comment  regarding  Edward  Snowden's  claim  that  he  sent  at  least  one  email  to 
nis  superiors,  notifying  them  of  his  concerns? 


_ _ _  i 

Approved  for  Reiease  by  NS  A  on  07-28-2015.  FOiA  Case  #  78137) 


DOCID:  4228684 

Thank  you+ 


Best  regards, 

Michael  van  Poppel 
BNO  Hews  B.V. 

Tel:  4-1  84S-796-3291 
Pax:  +1  347-521-3174 
Twitter:  @mpopp  e 1 
inpocoelfabrioneKs  .  com 
www. bno news  -  com 


rhe  information  contained  in  this  message  may  be  confidential  and  is  intended  to  be 

t?e  addressee.  Should  you  receive  this  message  unintentionally,  please  do  not 
^  contents  herein  and  notify  the  sender  immediately  by  return  e  mail, 

*  News  B+V.  is  registered  by  the  Chamber  of  Commerce  under  nr.  17264724 
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DOCID:  4228685 


From: 

Sent: 

To: 

Cc: 

Subject: 


ib)  {?,)  -p.L.  86-36 


Cole.  Matthew  (NBC Universal)  [Matthew. Cole@nbcuni  com] 

Thursday,  May  p9,  2014  1.27  PM 

Green  Witter.  Marci  L 

hsapao;  DL  PAO Media 

Re.  Email  claim 


What  time  will  it  be  released? 

Best, 

Martha  r pig 

On  May  29,  2014,  at  1:02  PM,  '  Green  Miller,  Marci  L11  <mlgree3iSn<,a.°ov>  wrote: 
Hi,  Please  see  the  below. 


(bj  (6) 


h^,naw  eypj-3irred  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to 
the  office  of  General  Counsel  asking  for  an  explanation  of  some  material  that  was 
in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise  allegations 
or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e- 
mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  additional 
indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered 
any  engagements  related  to  his  claims, 

ttm 


v/r 

Ward  Green  Milter 

NS A  Public  and  Media  Affairs  office 

443- 634-072.1 


_  l 

proved  for  Release  by  NSA  on  07-28-2015.  FOIA  Case  #  7ST3^ 


DOCID:  4228686 


From: 

Sent: 

To:; 

Cc: 

Subject: 


Green  M filer,  Marti  L, 

Thursday..  May  25.  20U2  21  PM 
'Cole.  Matthew  (NBCUniversai)' 
nsapao;  DL  PAOMedia 
RE:  Email  claim 


Lb)  (3)  .  L ,  36-36 


The  email  is  on  the  below  website  now  - 

http://jLontherecord.tEjmbjr.com/ 

i 

And  will  be  available  on  w./v-w. nsa  .gov  shortly. 


From:  Cole,  Matthew  (NBCUniversal)  fma i Ito: Matth e w . Co IhS n bn : m  coml 
Sent:  Thursday,  May  29,  2D  14  1:27  PM  ' 

To;  Green  Miller,  Marci  L 
Cc:  nsapao;  DL  P  AO  Media 
Subject:  Re:  Email  claim 

What  time  will  it  be  released? 

Best, 

Mntthgu.-Tnla 


On  May  29,  2014,  at  1:02  PM,  "Green  Miller,  Marci  L"  <ml;;ree3iegnsa.s;ov>  wrote: 
Hi.  Please  see  the  below. 


lb)  (6) 


WSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to 
toe  office  of  General  Counsel  asking  for  an  explanation  of  some  material  that  was 
irr  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise  allegations 
or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e- 
mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  far/additional 
indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered 
any  engagements  related  to  his  claims, 

urn 


v/r 

Marci  Green  Mi  Her 

WSA  Public  and  Media  Affairs  Off j re 

443-634-0721 


i 

Bsproved  for  Kelease  bv  MSA  on  07-28-2015.  FOIA  Case  #  781371 
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DOCID:  4228687 


(fej (3)  P . L .  86-36 


Vines,  Vanee  M 

Thursday,  May  29,  2014  5:50  PM 
'Matt  Sledge';  nsapso 
RE:  Follow-up  on  Snowden  email  release 

Re:  Your  story  today 


Hi.  The  December  statement  was  provided  to  the  Washington  Post  in  response  to  the  writers  questions,  As 
Ux  ay  s  statement  says:  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed 
a  egai  question  that  the  Office  of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted. 

Excerpt  from  The  story: 


->  From: 
Sent: 

To: 

Subject: 


By  last  December,  Snowden  was  contacting  reporters,  although  he  had  not  yet  passed  a  tong  any  classified 
information.  He  continued  to  give  his  colleagues  the  “front-page  test*??  he  said,  until  April. 

Asked  about  those  conversations,  NS  A  spokeswoman  Vanee  Vines  sent  a  prepared  statement  to  The  Post: 

A"fr  exlei^ivc  investigation,  including  interviews  with  his  former  NS  A  supervisors  and  co  workers,  we  have 
not  found  any  evidence  to  support  Mr.  Snowden  s  contention  that  he  brought  lhe.se  matters  to  anyone's 
attention/- 

Snowden  recounted  another  set  of  conversations  that  said  took,  place  three  years  earlier,  when  he  was  sent  bv 
the  USA's  I  echnoiogy  Directorate  to  support  operations  at  a  listening  post  in  Japan. 


Vanee'  Vinos 

Pub^c  Affairs  Specialist 

NSA  Public  &  Media  Affairs 

N  E  W*  *  *  "Med is  isne"  443-6  34-07  2 1 


From  :  Matt  Stodge  imailtoims _ 

Sent:  Thursday  May  29,  2014  2:53  PM 
To:  Vines,  Vanee  M;  nsapac 
Subject:  Follow-up  on  Snowden  ernarf  release 


HI  all. 


Had  a  quick  follow-up  question  on  the  Snowden  email  release, 

Snowden  claims  he  "reported  these  clearly  problematic  programs  to  more  than  ten  distinct  officials."  Sounds  to 
me  like  those  reports  could  very  likely  have  been  verbal  rather  than  written  in  an  email. 

Approved  for;  Release  by  NSA  on  07-28-2015.  FOiA  Case  #781371 


DOCID:  4228687 


1  lave  you  investigated  whether  he  raised  concerns  ‘verbally*?  Did  your  investigation 
contacts  with  officials  at  Del  I  or  other  contractors? 


include  Snowden's 


On  a  separate  note,  Snowden's  supporters  frequently  point  to  the  experience  of  Thomas  Drake,  William  Binney 
and  others  to  suggest  that  seeking  to  raise  concerns  of  wrongdoing  within  internal  channels  can  backfire  in  the 
intelligence  world.  Do  you  have  any  response  on  that  point? 

Regards, 

Matt  Sledge 


Mans  led  pk 

|  . - .  . ■■ . “ . .  . <T) 

n  t  tp :// w w  w .  n  ui  1 1  n a  to  n  p  o  st  ,eo  ni  /n  e vvsAn  at  t-  si  ed  ae/ 
https  :.Vtw~i  tt  e  r .  co  n  i/m  as.]  edge 
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£>QG-I-Em— 4-2^  8688 


(b) (3) -P, L . 


From: 

Sent: 

To: 

Cc: 

Subject: 


Dana  Liebelso.n  Jdliebelsonfgmotherjones  com] 
Friday,  May  30,  2014  9:54  AM 
Green  Miller,  Marci  L:  Vines,  Vanee  M 
nsapao,  DL  P  AO  Media 
RE:  Follow-up  on  WashPo  interview 


G  >b  -36 


Good  morning,  I'm  following  op  on  my  inquiry  below— would  bo  .great  if  I  could  get  a  response  by  noon 

Thanks  for  your  time, 

Dana 


From:  Dana  Liebelson 

Sent:  Thursday,  May  29,  2014  5:22  PM 

To:  Green  Miller,  Marci  L;  Vines,  Vanee  M 

Cc:  nsapao;  DL  PAGMedia 

Subject:  Follow-up  on  WashPo  interview 


oood  evening,  I  m  following  up  on  claims  just  published  in  the  Washington  Post  by  Snowden,  According  to  Snowden, 
i  oday  s  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signals  Intelligence  Directorate's  Office 
ot  compliance,  which  believed  that  a  classified  executive  order  could  take  precedence  over  an  act  of  Congress, 
contradicting  what  was  just  published,  It  also  did  not  include  concerns  about  how  indefensible  collection  activities  -  such 

i.5lB  ,n:0^he  back_haV'  Comrnijni^tions  of  major  US  internet  companies  -  are  sometimes  concealed  under  E.O. 
L43Jj  to  avoid  Congressional  reporting  requirements  and  regulations." 


Dees  the  NS  A  .nave  comment  on  the  allegation  that  the  email  exchange  released  today  is  incomplete? 

Kos  the  NSA  received  evidence  of  the  alleged  correspondence  addressing  the  other  concerns  Snowden  outlines  here?  If 
so,  were  tne.se  disclosures  documented  verba ffy  or  in  writing? 


Will  the  NSA  release  these  emails,  or  other  emails  from  Snowden,  if  they  exist?  If  so,  when? 


From:  Green  Miller,  Marci  L  [mlgree2@nsa.gov1 
Sent:  Thursday,  May  29,  2014  9:59  AM 
To:  Dana  Liebelson;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAOMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EOT) 
Hi. 

We  have  the  below  in  response  to  your  query. 


NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed,  rhe  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuses  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted*  The  e-roiil  will  fte  released  letter  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
_n  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

fl## 

/ 

l 

Approved  for  Release  by  NSA  on  07-28-2015.  FOiA  Case  #  781371 
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Marci  6'rt’en  Mi  Her 

i-JSA  Public  and  Media  Affair-5  Office 

443-634-0721 


From;  Dana  LfebeJson  \  m  a  rl  to :  d  1 1  cba  I  Lion  @  m  othe  ri  ones,  com] 

Sent:  Thursday,  May  29r  2014  9.:  54  AM 
To:  Vines,  Van.ee  M 
Cc:  n^apao 

Subject;  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 

Good  morning!  In  the  NBC  interview  last  night  Mr.  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources11  that  before  Snowden  went  to  the  press,  be  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors.  In  the  past,  Mr.  Clapper  has  denied  this  is  the  case, 
iiavcn  t  heard  anyone  report  the  NSA’s  side  on  this  apparent  contradiction,  and  I'd  like  to  do  so. 

Does  the  NS  A  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internal  lv  in  writing 
before  going  to  the  press?  Why  or  why  not?  '  a 

It  not,  why  did  Mr.  Clapper  say  so  previously? 

Thank  you  for  your  time. 

Best. 

Dana 

Dana  Liebelson 

Staff  Reporter:  Mother  Jones 

Freelance:  The  Week 

Phone :  (202)  3 47-23 97  EX  3  007 

Twitter:  @dliebelson 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller.  Marci  L 
Thursday,  May  29.  2014  2:34  PM 
'Susan  Crabtree 
rt$apao 

RE:  If  you  have  released  the  snowden  email. ,, 


fb) (3)  P.L.  86-36 


Heree’mail  *nd  Stateflient  are  0rt  IC  on  the  Record  and  wili  so™  posted  to  nsa.gov. 

http:  /  /iconthgreco  rd.tufliblr.roin/ 
v/r 

Marc i  Green  Milter 

N5A  Public  and  Media  Affairs  Office 

443-634-0721 


From:  Susan  Crabtree  [ m ajMiscra buee@ wash inctonexammer. com] 
Sent:  Thursday.  May  29,  2014  2:33  PM 
To:  nsapao 

Subject:  If  you  have  reteased  the  snowden  emaif,,. 

Can  you  pi  ease  send  il  along... 

or  direct  me  to  the  place  on  your  website  where  I  could  find  it. 
Thanks, 

Susan  Crabtree 

White  House  Correspondent 

Washington  Examiner 
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" (b) (3) -P,L,  86-36 


Green  Miller,  Marci  L 
Thursday,  May  29,  2014  1:50  PM 
'Nakasbima.  Ellen  M' 
rrsapac:  DL  PAOMedia 
RE:  NBC  claims 


Attribution  -  Statement  from  the  NSA  Public  Affairs  Office.  If  you  need  a  name,  feel  free  to  use  mine 
Off-the-record  -  the  statement  covers  those  issues.  Yes. 


From:  Nakashima,  Ellen  M  pn.ailto:E!len  Nakaahima@washnnqt.rnml 
Sent:  Thursday,  May  29,  2014  1:46  PM 
To:  Green  Miller,  Marci  L 
Subject:  RE:  NBC  claims 

Is  this  attributable  to  you  by  name?  And  are  you  saying  you  have  found  nothing  to  indicate  he  went  to  the 
Office  of  Compliance? 

Also,  have  you  spoken  to  all  his  superiors  about  concerns  he  says  he  raised  verbally? 

Thanks,  Ellen 


From:  Green  Miller,  Marci  L  <mlRree3@riSd.eov> 

Sent:  Thursday,  May  29,  2014  1:01  PM 

To:  Nakashima,  Ellen  M 

Ct:  nsapao;  DL  P  AO  Media 

Subject:  NBC  claims 


From: 

Sent: 

To: 

Co: 

Subject: 


Ellen  - 


Hi  Ellen, 

Understand  that  you  were  asking  about  the  email  in  question  from  last  night's  NBC  interview..  We  have  the  below. 


NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
o  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed,  ^ the  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
■.iL-use^  but  posed  a  legat  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow- up  noted*  The  e-mail  will  be  released  later  today* 

T'-.ere  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
-hUtlebWr  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
ir:  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

nmt 
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ward  6reen  wiLier 

‘iSA  Public  and  Media  Affairs  Office 

443-634-0721 


iVTorCi'  Green  MiUer 

Public  Affairs  Specialist 
NSA  Public  &  Media  Affairs 
Media  line:  443-634-0721 
Dived  Sine:  443-634-069$ 


follow  tfflNSA  PAG  on  Twitter 

Like  the  National  Cryaloloeic  Museum  on  Face  book! 


DOCID:  4228691 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miner.  Marci  L 
Thursday,  May  29,  2014  2:21  PM 
'Nakashrma,  Ellen  M* 
rrsapao;  QL  PAOMedie 
RE  NBC  claims 


"{b)  (3-)-P.L.  36-36 


The  email  is  on  the  below  website  now  - 
http  ://Lco  n  \  h  e  re  co  rd  - 1  u  m  blr.com/ 

And  will  be  available  on  www.ns3,£ov  shortly . 


From:  Nakashima,  Ellen  M  [  m  a  i  I  to :  E I  ien .  Na  kas  h  jma  £jl  wa  shnost .  com] 

Sent:  Thursday,  May  29,  2014  1:46  PM 
To:  Green  Miller,  Marci  L 
Subject!  RE:  NBC  claims 

Is  this  attributable  to  you  byname?  And  are  you  saying  you  have  found  nothing  to  indicate  he  went  to  the 
Office  of  Compliance?  ' 

Also,  have  you  spoken  to  ail  his  superiors  about  concerns  he  says  he  raised  verbally? 

Thanks,  Ellen 


From:  Green  Miller,  Marci  l  <mtgree3@n$a-gov> 

Sent:  Thursday,  May  29,  2014 1:01  PM 
To:  Naka$hima,  Ellen  M 
Cc;  nsapao;  DLPAOMedia 
Subject:  NBC  claims 

Hi  Ellen, 

Understand  that  you  were  asking  about  the  email  in  question  from  last  night's  NBC  interview.  We  have  the  below. 


MSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abus^  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today, 

: here  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

1W# 


i 

approved  for  Release  by  NSA  on  07-28-2015.  FOIA  Case  #781371 


DOCID:  4228691 

v/r 

Hard  Green  Miller 

NSA  Public  and  Media  Affairs  Office 

443^634-0722 


Marci  Green  Miller 
Public;  Affairs  Specialist 
NSA  Public  Si  Media  Affairs 
Media  line:  443^634-0721 
Dire  a  line  443-634-0695 

Follow  rg  N 5 A_P AQ  on  Twitter 


Like  the  National  Crygtologjc  Museum  on  Facebook 


POCID:  422869? 

(b)  (3)-P-:L-  8  6-36 


Ferran,  Lee  H  [Lee.H.Fejran@abc.com] 
Thursday,  May  29,  2014  1  16  PM: 

Green  Miller  Marci  L 
nsapao,  DL  PAOMedia 
RE;  NSC  email  claim 


Great,  thanks  Mard- Were  there  any  emails  to  the  office  of  oversight  end  compliance,  as  Snowden  stated?  Or  to 
anyone  else  in  the  N5A  from  Snowden  raising  concerns? 


From:  Green  Miller,  Marci  L  f mailto :  mlo ree3 @ nsa . gov} 
Sent:  Thursday,  May  29,  2014  1:10  PM 
To:  Ferran,  Lee  H. 

Ce;  nsapao;  DL  PAOMedia 
Subject:  NSC  emaiJ  claim 

Hi  Lee, 


From: 

Sant: 

To:; 

Cc: 

Subject: 


Understand  that  you  were  asking  about  the  email  in  question  from  last  night's  NBC  interview.  We  have  the  below. 


N$A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse ^  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  he  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  hirr 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

v/r 

Horc  L  Gregn  Hitler 

MSA  Public  and  Media  Affairs  Office 

443-634-0721 
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From: 

Sent: 

To: 

Co: 

Subject: 


Green  Miller,  MarcE  L 
Thursday,  May  29,  2014  2:21  PM 
'F  error.  j_ee  H  ' 
nesuso;  DL  PAOMedia 
RE:  NBC  err  ail  claim 


fb)  C 3 > -p . l .  86-as 


The  email  is  on  the  below  website  now  - 
=T-tp  ://ico  n  th  e  r  eco  rd .  t  u  m  h  [  r .  com  / 


And  will  be  avaiFable  on  www,nsa.^ov  shortly. 


Fro  ms  Ferran,  Lee  H.  i  ma  i  I  to :  Lee .  H .  Fe  r  ran  @a  bccom] 

Sent:  Thursday,.  May  29,  2014  1:16  PM 
To:  Green  Miller,  Marci  L 
Cc:  nsapao;  DL  PAOMedia 
Subject:  RE:  NBC  email  claim 

Great,  thanks  Mard  -  Were  there  any  emails  to  the  office  of  oversight  and  compliance,  as  Snowden  stated?  Or  to 
anyone  eise  in  the  N5A  from  Snowden  raising  concerns? 

From:  Green  Miller,  Marci  L  [ nig Wjp ; m fa ree 3 @n sa .gov] 

Sent:  Thursday,  May  29,  2014  1:10  PM 
To:  Ferran,  Lee  H. 

Cc:  nsapao;  DL  PAOMedia 
Subject:  NBC  email  claim 

Hi  Lee, 


Understand  that  you  were  asking  about  the' email  in  question  from  last  night's  NBC  interview.  We  have  the  below. 


WSA  has  now  explained  chat  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  lust  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse;,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed-  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr  +  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations,  we  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

nti# 


vf  r 

Marci  Green  Ml  tier 

NSA  Public  and  Media  Affairs  Office 

4^3- 634-072! 

approved  for  Release  by  NSA 
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(bj  [3)  -  F  ,  L  .  88-36 


From: 

Sent: 

To: 

Co: 

Subject: 


Vines,  Vanee  M 
Friday,  May  23,  2014  9:17  AM 
'Matthew. Cole@nbcuni  com':  'Shawn.  Turnei 
DL  F  AO  Media;  'DNJ-Meaia@dni.gov1,  nsapso 
Re:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Whet  do  you  mean?  An  email  about  “what*?  Have  you  seen  Mr  Gall  man’s  story  from  December?  This  is  what  we  said 
then  in  response  to  the  allegations  that  Mr  Gditfan  reported  on: 

After  extensive  investigation^  including  interviews  with  his  Former  NS  A  supervisors  and  co-workers,  we  have  not  found 
any  evidence  to  support  Mr.  Snowden's  contention  that  Fie  brought  these  matters  to  anyone's  attention? 


HI  call  soon.  Thx! 


FOSA(b)3  -  50  use  403g  Section  6  of  the  CIA  Act  of  1949 
OCA 


From:  Cole,  Matthew  (NBCU  reversal)  [ma  i  I  to :  Ma  tthew .  Col  e@n  bcu  n  i .  co  m  ] 
Sent:  Friday,  May  23,  2014  09:07  AM  __ 

To:  Vines,  Vanee  M;  'Shawn.Tufnel^  <  Shawn  ,T  urnW 


Cc:  DL  P  AO  Media;  'DNI-Media@drii.gc>vr  <  p  NI-Medi  a@d  ni  .o  o  v  > ;  nsapae 
Subject:  RE:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

Let  $  start  with  this  oneh  but  I  will  still  need  to  have  a  follow  up  phone  conversation. 

Can  the  N$A  and/or  DNI  qorifirm  or  deny  that  Mr.  Snowden  sent  emails  to  the  NSA'sOGC  or  any  other  internal/agency 
legal  compliance  body? 


NBC  News  is  aware  that  in  the  past  NSA  has  denied  that  they  can  find  any  such  emails. 


IFram;  Vines,  Vsnee  M  fma  i  I  to :  vm  vine  3  ns  a  .gov] 

Sent:  Friday,  May  23,  2014  3:52  AM  _ _ 

To:  Cole,  Matthew  {NBCUniversal);  'Shawn. Turner 
Cc:  Dl  PAOMedia;  'DNI  -  Med iafSsdni.gov1;  nsapao 
Subject:  Re:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


Will  call  But  can  you  also  puf  it  in  writing  now  so  that  we  can  work  it  faster?  Writing^  easier.  Thx; 


From:  Cole,  Matthew  (NECUniversal)  fm  ai)to :  M  a  tthew.  Cole-fo  n  bcu  n  i .  oaml 
Sent:  Friday,  May  23,  2Q14;08:42  AM 


To:  Shawr  .Turnen 


< Shawn  .Turnei 


Subject:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


;  Vines,  Vanee  M 


Shawn  and  Vanee, 


Approved  for  Release  by  NSA 
on  07-28-2015,  FOIA  Case# 
78137 _ 
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as  you  may  have  seen,  NBC  News  will  be  airing  a  long  interview  with  Edward  Snowden.  -Given  that  he  makes  plenty  of 
cbims  in  the  interview,  I  have  the  enviable  job  of  checking  the  veracity  of  said  claims.  Is  it  possible  to  discuss  by  phone 
at  your  earliest  convenience.  I  have  initial  inquiry,  then,  by  mid  day,  J  should  have  the:  final  3  cr4. 


Regards, 


Matthew  Cole 
Investigative  Producer 
NBC  News 
30  Rockefeller  pi?a 
New  York,  NY  10112 

□  ■212-664-2047 
C: 


(b)  (6) 
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£b)  ( 3)  -  ? ,  L ,  06-36 
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From: 

Sent; 

To: 

Co: 

Subject: 


Cole,  Matthew  (NBCUniversal)  [MaUhew.Co3e@nbouni.oofn] 

Friday,  May  23,  2014  9:08  AM _ 

Vines,  Vanee  M;  'Shawn. Turner] 

DL  F  AO  Media,  'DNI-MeGje^bnVgov'.  nsapao 
RE:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 


let  s  start  with  this  one,,  but  i  will  stul  need  to  have  a  follow  up  phone  conversation. 

Can  the  N5A  and/e>.r  DNI  confirm  or  deny  that  Mr,  Snowden  sent  emails  to  the  htSA's  OGCor  any  other  interna  I/agency 
legaE  compliance  body? 


NBC  News  rs  aware  that  in  the  past  N5A  has  denied  that  they  can  find  any  such  emails. 


From;  Vines,  Vanee  M  [  rna  i  I  to :  vm  vine  3@  n  sa  .ciq  v] 

Sent;  Friday,  May  23 ,  20 14  Si 52  AM  >— - 

To:  Cote,  Matthew  (NBCUniversal);  'Shawn. Turner 
Cc:  DL  P  AO  Media;  'DNI-Media@dni.gov';  nsapao 
Subject:  Re:  NBC  NEWS/  EDWARD  SNOWDEN  INQUIRY 

Will  call  But  can  you  aiso  put  it  in  writing  now  so  that  we  can  work  it  faster?  Writing  is  easier.  Th*. 

FOiA{b)3  -  50  dSC  4030  Section  6  of  the  CIA  Act  of  194B 
v  .  '  OGA 


From:  Cole,  Matthew  (NBCUniversaF)  f marito : M atthew.Cd&@nbami  com) 
Sent:  Friday,  May  23.  2014  OS; 42 -AM 

To:  Shawn, Jurnei  <Shawn,Turnei|  :  Vines,  Vanee  M 

Subject:  NBC  NEWS/  tUWARD  S  NOWDENlN  6  Ui  ftY 


Shawn  and  Vanee, 


As  you  may  h^ve  seen,  NBC  News  will  be  airing  a  !ong  interview  with  Edward  Snowden.  Given  that  he  makes  plenty  of 
c^’ ms  in  the  interview,  I  have  the  enviable  job  of  checking  the  veracity  of  said  claims.  Is  it  possible  discuss  by  phone 
your  easiest  convenience.  I  have  initial  inquiry,  then,  by  mid  day,  I  should  have  the  finai  3  or  4. 

Regards, 


Matthew  Cole 
investigative  Producer 
NBC  News 

30  Rockefeller  Plza  (k) 

New  York,  NY  10112 

O:  212-564-2047 


DOCID:  4228696 


(b)(3-)-P.L*  df>-36 


From; 

Sent: 

To: 

Subject: 


Cox.  Oliver  (ISfBC Universal)  (Oliver.  Cox@rrbcuni  com] 

FrkJay:  M ay  30,  2D14  5:44  PM 

nsapac 

RE:  ISiBC  NighJly  News  -  rooking  for  a  statement 


Aiso,  if  you  had  someone  who  can  talk  to  Andrea  Mitchell  before  6:30  -  she  can  be  reached  at  202-855-4535 


From:  Cox,  Oliver  (NBCUni  versa!) . 

Sent:  Friday,  May  30,  20 14  5:30  PM 
To:  'nsapao@rtsa.govr 

Subject:  NBC  Nightly  News  -  looking  for  a  statement 
To  whom  it  may  concern. 

My  name  rs  Oliver  Cox  I  am  working  with  Andrea  Mitchell  on  a  spot  for  Nightly  News  TONIGHT,  we  are  on  deadline  and 
we  go  to  a  ir  at  G:3Gpmr  N  BC  obta  ined  a  letter  from  Edward  Snowden  (Beiow)  and  we  wanted  to  get  your  reaction  before 
Nightly  News.  Here's  Edward  Snowden's  letter: 

"The  NSAns  new  discovery  of  written  contact  between  me  and  its  lawyers  -  after  more  than  a  year  of  denying  any  such 
contact  existed  -  raises  serious  concerns.  It  reveals  as  false  the  NSA's  claim  to  Barton  Gellman  of  the  Washington  Post 
in  December  of  last  year,  that  &quot;after  extensive  investigation,  including  interviews  with  his  former  NSA  supervisors 
and  co  -workers,  we  have  not  found  any  evidence  to  support  Mr.  Snowden's  contention  that  he  brought  these  matters 
to  anyone's  attention.&quot; 

Today's  release  is  incomplete,  and  does  not  include  my  correspondence  with  the  Signals  fnteliigence  Directorate's 
Office  of  Compliance,  which  believed  that  a  classified  executive  order  could  take  precedence  over  an  act  of  Congress, 
contradicting  what  was  just  published.  It  also  did  not  include  concerns  about  how  indefensible  collection  activities  - 
such  as  breaking  into  the  back-haul  communications  of  major  US  internet  companies  -  are  sometimes  concealed  under 
E.Q.  12333  to  avoid  Congressional  reporting  requirements  and  regulations. 

^ the  White  House  is  interested  in  the  whole  truth,  rather  than  the  NSA's  dearly  tailored  and  incomplete  leak  today  for 
a  political  advantage,  it  will  require  the  NSA  to  ask  my  former  colleagues,  management,  and  the  senior  leadership  ■ 
team  about  whether  I,  at  any  time,  raised  concerns  about  the  NSA's  improper  and  at  times  unconstitutional 
surverlfance  activities.  IE  wilf  not  take  iong  to  receive  an  answer. 

Ultimately,  whether  my  disclosures  were  justified  does  not  depend  on  whether  s  raised  these  concerns  previously. 
That's  because  the  system  is  designed  to  ensure  that  even  the  most  valid  concerns  are  suppressed  and  ignored,  not 
acted  upon,  The  fact  that  two  powerful  Democratic  Senators  -  Ron  Wyd-en  and  Mark  Udali  -  knew  of  mass  surveillance 
that  they  believed  was  abusive  and  felt  constrained  to  do  anything  about  it  underscores  how  futile  such  internal  action 
is  --  end  will  remain  --  until  these  processes  are  reformed. 

Still,  the  fact  is  that  I  did  raise  such  concerns  both  verbally  and  in  writing,  and  on  multiple,  continuing  occasions  -  as  I 
have  always  said,  and  as  NSA  has  always  denied.  Just  as  when  the  N5A  claimed  it  followed  German  laws  in  Germany 
onty  weeks  before  it  was  revealed  that  they  did  not,  or  when  NSA  said  they  did  not  engage  in  economic  espionage  a 
few  short  months  before  it  was  revealed  they  actually  did  so  on  a  regular  and  recurring  basis,  or  even  when  NSA 
claimed  they  had  &quot;no  domestic  spying  program&quGt;  right  before  we  learned  they  collected  the  phone  records 
of  every  American  they  could,  so  loo  are  today's  claims  that  &quot;tbis  is  only  evidence  we  have  of  him  reporting 
concerns&quot;  false. 


] 
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Now  that  they  have  finally  begun  producing  emails,  !  am  confident  that  truth  wifi  become  dear  rather  sooner  than 
later/’ 

mu 


Oliver  Cox 
Researcher 
NBC  News 
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DOCID:  4228697 


(b)  (3}-P.L.  R6-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Marci  L 
Thursday.  May  29;  2014  2.22  PM 
Vines,  Vanee  M;  'Sullivan,  Eileen1 
1  kdifanian@ap.org1;  nsapac 
RE;  NSA/today'a  release 


The  email  is  on  the  below  website  now  — 


httpV/icontberecord.  t:  umblr.com/ 


And  will  be  available  on  www.nsa.gicw  shortly. 


From:  Vines,  Vanee  M 

Sent;  Thursday,  May  29,  2014  1:47  PM 

To:  'Sullivan,  Eileen' 

Cc:  'kdilanian^ap.Ofg';  nsapao 
Subject:  NSA/ tod  ay’  s  release 


Pfaase  see  the  item  below.  Also,  we'll  post  more  soon.  Please  stand  by. 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  no*  add-itionaS  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  hfm  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 


Vanee'  Vines 

Pubi:c  AFfairs  Specialist 

NSA  Public  &  Media  Affairs 

NEW'*W* Media  line;  443-634-0721 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Marci  L 
Thursday,  May  29,  2014  2  25  RM 
'Brett  LoGluratc1;  Vines.  Vanee  M 
nsapao 

RE  Quick  questson 


(h) (3) -P.L.  S6-36 


The:  email  is  on  the  below  website  now  - 
http://icontherecord.tu  m  bl  r  .com/ 

And  will  be  available  on  www.nsa.gg y  shortly. 


From:  Brett  LoGiurato  fma  1 1  to :  bl  oq  i  ura  lota1  b  u  si  ne  ssj  ns  id  er .  com] 
Sent:  Thursday,  May  29,  2014  2:22  PM 
To:  Vines,  Vanee  M 
Cc:  nsapao 

Subject:  Re:  Quick  question 
Thanks. 


On  1  hu?  May  29,  2014  at  2: 1 5  PM,  Vines,  Vanee  M  <Vm\ inejj@nsa^gOj >  wrote: 


Start: 


NSA  has  now  expla inert  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 


There  ere  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  daim$. 


mtu 


Approved  for  Release  by  NSA  on: 
D7-2S-2015.  FOfA  Case  #781371 


DOCID:  4228698 

Vs^ee'  Vih$& 

Public  Affairs  Specialist 
NSA  Public  &.  Media  Affairs 

Media  line.  443-834-0721 


From;  Brett  LoGSu  rate  [  m aflto :  blog  iuraloffib  using  ssi  n^id  er,  com  ] 
Sent;  Thursday,  Hay  29,  2014  2: 13  PH 
To;  nsapao 

Subject:  Quick  question 


Hi  -- 


My  name  is  Brett,  and  I'm  a  reporter  with  Business  I  insider.  Could  I  get  your  statement  re:  Mr.  Snowden's  email  he 
discussed  last  night  on  NBC?  Also  wanted  to  be  sure  i  was,on  your  list  to  receive  ;he  actual  email  when  it  is  released. 


Thanks! 


Brett  LoGiurato 

Political  Reporter  Business  Insider 

. - .  .  . - . . - .  . - .  . . - . • .  . . m  m 

www.bLisinessinsider.com/polilics 
@L?reuLoG  i  umio 


Brett  LoGiurato 

Political  Reporter  I  Business  Insider 

1  . . - .  ' .  . .  ■■  . .  ■ . -  . ""  "  . .  (b)  {6) 
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Sfc  B  rettLoCf  l  main 


DOCID:  4228699 


From: 

Sent: 

To: 

Cc: 

Subject: 


Brett  LoGiurato  [blogiurato@busirie&s in sider.com] 
Thursday,  May  29,  2014  2:22  PM 
Vines,  Vanee  M 
risapao 

Re:  Quick  question 


(b)  £3)  P. L.  86-36 


Thanks. 


On  Thu,  May  29,  201 4  at  2: 1 5  PM.  Vines,  Vance  M  <  vm  v  i  ne3  @rtsa  -  go  v>  wrote: 


Start: 


MSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-nnaif  will  be  released  later  today. 


There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 


fffi fl 


Vaiiee*  Vines 
P u b ■: c  Affasrs  Specialist 
MSA  Public  &.  Media  Aftaks 
New*1**™** "Media  line:  443-634-0721 
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From:  Brett  LoGiurato  fmai  Ito :  b  loot  u  ra  to  @  bus  i  n  cssins  ide  r .  co  nd 
Sent;  Thursday,  May  29,  2014  2;  13  PM 
To:  nsapao 

Subject:  Quick  question 


Hi 


My  name  is  Brett,  and  I’m  a  reporter  with  Business  Insider,  Could  I  get  your  statement  re:  Mr.  Snowden's  email  he 
discussed  last  night  on  NBC?  Also  wanted  to  be  sure  1  was  on  your  list  to  receive  the  actual  emaii  when  it  is  releasee. 


Thanks! 


Brstt  LoGiurato 


Political  Reporter  \  Business  Insider 


<b)  (6) 


www.hu sincssinsidor.com/polLtics 
G-BreULoGiorato 


Broil  l  oGiurato 

Political  Rod  Drier  I  Business  Insider 


www  .bus  i  nex  sinsider.eom/polltjcs 
@BrejtLgG  i  u  rate 


. tb)  (6} 
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DOCID:  4228700 


From: 

Sent: 

To: 

Subject: 

Vines  Vanee  M 

Thursday,  May  29:  2014  2:16  PM 
"Brett  LoGiuraiok  nsapao 

RE:  Quick  question 

Start: 

N5A  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  ^ust  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 


■  here  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  refated  to  his  claims, 


##ff 


Vanes'  Vines 

Dubbe  Affairs  Specialist 

NSA  Public  *&  Media  Affairs 

NEW^^^^Media  line:  443-634-0721 


From:  Brett  LoGiurato  [mail to = bid i i u ru to b u si n ess i n c ~ d c r  cc-rrf 
Sent:  Thursday,  May  2%  2014  2:13  PM 
To:  nsapao 

Subject:  Quick  question 

Hi  -- 

My  name  is  Brett,  and  I'm  a  reporter  with  Business  Insider.  Could  I  get  your  statement  re:  Mr.  Snowden's  email  he 
discussed  last  nigh:  on  NBC?  Also  wanted  to  be  sure  I  was  on  your  list  to  receive  the  actual  email  when  it  is  released. 

Thanks! 


Brett  LoGiunik) 

Political  Reporter  |  Business  Insider 


i 
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DOCID:  4228701 

I  ■"  " (b)(3)-P.L.  86-36 


Dana  Lebeison  Jdliebel5on@motherjGnes.com] 

Thursday,  May  29,  2014  1:50  PM 
Green  Miller,  Marci  L  V?nes,  Vanee  M 
n^apao;  DL  PAOMedis 

RE.  Quick  question  about  MBC  interview  last  night  [Deadline:  2  PM  EOT) 


From: 

Sent: 

To: 

Cc: 

Subject: 


Additionally,  could  I  receive  a  copy  of  that  email  when  it  is  released,  or  be  notified?  What  time  do  you  expect  it  to  be 
released? 

Thanks, 

Dana 


From:  Dana  Uebelson 
Sent:  Thursday,  Hay  29,  2014  10:03  AM 
To:  Green  Miller,  Hand  t;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAOMedia 

Subject;  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EOT) 
Thank  you  March 


From:  Green  Miller,  Marti  L  [mJgree3@insa.gov] 

Sent:  Thursday,  May  29,  2014  9: 59  AM 
To:  Dana  Uebelson;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAOMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  {Deadline:  2  PM  EDT) 

Mi. 

We  have  the  below-  in  response  to  your  query. 

dSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse j  but  posed  a  legal  question  that  the  Office  of  General  -Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

here  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations*  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas,  and  to  date  have  not  discovered  any  engagements  related  to  his  claims, 

UtW 

v/r 

Marci  Green  Mi  iter 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


Fro  in:  Dana  LiebeJson  f  ma  [  I  Lc :  d  I  i  ebe  Ison  ijcD  m  o  hie  no  n  es.  co  m  ] 

Sent:  Thursday,  May  29r  20l4  9:54  AM 
To:  Vinos,  Vanee  M 
Cc:  nsapao 

Subject:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PH  EDT) 

i 


Approved  for  Release  by  NSA : 
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Good  morning!  In  the  NBC  interview  last  night,  Mr;  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources'  that  before  Snowden  went  to  the  press,  he  repented  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors.  In  tire  past,  Mr.  Clapper  has  denied  this  is  the  case. 
I  haven't  heard  anyone  report  the  NS  A  '5  side  on  this  apparent  contradiction,  and  I'd  like  to  do  so. 

Does  the  NS  A  deny  that  Snowden,  filed  concerns  with  intelligence  agency  supervisors  internally,  in  writing, 
before  going  to  the  press?  Why  or  why  not? 

It  not,  why  did  Mr.  Clapper  say  so  previously? 

Thank  you  for  your  time. 

Best, 

Dana 

Dana  Licbelson 

Staff  Reporter:  Mother  Jones 

Freelance:  The  Week 

Phone:  (202)  347-2297  L-X  3007 

Twitter:  @dliebelson 
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DOCID:  4228702 


(b) (3)  P.L,  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


Dana  Liebelson  rdSiebeison@moiherjon-es.com] 

Thursday,  May  29.  20t4  1  03  PM 
Green  Miller  Mard  L;  Vines  Vanee  M 
nsapao;  DL  P  AO  Madia 

RE;  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDI) 


Thank  you  Mural 


Froms  Green  Hiller,  Marti  L  [mlgree3@nsa.gov] 

Sent:  Thursday,  May  29,  2014  9:59  AM 
To:  Dana  liebelson;  Vines,  Vanee  M 
Co:  nsapao;  DL  PAOMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 

Hi. 

We  have  the  below  in  response  to  your  query. 

NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse^  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed-  There  was  not 
additional  follow-up  noted.  The  6-mail  will  b6  released  later  today + 

i  here  are  numerous  avenues  that  Nr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  Indications  of  outreach  from  him 
in  those  areas  and  to  date  have  riot  discovered  any  engagements  related  to  his  claims. 


v/r 

/Wcrrci  Green  Mil  ter 

MSA  Public  and  Nedia  Affairs  Office 

443-634-0721 


From:  Dana  LEebelson  fmailto : dire belsoo @ m ctherio nes.com] 

Sent:  Thursday,  May  29,  2014  9:54  AM 
To:  Vines,  Vanee  M 
Ce:  nsapao 

Subject:  Quick  question  about  NBC  interview  East  night  (Deadline:  2  PM  EDT) 

Good  morning!  In  the  NBC  interview  last  night,  Mr.  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources"  that  before  Snowden  went  to  die  press,  he  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors.  In  the  past,  Mr.  Clapper  has  denied  this  is  the  ease. 
I  haven't  heard  anyone  report  the  NSA's  side  on  this  apparent  contradiction,  and  I'd  like  lo  do  so. 

Does  the  NS  A  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internal  I  y?  in  writing,- 
before  going  to  The  press?  Why  or  why  not? 

If  noL.  why  did  Mr,  Clapper  say  so  previously? 


Approved  for  Release  by  NSA  on1 
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Thank  you  for  vour  lime. 

Best, 

Dana 

Dana  Liebelson 
Staff  Reporter:  Mother  Jones 
Freelance:  The  Week 
Phone:  (202)  347-2397  EX  3007' 
Twitter:  @d!iebdson 

I 
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DOCID:  4228703 


■■"(b)  {3)|*P.L.  36-36 


Ftom:  Green  Miller,  Mami  L 

Thursday,  May  29,  2014  12:59  PM 

To:  'Dana  Uebeison';  Vines,  Vanee  M 

Cc:  __  nsapao,  DL  FAOMedia 

Subiect:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  ED7) 


Hi. 


We  have  the  below  In  response  to  your  query. 

NSA  has  now  explained  that  they  have  fou-nd  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed +  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse j  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

hare  are  numerous  avenues  that  J4r.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any. engagements  related  to  his  claims. 

ttUU 

v/r 

Marc i  Green  MU  ter  ( 

NSA  Public  and  Media  Affairs  Office 
443-634-0721 


From:  Dana  Liebelson  [  m  a  tUo :  d  1 1  ebe  Ison  &  m  othe  ri  o  nes.  com  1 
Sent:  Thursday,  May  29,  2014  9:54  AM 
To:  Vines r  Vanee  M 
Cc;  nsapao 

Subject:  Quick  question  about  NBC  interview  last  night  {Deadline:  2  PM  EDI) 

Good  morning!  In  Ihe  NBC  interview  last  night  Mr.  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources 11  that  before  Snowden  went  to  the  press,  he  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors.  In  Lhe  past,  Mr.  Clapper  has  denied  this  is  the  case. 

I  haven't  heard  anyone  report  the  MSA's  side  on  this  apparent  contradiction*  and  I'd  like  to  do  so. 

Does  lhe  NSA  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internally*  in  writing* 
before  going  to  the  press?  Why  or  why  not? 

If  not,  why  did  Mr,  Clapper  say  so  previously? 

Thank  you  for  your  time. 

Bcsl 

Dana 

Dana  Liebelson 

approved  for  Release  by  NSA  on' 
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DOCID:  4228703 

Staff  Reporter:  Mother  Jo  ties 
Freelance:  The  Week 
Phone:  (202)  347-2397  BX  3007 
Twitter:  @dliebe!soti 


DOCID:  4228704 


From: 

Sent: 

To: 

Cc: 

Subject: 


"  (b)  (3) "?tL, 


Green  Miller,  Marci  L 
Thursday,  May  29  2014  2:21  PM 
'□ana  Liebelson';  Vine$:  Varree  M 
nsapao;  DL  P  AO  Media 

RE:  Quick  question  about  NBC  interview  last  nrcht  (Deadline-  2  PM  EOT) 


S6-3G 


The  emaiiis  on  the  below  website  now  - 

http:/ Acontheracord-tu  mbk.comy 

And  will  be  available  on  www.nsg.gov  shortly. 


From:  Dana  Uebelson  [ m a r! to : d I iebe Ison @ m otho rj ones. co m ] 

Sent:  Thursday,  May  29,  2014  1:50  PM 
To:  Green  Miller,  Marcs  L;  Vines,  Vanee  M 
Cc:  nsapao;  DL  P  AO  Media 

Subject:  RE:  Quick  question  about  NBC  interview  fast  night  (Deadline:  2  PM  EDT) 

Additionally,  could  I  receive  a  copy  of  that  email  when  it  is  released,  or  be  notified?  What  time  do  you  expect  it  to  be 
released? 

Thanks, 

Dana 


From:  Dana  Liebelson 
Sent:  Thursday,  May  29,  2014  10:03  AM 
To:  Green  Miller,  Marci  L;  Vines,  Vance  M 
Cc:  nsapao;  DL  PAOMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 
Thank  you  Marci! 


From:  Green  Miller,  Marci  L  [mlgree3@nsa.gov] 

Sent:  Thursday,  May  29,  2014  9:59  AM 
To;  Dana  Liebelson;  Vines,  Vanee  M 
Cc:  nsapao;  DL  PAOMedia 

Subject:  RE:  Quick  question  about  NBC  interview  last  night  (Deadline:  2  PM  EDT) 

Hi. 

We  have  the  below  in  response  to  your  quesry. 

N5A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  gust  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse *  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  bo  released  later  today. 

There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims* 

l  hoproved  for  Release  by  NSA  on 
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### 

v/r 

Marci  Green  Miller 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


From:  Dana  Liebebon  f ma jjto  dj iebeiiso r i fajjiTOEh eriones .ccm ] 

Sent:  Thursday,  May  29 f  2014  9:54  AM- 
To:  Vines,  Vanee  M 
Cc:  nsspao 

Subject:  Quick  question  about  NBC  interview  last  night  {Deadline:  2  PM  EDI) 

Good  morning!  In  the  NBC  interview  last  night,  Mr,  Williams  said  that  the  network  had  confirmed  "with 
multiple  sources  that  before  Snowden  went  to  the  press,  he  reported  the  surveillance  that  he  believed  to  be 
problematic  internally  with  intelligence  agency  supervisors,  In  the  past,  Mr,  Clapper  has  denied  Lhis  is  the  ease, 
1  haven't  heard  anyone  report  the  NSA  s  side  on  this  apparent  contradiction-  and  I'd  like  to  do  so. 

Docs  the  NSA  deny  that  Snowden  filed  concerns  with  intelligence  agency  supervisors  internally,  in  writing, 
be  Tore  going  to  the  press?  Why  or  why  not? 

If  not,  why  did  Mr,  Clapper  say  so  previously? 

Thank  you  for  your  time. 

Best, 

Dana 

Dana  Lie  be!  son 
Stall  Reporter:  Mother  Jf ones 
Freelance:  The  Week 
Phone:  (202)  347-2397  EX  3007 
Twitter :  @d  1 1  ebelson 
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DOCID:  4228705 


.....  ■■■■  -  .  --  (h)  (3} — P-L,  86-36 

From: 

Brett  LoGiurato  [blogiurata@busines&insider.coiri] 

Sent: 

Thursday,  May  29,  2014  3:37  PM 

To: 

Green  Miller,  Marci  L 

Cc: 

Vines,  Van.ee  M;  nsapao 

Subject: 

Re  Quick  question 

Got  it.  Thanks! 

On  "l  hu,  May  29,  2014  at  2:25  PM,  Green  Miller,  Marci  L  <n  1 1  g rec 3 @.n sa . go  v>  wrote: 
The  email  is  on  the  below  website  now  - 


hue  //icanthereco rd Aunnblr.com/ 


And  will  be  available  on  www.iisa.gov  shortly. 


From:  Brett  LoGi  urate  f  ma  i  Ito :  b  lofj  i  u  ra  to(£i  b  u  si  ness  i  n  ssder.oQrril 
Sent:  Thursday,  May  29,  2014  2:22  PM 
To:  Vines,  Vanee  M 
Cc:  nsapao 

Subject:  Re:  Quick  question 


'['hanks. 


On  Thu,  May  29,  2014  at  2:15  PM,  Vines,  Vanee  M  <v m  v \ n eo @n sa .  go v>  wrote: 
Start: 


NS  A  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted  The  e-mail  will  be  released  later  today. 

Approved  for  Release  by  NSA  on 
D7-28-2015.  FO!A  Case  #781 37 


DOCID:  4228705 

I  Mere  ace  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns'or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 


mtt 


Vanee'  Vines 

Public  Affa  -s  Specialist 

NSA  Public  &  Media  Affairs 

NEW*‘*“"*'?*Media  tine.  443-634-0721 


From:  Brett  LoGi urate  [  msi  Ito .  b  loo  i  u  rato@  bus  i  n  essins  i  de  ncom  j 
Sent:  Thursday,  May  29,  2014  2:13  PM 
To:  nsapao 

Subject:  Quick  question 


Hi- 


My  name  is  Brett,  and  I'm  a  reporter  with  Business  insider,  Could  I  get  your  statement  re.  Mr.  Snowden's  emaii  Me 
discussed  last  night  on  NBC?  Also  wanted  to  be  sure  l.was  on  your  list  to  receive  the  actual  email  when  it  is  released. 


Thanks! 


Brett  LoGiurato 

Political  Reporter  |  Business  insider 
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(i>>  (6) 


wvvw.  buxine s  sinsidc  r.  com/pnlttics 
(a\  Brfe  it  L  „oGi  urato 


Brelt  LoGiurafo 

Political  Reporter  I  Business  Insider 

j| .  .  .  .  '  . -  .  .  .  . . .  .  .  .  (b)(6) 

vvw  w.bitsi  1 1  e  ssinsidgr  .cos  iVpo  lilies 
Gd^euLeGiuralij 


Brelt  i  .oGiurato 

Political  Renorier  Business  insider 

- -  - -  - - . :  " . . fb)  (6). 

wwvv.  bus  inebs  ins1der.com/poiitics 
G)  Brelt  L  oGiurato 
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DOCID:  4228706 


From: 

Sent; 

To: 

Cc: 

Subject: 


Green  Miller,  Marci  L 
Thursday,  May  29.  2014  3:12  PM 
'Marie  Tanao1 
nsapao 

RE  Request  for  Snowden  Email  to  Office  of  General  Council 


(To)  (3}-P.  L,  36-36 


The  e-mail  and  statement  are  on  IC  on  the  Record  and  will  soon  be  posted  to  nsa.gov. 
Here: 


http:/ /icontherecord , tumblr ,  com/ 


From:  Marie  Tanao  [majlto 
Sent:  Thursday,  May  29,"  2UH  PM 
To:  nsapao 

Subset:  Request  for  Snowden  Emaii  to  Office  of  General  Council 


l>ear  Sir  or  Madam, 


(b>  (6) 


I  hof>e  iliis  message  llnds  you  vvdl.  I  am  writing 


urs  beluiJr.of  Japan !s  daily  "  ]'he  Mainichi  Newspapers"  (Miiinichi  Shhtibun). 


Press  Secretary  lay  Carney  confirmed  today  at  Ifoe  While  House  press:  briefing  that  Hie  cmait  of  Edward  Snowden  to  rite 
Office  of  Gen  era:  f  Counsel  will  l>c  released  today.  We  would  very  much  appreciate  it  if  you  could  share  a  copy  of  the  email  with 
us  upon  Et.s  release. 

Please  let  me  know  if  you  require  further  information  for  this  request. 


I  hank  ynn  very  much  for  your  ahem  ion  to  this  matter  I  took  forward  to  heai'mii.  from  you  soon. 

Host  Regards:. 

Marie  Archer 


I 


Approved  for  Release  by  NSA  on 
107-28-2015.  FOIA  Case  #  78137 


DOCID:  4228707 


From: 

Sent: 

To: 

Cc: 

Subject: 


( b )  (3)  -F.L.  S6  -36 


Marie  Tanad 

Thursday,  May  ZT  2LVI4  3:1  7  ■JM  " 

Green  Miller,  Marc;  L 
nsapao 

Re  Request  for  Snowden  Email  to  Office  of  General  Council 


"(b)  (6) 


Ms.  Miller. 

Thank  you  very  much  for  your  prompt  response.  I  will  direct  my  correspondent  to  the  link. 

Best  Regards, 

Marie  Archer 


Oji  Thu.  May  29,  2014  at  3:12  PM,  Green  Miller,  Marci  L  <rii]are&3@  Fisa,  no  v>  wrote: 
The  e-mail  and  statement  arc  on  IC  on  the  Record  and  will  soon  be  posted  to  nsa.gov. 
Here: 


iiLlpj-v'icoiith  c  rccord-iumbh.com/ 


From:  Marie  Tanao  [mailb^_ 

Sent:  Thursday,  May  29,  2014  3:11  PM 
To:  nsapao 

Subject:  Request  for  Snowden  Email  to  Office  of  General  Council 


Dear  Sir  or  Madam. 


1  h  o  pc  ill  zs  m  es sage  finds  you  w  e  1 1  t  a  m  wri l  i  fig  cm  beha  If  o  i"  J  apan's  d a i \y  T  !i  c  M  a  i :  i  id  i  i  New  peis*  ( M  a  i  n  i  c  b  i  SEi  ini  b  leii  ) . 


I’ress  Secretary  Jay  Carney  confirmed  today  ;it  the  White  House  press  briefing  That  (ha  email  of  Edward  Snowden  to  the 
Office  of  General  Counsel  wit]  be  released  today.  We  would  very  much  appreciate  n  ifytsu  could  share  a  copy  of  the  email  with 
us  upon  its  release. 


Please  let  me  know  if  you  require  further  information  for  this  request. 


i 


approved  for  Release  by  NS  A  cn 
37-28-2015.  FOIA  Case  #78137: 


DOCID:  4228707 


I  hank  vo li  very  much  for  your  auchlioii  to  Hi h  matter.  I  look  forward  to  hearing  from  you  soon. 


Best  Regards, 
Marie  Archer 


Marie  Tanao-Archer 

Correspondent  Assistant 

Washington  D,C,  General  Bureau 

THE  MAI  MICH  1  NEWSPAPERS 

£340  National  Press  BuSkling 

529  14th  St.  N,W,  Washington  D,C.  20045 

Tel:  202(737128 17 

Fax  :2O2Cs4Ql2^0Q 

Celll 


FYI ;  The  Maim  chi  Newspapers  was  founded  in  1872  as  the  oldest  national  daily  newspaper  company 
m  Japan.  Mainichi  is  currently  recognized  in  Japan  as  one  of  the  leading  national  daily  newspapers, 
and  has  garnered  a  reputation  as  a  provider  of  unbiased  reporting,  poignant  editorials  and  other 
information  vital  to  a  modern  society,  Mainichi  has  a  nationwide  circulation  of  3.5  million  copies. 
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DOCID:  4228708 


(b)  (3) -F . L.  SS-3 


Frsni:  Vines,  Vanee  M 

Thursday,  August  07,  2014  11:14  AM 
To:  'Ed1;  nsapao 

Subject:  RE:  Request  from  a  writer  from  the  Wall  Street  Journal 


Hi.  Given  the  ongoing  federal  investigation*  we  cannot  comment  on  many  of  the  issues  that 
you  raised.  Below  are  some  of  your  questions  and  a  few  citations/responses  that  you  and  .your 
research  assistant  may  want  to  review-  Thanks E 

-vanee* 


Q:  Snowden  claimed  in  his  June  9  video  for  the  Guardian  that  he  could  do  the  following: 

"sitting  at  my  desk  I  certainly  had  the  authority  to  wiretap  anyone  from  you  or”  your 
accountant  to  a  Federal  judge  to  even  the  President,  if  I  had  a  personal  e-mail.  Question: 
Did  he  have  the  authority  to  tap  the  a)  the  President  of  the  US  b)  a  Federal  judge  3)  anyone 
at  all? 


Kr,  Ledgett  responded  to  this  allegation  in  the  May  2014  Vanity  Fair  story. 


Q:  In  same  video,  Snowden  says  f<X  witnessed  systemic  violations  of  law  by  my  government  that 
created  a  moral  duty  to  act<JJ  Question:  Did  Snowden  ever  report  a  violation  of  the  law  to 
the  IG  or  anyone  else? 


In  May  we  released  the  statement  below;  the  email  can  be  found  or  nsa.gov. 

EFNSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the 
office  of  the  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a 
training  course  he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns 
about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  the  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 
today. 

“Thera  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims 

—YOU  MAY  WANT  TO  CIOS  FLY  REVIEW  THE  "TED  TALK*"  TRANSCRIPT: 

http :/ /www . t ed . com/ talks  frit hard_iedge 1 1 _t he_nsa_r es pond  s_to_edwa  r d_snowden_s_t ed_t alk 


Best* 


Approved  for  Release  by  NSA  on 
37-28-2015.  FOIA  Case  #  73137 


DOCID:  4228708 


Vanee'  Vines 

Public  Affairs  Specialist 
NSA  Public  &  Media  Affairs 
NEW********+**Media  line :  443-634-0721 


—  --Original  Message--  —  - 
From:  Ed  [iriailto: eje@nyc . rr, com] 

Sent:  Wednesday,  July  30,  2014  10: 13  AM 
To:  nsapao 

Subject;  Request  from  a  writer  from  the  Wall  Street  Journal 


M+S.A  "  -  , 

Office  of  Public  Affairs 

RE:  Request  from  a  writer  from  the  Wall  Street  Journal 

Dear  Public  Affairs  Officer 

i  am  writing  an  article  for  the  Wall  Street  Journal  on  the  creditability  of  Edward 
Snowden.  My  deadline  is  August  21,  2013  It  was  be  the  third  of  a  series,.  My  last  two  pieces 
in  WSJ  can  be  found: 


June  30,  2014 

http :  / / online .wsj  +  com/ articles/edward- jay-epstein- revisiting- snowdens -hong- kong- getaway - 
1404075375  ?K£YWORDS=Edward+Jay+Epst  e-in 


May  14,  2014 

http:/ /online *wsj‘;Com/news/ a rtieles/SBl0001424052702304831304579542402390653932?KEVWORDS=Edwa 
rd+Jay+Epstein&mg=reno64-wsj 


What  I  am  trying  to  clarify  is  the  various  claims  made  by  Snowden.  I  realize  the  MSA  has 
already  addressed  some  of  my  questions  in  the  past,  but  as  over  a  year  has  gone  by,  I  would 
like  to  answer  then  anew.  Et  might  also  be  helpful  to  speak  on  the  telephone.  My  phone 


number  is 


Any  such  conversation ,  if  you  prefer,  can  be  off-the  record +  Relow 
I  tried  to  be  as  specific  as  possible.  Please  feel  free  to  point  out 


are  my  questions, 
anything  I  may  have  missed,  SPECIFIC  QUESTIONS 


j .  Snowden  claimed  in  his  June  9  video  for  the  Guardian  that  he  could  do  the  following: 
^sitting  at  my  desk  I  certainly  had  the  authority  to  wiretap  anyone^  from  you  or  your 
accountant  to  a  Federal  judge  to  even  the  President  if  I  had  a  personal  e-mail. 

Question:  Did  he  have  the  authority  to  tap  the  a)  the  President  of  the  US  b)  a  Federal  judge 
3)  anyone  at  all? 

2*  If  he,  or  anyone  else,  did  not  have  such  authority,  would  it  be  a  crime  at  the  NSA  to  hack 
into  the  phone  of  the  President  or  a  Federal  Judge, 

3.  In  same  video,  Snowden  claims  he  worked  under  ^cover"  for  NSA, 

Question:  Was  he  ever  directly  employed  by  the  NSA  as  opposed  to  an  outside  contractor?  Does 
working  for  an  outside  contractor  such  as  Dell  or  Bgoz  Allen  Hamilton  [BAH] ,  constitute 
working  under  "cover . * 

4.  In  saute  video,  Snowden  says  he  was  a  fr  senior  adviser  for  the  Central  Intelligence 
Agency, JJ  rwas  he  a  senior  advisor  to  the  CIA? 

5.  in  same  video,  Snowden  says  "I  witnessed  systemic  violations  of  law  by  my  government  that 
created  a  mor?l  duty  to  act.* 

Question:  Did  Snowdon  ever  report  a  violation  of  the  law  to  the  IG  or  anyone  else? 
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6.  Snowden  signed  Standard  Form  312,  the  ?classified- information  non-disclosure  agreement- 
with  BAH, 

Question:  Did  he  sign  a  similar  classified-information  non-disclosure  agreement  with  the  NSA? 

7.  Snow-den  said  in  an  interview  with  Barton  Gcllman  in  the  Washington  Post  on  12/23/13  that 
he  brought  his  misgivings  to  two  superiors  in  the  NSAJs  Technology  Directorate  and  two  more 
in  the  MSA  Threat  Operations  Centers  regional  base  in  Hawaii  in  Oct  2012  + 

Question:  Is  this  true,,  according  to  your  investigation? 

Question:  Did  Snowden  work  for  the  Technology  Directorate  in  2012? 

Question  Did  Snowden  work  for  NTOC  in  2012? 

8.  In  sane  Gellman  interview,  he  Snowden  says  opened  a  data  query  tool  called  BOUNDLESS 
INFORMANT,  to  show  extent  of  NSA  interceptions ,  for  the  2  employees  at  the  NT0C,  his  2 
superiors  at  the  Technology  Directorate,  and  15  other  people  at  the  NSA  in  2012, 

Question:  Were  any  of  these  putative  19  people  found  by  the  ,N5A? 

Question:  Was  Snowden  in  a  position  to  open  this  file  in  2012? 

5.  In  same  Gellman  interview,  Snowden  says  in  2009  he  was  sent  by  the  NSAfs  Technology 
Directorate  to  support  operations  at  a  listening  post  in  Japan  as  a  system  administrator  and 
pointed  out  serious  flaws  with  information  security  first  to  his  supervisor  in  Japan  and  then 
to  the  directorate* s  chief  of  operations  in  the  Pacific. 

Question:  was  Snowden  sent  to  Japan  by  the  NSA*s  Technological  Division  in  2009-  or*  if  he 
was  sent  by  Dell,  did  he  work  for  that  Division  in  2009? 

Question*1  what  he  working  at  NSA  as  a  system  administrator  in  2009? 

Question:  Is  there  any  record  of  Snowden  pointing  out  flaws  to  his  supervisor  or  the 
directorates  chief  of  operations? 

10.  Snowden  claims  in  an  interview  with  Dames  Risen  in  the  New  York  Times  on  10/18/13  that 
he  decided  to  act  when  ho  discovered  a  copy  of  a  classified  2009  inspector  generates  report 
on  the  N.$+A„Js  warrantless  wiretapping  program  through  a  "dirty  word  search which  he 
described  as  an  effort  by  a  systems  administrator  to  check  a  computer  system  for  things  that 
should  not  be  there  in  order  to  delete  them  and  sanitize  the  system. 

Question:  Did  Snowden  in  his  positions  at  Dell  have  the  authority  to  perform  such  a  search? 
Question:  If  Dell  found  a  document  as  he  described.  Did  he  have  the  authority  (or  even  the 
ability)  to  open  it  in  as  an  unencrypted  document? 

11 ■  Snowden,  after  he  switched  from  Dell  to  BAH  in  March.,  took  an  orientation  course  in 
Maryland  in  April  2013- 

Question.  Did  Snowden  sign  a  non-disclosure  agreement  with  the  NSA? 

Did  Snowden  provide  any  untrue  information  in  order  to  complete  his  training? 
12,  Snowden  reportedly  informed  BAH  in  late  April  that  he  needed  to  take  a  medical  leave  in 
May. 

Question:  Did  Snowden  also  report  to  the  NSA  he  would  be  taking  a  medical  leave?  If  so5  did 
he  specify  either  where  he  was  going  for  treatment  or  when  he  would  be  returning  to  Hawaii? 

_ “"hank  vnu  so  much  for  kindly  considering  this  request  as  ever  Edward  Jay  Epstein 

430  East  86  Street 
New  York,  NY  10028 
www . edwardj ayepst ein . com 

"  '  'Cb>  (6) 
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DOCID:  4228709 


From: 

Sent: 

Tot 

Cc: 

Subject: 


{b} (3) -P.L.  06-36 


Vines,  Vanee  M 

Thursday,  August  07,  2014  12.03  PM 
'Edr 

nsapao 

RE:  Request  from  a  writer  from  -he  Wafl  Street  Journal 


I'm  not  sure  how  you're  conducting  your  research ,  but  8.  Wittes  at  Brookings  has  written 
about  many  of  the  related  issues. 

ADM  Rogers  was  also  interviewed  at  length  by  Reuters  {in  Hay), 

And  you  may  want  to  review  the  interviews  that  GEN  Alexander  granted  to  FOX  News'  Bret  B.  in 
March /April* 


Best* 


Vanee1  Vines 

Public  Affairs  Specialist 
NSA  Public  8  Media  Affairs 
NEW*******^++*Media  line:  441-634-0721 


- Original  Message-- — 

Prom:  Vines,  Vanes  M 

Sent:  Thursday,  August  @7,  2014  11:14  AM 
To:  rEdE;  nsapao 

Subject:  RE:  Request  from  a  writer  from  the  Wall  Street  Journal 

Hi*  Given  the  ongoing  federal  investigation^  we  cannot  comment  on  many  of  the  issues  that 
you  raised.  Below  are  some  of  your  questions  and  a  few  citations/responses  that  you  and  your 
research  assistant  may  want  to  review.  Thanks! 

-vanes-' 


Q:  Snowden  claimed  in  his  June  9  video  for  the  Guardian  that  he  could  do  the  following: 

"sitting  at  my  desk  I  certainly  had  the  authority  to  wiretap  anyone,  from  you  or  your 
accountant  to  a  Federal  judge  to  evert  the  President  if  I  had  a  personal  e-mail.  Question: 
Did  he  have  the  authority  to  tap  the  a)  the  President  of  the  US  b)  a  Federal  judge  3)  anyone 
at  all? 


Mr.  Ledgett  responded  to  this  allegation  in  the  May  2014  Vanity  Fair  story. 

j  approved  for  Release  by  NSA 
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Q:  In  same  video*  Snowden  says  "I  witnessed  systemic  violations  of  law  by  my  government  that 
created  a  moral  duty  to  act.**  Question:  Did  Snowden  even  report  a  violation  of  the  law  to 
the  1C  or  anyone  else? 


In  May  we  released  the  statement  below;  the  email  can  be  found  on  nsa.gov. 

^NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the 
office  of  the  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a 
training  course  he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns 
about  wrongdoing  or  abuse, ,  but  posed  a  legal  question  that  the  Office  of  the  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 
today. 

"(here  are  numerous  avenues  that  hr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  net  discovered  any  engagements  related  to  his  claims," 

### 

--YOU  MAY  WANT  TO  CLOSELY  REVIEW  THE  "TED  TALK"  TRANSCRIPT : 

http://www.ted . com/talks/richardmledgett_tho_nsa_responds_to_edward_snowden_s__ted_talk 


Best, 

Vanee1  Vines 

Public  Affairs  Specialist 

WSA  Public  &  Media  Affairs 

NEw**+***s ****|Yjedia  -  443-634-0721 


-  —  -Original  Message—  — 

From:  Ed  [mall to : e j e@ny c  +  rr , com ] 

Sent:  Wednesday,  July  3D,  2014  10:13  AM 
To:  nsapao 

Subject:  Request  from  a  writer  from  the  Wall  Street  lournal 


N.S.A 

Office  of  Public  Affairs 

RE:  Request  from  a  writer  from  the  Wall  Street  Journal 

Dear  Public  Affairs  Officer 

I  am  writing  an  article  for  the  Wall  Street  Journal  on  the  creditability  of  Edward 
Snowden .  My  deadline  is  August  21,  2813  IX  was  be  the  third  of  a  series*.  My  last  two  pieces 
in  WSD  can  be  found: 

June  30_p  2014 
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bttp://oni  ine  .wsj  +  com/ar  tides/ edward-  jay-epstein-revisiUng-snowdens-hongkone-eetaway- 
1404075-B75?KEYWORDS=Edw^rd+3ay+Epst^in 

May  14,  2014 

http:  //online,  ws  j .  com/news/articles/5B10001424052702304B:3130457954Z402390653932  PKEYVJORDS^Edlwa 
rd+J  ay+EpsteinSmg=reno64'WS j 


What  I  am  trying  to  clarify  is  the  various  claims  made  by  Snowden.  I  realize  the  NSA  has 
already  addressed  some  of  my  questions  in  the  pastj  but  as  over  a  year  has  gone  by,  I  would 
j-ike  to  answer-  then  anew.  It- might  also  be  helpful  to  speak  on  the  telephone.  My  phone 

number-  _ ___ _ J  Any  such  conversation  ,  if  you  prefer,  can  be  off -the  record.  Below 

are  questions.  I  tried  to  be  as  specific  as  possible*  Please  feel  free  to  point  out 
anything  I  may  have  missed,  SPECIFIC  QUESTIONS 


1. . Snowden  claimed  in  his  Dune  9  video  for  the  Guardian  that  he  could  do  the  following:  " 
sitting  at  my  desk  I  certainly  had  the  authority  to  wiretap  anyone *  from  you  or  your 
accountant  to  a  Federal  judge  to  even  the  President  if  I  had  a  personal  e-mail. 

Question:  Did  he  have  the  authority  to  tap  the  a)  the  President  of  the  US  b)  a  Federal  judge 
3)  anyone  at  all? 

2.  if  he,  or  anyone  else.,  did  not  have  such  authority,  would  it  be  a  crime  at  the  NSA  to  hack 
into  the  phone  of  the  President  or  a  Federal  Judge. 

3.  In  same  video,  Snowden  claims  he  worked  under  "cover"  for  NS A. 

Question:  Was  he  ever  directly  employed  by  the  NSA  as  opposed  to  an  outside  contractor?  Does 
working  for  an  outside  contractor  such  as  Dell  or  booz  Allen  Hamilton  [BAH],  constitute 
working  under  "cover /J 

4.  in  same  video.,  Snowden  says  he  was  a  "  senior  adviser  for  the  Central  Intelligence 
Agency."  Was  he  a  senior  advisor  to  the  CIA? 

5.  in  same  video,  Snowden  says  f*I  witnessed  systemic  violations  of  law  by  my  government  that 
created  a  moral  duty  to  act." 

Question:  Did  Snowden  ever  report  a  violation  of  the  law  to  the  IG  or  anyone  else? 

G.  Snowden  signed  Standard  Form  312,  the  ?classif led- information  non-disclosure  agreement- 
wit  h  BAH  + 

Question:  Did  he  sign  a  similar  classified-information  non-disclosure  agreement  with  the  NSA? 
7,  Snowden  said  in  an  interview  with  Barton  Gellman  In  the  Washington  Post  on  12/23/13  that 
he  brought  his  misgivings  to  two  superiors  in  the  NSA's  Technology  Directorate  and  two  more 
in  the  NSA  Threat  Operations  Centers  regional  base  in  Hawaii  in  Oct  2012. 

Question:  Is  this  true,  according  to  your  investigation? 

Question :  Did  Snowden  work  for  the  Technology  Directorate  In  2012? 

Question  Did  Snowden  work  for  NTOC  in  2012? 

S.  In  same  Gellman  interview/  he  Snowdon  says  opened  a  data  query  tool  called  BOUNDLESS 
INFORMANT ,  to  show  extent  of  NSA  interceptions,  for  the  ?  employees  at  the  NTOC,  his  2 
superiors  at  the  Technology  Directorate,  and  IS  other  people  at  the  NSA  in  2012. 

Question:  Were  any  of  these  putative  19  people  found  by  the  NSA? 

Question:  Was  Snowden  in  a  position  to  open  this  file  in  2012? 

9.  In  same  Gellman  Interview,  Snowden  says  in  2009  he  was  sent  by  the  NSAJs  Technology 
Directorate  to  support  operations  at  a  listening  post  in  Japan  as  a  system  administrator  and 
pointed  out  serious  flaws  with  Information  security  first  to  his  supervisor  in  Japan  and  then 
to  the  directorate^  chief  of  operations  in  the  Pacific, 

Question:  was  Snowden  sent  to  Japan  by  the  NSAJs  Technological  Division  in  2009-  or,  if  he 
was  sent  by  Dell,  did  he  work  for  that  Division  in  2009? 

Question"  What  he  working  at  NSA  as  a  system  administrator  in  2009? 

Question:  Is  there  any  record  of  Snowden  pointing  out  flaws  to  his  supervisor  or  the 
directorate's  chief  of  operations? 

10.  Snowden  claims  in  an  interview  with  James  Risen  In  the  New  York  Times  on  10/18/13  that 
he  decided  to  act  when  he  discovered  a  copy  of  a  classified  2009  inspector  general' s  report 
on  the  W.S+A.'s  warrantless  wiretapping  program  through  a  "dirty  word  search,"  which  he 
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□escribed  as  an  effort  by  a  systems  administrator  to  check  a  computer  system  for  things  that 
should  not  be  there  in  order  to  delete  them  and  sanitize  the  system. 

Question;  Did  Snowden  in  his  positions  at  Dell  have  the  authority  to  perform  such  a  search? 
Question;  if  Del]  found  a  document  as  he  described-.  Did  he  have  the  authority  {or  even  the 
ability)  to  open  it  in  as  an  unencrypted  document? 

n*  Snowden,  after  he  switched  from  Dell  to  0AH  in  March,  took  an  orientation  course  in 
Maryland  in  April  2013. 

Question.  Did  Snowden  sign  a  non-disclosure  agreement  with  the  NSA? 

Did  Snowden  provide  any  untrue  information  in  order  to  complete  his  training? 
12.  Snowden  reportedly  informed  BAH  in  late  April  that  he  needed  to  take  a  medical  leave  in 
May . 

Question:  Did  Snowden  also  report  to  the  NSA  he  would  be  taking  a  medical  leave?  If  so,  did 
he  specify  either  where  he  was  going  for  treatment  or  when  he  would  be  returning  to  Hawaii? 


Thank  you  so  much  for  kindly  considering  this  request  as  ever  Edward  lay  Epstein 

43©  East  86  Street 
New  York,  NY  16028 

www.edwarcfjayepstein.com 
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^rom:  Julian  Hattem  [jhatiefn@jhehifl.corn] 

Sent:  Thuf£day:  May  29,  2014  1:20  PM 

To:  Green  Miller,  Marci  L 

£c:  nsapao;  DL  PAGMedia 

Subject;  Re-  Snowden  complaint? 


Thank  you  very  much 


On  Thu*  May  29*  201 4  at  ]  2:57  PM*  Green  Miller,  Marci  L  <sn  l g r ee3 (w. ns a , g ov>  wrote: 
Hi 


We  have  the  befciw  in  response  to  your  query. 


NSA  has  now  explained  that  they  have  found  one  email  Inquiry  by  Edward  Snowden  to  the  office  of  General 
Counsel  asking  for  an  explanation  of  some  materia!  that  was  In  a  training  course  he  had  just  corn  pie  Led.  The  e- 
mail  did  not  raise  allegations  or  concerns  about-  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 
today. 


f  here  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower 
allegations.  We  have  searched  for  additional  indications  of  outreach  from  him  in  ithose  areas  and  to  date  have 
not  discovered  any  engagements  related  to  his  claims. 


v/ r 

Morci  Green  Mi. tier 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


Approved  for  Release  by  NSA  on 
37-282015.  FOIA  Case  #  78137 
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From:  Julian  Hattem  [  m  aiito  a  ha  ttem  rathe  h  if  I  xom  ] 
Sent:  Thursday,  May  29,  2014  9:31  AM 
To;  nsapao 

Subject:  Snowden  complaint? 


Good  morning 


In  the  interview  with  NBC  iasl  night,  Edward  Snowden  said  that  he  had  filed  formal  complaints  about  his  work 
up  the  chain  of  the  agency,  and  NBC  claims  that  there  is  at  least  one  email  that  seems  to  confirm  that. 
According  to  their  reporting  he  asked  a  question  about  how  the  agency  had  interpreted  the  law.  fs  that  correct? 
Does  that  disprove  the  NSA's  earlier  claim  that  he  had  never  brought  the  matters  to  anyone's  attention? 


Thank  you 


Julian  Hatlem 

Staff  Writer 

The  Hill 

@jmhatlem 

Office;  202.628.S36f! 

Cell: 


(b)  (6) 


Julian  Halle m 
Staff  Writer 
The  Hill 


@jmhattem 
Office:  202.62S.S568 
Cell;!  " 


(b)  (6) 
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From: 

Green  MiNer,  Marei  L 

Sent: 

Thursday,  May  29:  2014  12:53  PM 

To: 

'Julian  Hattem 

Cc: 

nsapoQ-  dl  PAG  Media 

Subject: 

RE:  Snowden  comp'aint? 

Hi. 

We  have  the  below  in  response  to  your  query. 

NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  _ust  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
aousej  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  Ule  have  searched  for  additional  indications  of  outreach  from  him 
those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 


v/r 

Atarc|  £reen  Afi tier 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


From:  Julian  Hattem  [mailtu i Mtte m ©th ehill.com] 

Sent;  Thursday,  Hay  29,  2014  9:31  AM 
To:  nsapao 

Subject:  Snowden  complaint? 

Good  morning 

In  Lhe  interview  with  NBC  Inst  night.  Edward  Snowden  said  that  he  had  fried  formal  complaints  about  his  work 
up  the  chain  of  the  agency,  and  NBC  claims  that  there  is  at  least  one  email  that  seems- to  confirm  that. 
According  to  their  reporting,  he  asked  a  question  about  how  the  agency  had  interpreted  the  law.  Is  that  correct? 
□ocs  that  disprove  the  NSA's  earlier  claim  that  he  had  never  brought  the  matters  to  anyone's  attention? 

Thank  you 


Julian  Hattem 
Staff  Writer 
The  Hi  13 
@jm  hattem 
Office:  202.628.8568 

Approved  for  Release  by  MSA  on ' 
37-28-2015.  FOIA  Case  #  78137 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Manor  L 
Thursday,  May  29,  2014  2:21  PM 
'Julian  HattenY 
nsanao;  DL  PAO  Media 
RF  Snowden  complaint9 


(b)  {3)  * ?  r l .  se-se 


The  email  is  on  the  below  website  now  - 
htto;//=cQntherecord  .tun  btr.com/ 

And  will  be  available  on  www.nsa.sov  shortly. 


From;  Julian  Hattem  [ m ai \ to : \ h a item  vcfr  the hill. com] 

Sent:  Thursday,  May  29,  2014  1:20  PM 

To:  Green  Miller,  Marci  L 

Cc:  nsapao;  DL  PAOMedla 

Subject:  Re:  Snowden  complaint? 

Thank  you  very  much 


On  rhiL  May  29,  2014  at  12:57  PM,  Green  Miller,  Marci  L  <m j  uree3i2i)nsa.  gov>  wrote: 
Hi. 


We  have  the  below  in  response  to  your  query. 


NSA  lias  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  lo  the  office  of  General 
Counsel  asking  for  an  explanation  oi  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e- 
mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later 
today. 


There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower 
allegations.  We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have 
not  discovered  any  engagements  related  to  his  claims. 


Approved  for  Release  bv  NSA  on 
37-28-2015,  FOiA  Cass  #78137 
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v/r 

Marci  Gree,n  M xiti>r 

NS A  Public  and  Media  Affairs  Office 

443-534-0721 


From:  Julian  Hattem  f ma il to : j j ha t Lem, ; a. the h jl I . com ; 
Sent:  Thursday,  May  29,  2014  9:31  AM 
To:  nsapao 

Subject:  Snowden  com  plaint? 


Good  morning 


In  the  interview  with  NBC  last  night,  Edward  Snowden  said  that  lie  had  Hied  formal  complaints  about  his  work 
up  the  chain  of  the  agency,  and  NBC  claims  that  there  is  at  least  one  email  that  seems  to  confirm  that. 
According  to  their  reporting,  he  asked  a  question  about  how  the  agency  had  interpreted  the  law.  Is  that  correct? 
Does  that  disprove  the  NSA's  earlier  claim  that  he  had  never  brought  the  matters  to  anyone's  attention? 


Thank  you 


Julian  Hattem 

Staff  Writer 

The  Hill 

@jm  hattem 

Office:  2Q7.62S.S568 

Cell: 


'(b)  (&) 
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Julian  Hattem 
Staff  Writer 
The  Hill 

@jmhaitem  (b>  (6) 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Vines,  Vanee  M 

Thursday  May  23:  2014  2:E5  PM 

Lorenzo  Franceschi-Siccbiera:  Green  Miller,  Marci  L 

nsapao 

RE;  Snowden  email 


(b)  (3)-pTLT  06-36 


■ ‘!  'he  statement  was  provided  to  the  Washington  Post  in  response  to  the  writer's  questions. 

Excerpt  from  the  story; 

R>^  last  December,  Snowden  was  contacting  reporters,  although  he  had  not  yet  passed  along  any  classified 
information.  He  continued  to  give  his  colleagues  the  "'front-page  test?*  he  said„  until  April. 

Asked  about  those  conversations,  NS  A  spokeswoman  Vanee  Vines  sent  a  prepared  statement  to  The  Post: 

A  =  te]  extensive  investigation,  including  interview's  with  his  former  NS  A  supervisors  and  co -workers,  we  have 
not  found  any  evidence  to  support  Mr,  Snowden's  contention  that  he  bi'ought  these  matters  to  anyone’s 
attention.'' 

Snowden  recounted  another. set  ot  conversations  that  lie  said  Look  place  three  years  earlier,  when  he  was  sent  by 
the  NS  A 's  1  ethnology  Directorate  to  support  operations  at  a  listening  post  in  Japan. 

mu 

i/a  free1  Vines 

Public  Affairs  Special 

NSA  Public  &  Media  Affairs 

N  EW*  *  *  *  *  ****  *  *M  edie  line  44  3-634-07  2 1 


From:  Lorenzo  Franceschi-Bicchierai  \ ma i Ito :  lore n zo@ m a sha bl a . com ] 

Sent:  Thursday,  May  29  r  2014  2:30  PM 
To:  Green  Miller,  Marci  L 
Cc:  Vines,  Vanee  M;  nsapao 
Subject:  Pe:  Snowden  email 

Thanks’ 

Any  comment  on  the  NSA's  previous  statement  from  December?  The  one  sent  to  Washington  Post:  "After 
extensive  investigation*  including  interviews  with  his  former  NSA  supervisors  and  co -workers,  we  have  not 
found  any  evidence  to  support  Mr,  Snowden's  contention  that  he  brought  these  matters  to  anyone's  attention. ,r 

Did  you  not  find  the  email  then?  If  so,  why? 


On  Ihu.  May  29,  2014  at  2:2]  PM.  Green  Miller,  Marci  L  <inime^dfosu.uov>  wrote: 
The  email  is  on  the  below  website  now- 


Approved  for  Release  by  NSA  on 
37-28-2015.  FOIA  Case  #78137 


DOCID:  4228713 


http://icQntheroeord.ty  mblr  .com/ 


And  wilt  be  available  on  www.nsa.gov  shonly. 


From;  Vines,  Vanee  M 
Sent:  T  hursday,  Hay  29,  2014  1 :56  PM 
To:  'Lorenzo  Franceschi-Biaihierai1;  nsapao 
Subject:  R E:  Snowden  email 


Hi.  The  item  is  below.  Well  post  more  soon.  Please  stand  by. 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  seme  material  that  was  in  a  training  course  he  bad  just  completed.  The  e-mail  did  not  raise 
^legations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal!  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted,.  The  e-mail  will  be  released  later  today. 


There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 


Vane®'  Vines 

Public  Affairs  Specialist 

NSA  Public  ^  Media  Affairs 
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N  tvV*-***- '■ 1  *  Med  ra  fine:  44  j-t?  34-0721 


From:  Lorenzo  Franeesdii-Bjccbferai  [ma  if  to  :  lorenzc  @  mas  ha  bfe .  co  m  1 
Sent:  Thursday,  May  29,  2014  1:55  PM 
To:  Vines,  Vanee  M;  nsapao 
Subject:  Snowden  ernail 


Hey  Vanee* 

1  saw  someone  tweeting  an  alleged  statement  from  the  NS  A  regarding  an  email  Snowden  sent  to  the  agency's 
General  Counsel.  Could  you  send  me  the  statement  as  well?  Just  checking  if  the  one  being  circulated  is  true. 

Will  you  release  the  email? 

Thanks! 


Lorenzo  FraneesehLBicchterfti 

Maskable  US  &  World  Reporter 
1  ore n zo@jj na s h ab  I e . co m  |  j orenzo rb m ai I . c orn 


Twitter:  Lorenzo  1 

_ [ 

B 

Sky  pc: 

L  ■■  -  "  "" 

Encrypted  Phone: 

OTR:  1 

Wickr: 

orenzo  fb^.k 

ibbei.ccc.de 

w  v.w  .loren/olb-com 


tb)  (6} 
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Lorenzo  Frances  eh  i-Bicchierai 

Masha  Me  US  &  World  Reporter 


]  o re  n  zo®  mash  able,  eo  m  i  o  ren zo  fb  8  Cf V umai  I  c n  m 

'  '  ‘  ‘  . -■  m-m-mj—r  ■  I  I  .  — - ■  - 


i . “  -■ 

. 

Twitter:  iUorunzoFU 

Skype: 

Encrypted  Phone: 

UJ  K:  1  are aznf lw£ i a h hr>r  r r ■■  -  ■■  1  ■■ 

Wjckr: 

'a-  ■■-v  w .  I  o  i  e  n  zo  i  1>.  com 


(b  )■  [6} 
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(b)  B6-36 


Lorenzo  Franceschi-Bicchierai  (Eorenzo@mashable.corr:] 

Thursday,  May  29.  2014  2:30  PM 
Green  Miller,  Marci  L 
Vines,  Vance  M;  nsapao 
Re:  Snowden  email 

Thanks! 

Any  comment  on  the  NS  A1 3  previous  statement  from  December?  The  one  sent  to  Washington  Posi: 11  After 
extensive  investigation,  including  interviews  with  his  former  NS  A  supervisors  and  co-workers,  we  have  not 
found  any  evidence  to  support  Mr.  Snowden's  eon  Lent  ion  that  he  brought  these  in  alters  to  anyone's  attention.11 

Did  you  not  find  the  email  then?  If  so,  why? 

On  S  hu,  May  29,  2014  at  2:2 1  PM,  Green  Miller,  Marci  L  <m  1  aree 3 fffinsa.go v>  wrote: 

1  he  email  is  on  the  below  website  now  ~ 


From: 

Sent: 

To: 

Cc: 

Subject: 


http  '//icontherecord,tLtmblrx.Qm/ 


And  will  be  available  on  www.nsa.Eoy  shortly. 


From:  Vines,  Vanee  M 
Sent:  Thursday,  May  29,  2014  1:56  PM 
To:  'Lorenzo  Franceschi-BEcchteraf1;  nsapao 
Subject:  RE\  Snowden  email 


Hi.  The  item  is  below.  Weli  post  more  soon.  Please  stand  by. 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  m  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 


Approved  for  Release  by  MSA  on 
37-28-2015.  FOIA  Case  #  781 37 


DOCID:  4228714 

allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted..  The  e-mail  will  be  released  later  today. 


There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 

S## 


Vanee'  Vines 

Public  Affairs  Specialist 

NSA  Public  &  Media  Affairs 

NEW . . Media  line  443-634-0721 


From:  Loren 40  Franceschi- Blech  ierai  [mailto:iorgn40@mashable.CQm1 
Sent:  Thursday,  May  29,  2014  1:55  PM 
To:  Vines,  Vanee  M;  nsapao 
Subject:  Snowden  email 


Hey  Vanee* 

I  saw  someone  tweeting  at:  alleged  statement  from  the  NSA  regarding  an  email  Snowden  sent  to  the  agency's 
General  Counsel,  Could  you  send  me  the  statement  as  well?  Just  checking  if  the  one  being  circulated  is  true. 

Will  you  release  the  email? 

Thanks! 
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Loreimi  F  ranees  ch  idSJicch  ie  rai 

Masha  Me  US  £l  World  Reporter 
I &rehao@]  1  :ashab Ic . com  Sore nzo  fbSftTtemailxorn 


■H 

i"  1 
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.rr 
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Skype: 
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Encrypted  Phone: 


OTR:  I  o  re  n  /.o  fbf ;  i,i  a  b  he  r.  cce .  do 


Wickr: 


wwvv.lorc  n20ih.com 


Lorenzo  Fran  ces  chi-  Bicch  iera  i 

Mashabb  US  &  World  Reporter 
Ioren20wn1ashnblc.com  :  1  o.rcnzo  (b  8 @ gmh i  S .  co  in 


Twitter:  @loren/-oi:li 
Skype 


Encrypted  Phone] 

OTR:  1  ore  n/o  lb  kr  \  abbt?  r .  cc  c .  d  c 
Wickr: 
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DOCID:  4228715 


"{b}f3)-p*L,  86-36 


Green  Miller  Mar ci  L 

Thursday,  May  29,  2014  2:22  PM 

Vines,  Vanee  M;  :Capra,  Tony  (NBC Universal)*;  nsapao 

RE-  Snowden  Email 


The  email  is  on  the  below  website  now  - 
http:/7icontherecorcf  .turn  bJr.com/ 

And  will  be  available  on  www.nsa.gov  shortly". 


From:  Vines,  Vanee  M 
Sent:  Thursday,  May  29,  2014  2:06  PM 
To:  'Capra,  Tony  (NBCUniversal)1;  nsapao 
Subject:  RE:  Snowden  Email 

Hi-  i he  item  is  below,  WeJll  post  more  soon.  Please  stand  by+ 


foSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse*  but  posed  a  legal  question  that  the  Office  of  Genera.l  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

### 


Vanee f  Vines 

Public  Affairs  Specialist 

NSA  Public  &  Media  Affairs 

N  £ Vr + ™ *** *** Med ia  line:  44 3  -634-0721 


From: 

Sent: 

To: 

Subject: 


Frqm:  Capra,  Tony  ( N  ECU  ni  versa  I )  Sana  i  I  to  f To  nv.  Ca  p  raP  n  bcun  i  .com  1 
Sent:  Thursday,  May  29,  2014  2:03  PM 
To:  nsapao 

Subject:  Snowden  Email 
Hi, 

Can  you  please  send  me  anything  you  have  on  the  release  of  an  Edward  Snowden  related  email. 

Thanks, 

Approved  for  Release  by  NSA  on 
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"Forty 

Tony  -Capra 

Senior  Assignment  Manager 
NBC  News  Washington 
(202)  SS5-42Q0 
To  n  v .  C  j  QfB/QLj  n  be  urn,  co  rn 


DOCID:  4228716 


(h'j  ( 3)  -P .  E. .  Q6-3 


Green  Miller,  Marci  L 

Thursday.  May  29,  2014  2:22  PM 

Vines,  Vane$  M;  ‘Lorenzo  Franoeschi-Bicchierai1;  nsopao 

RE  Snowden  email 


Hie  email  is  on  the  below  website  now  — 
http  r//icontherecord.tu mbir.com/ 


And  wlj!  be  available  on  www.n-sa.EOv  shortly. 


From:  Vsnes,  Vanee  H 
Sent:  Thursday,  May  29,  20 14  1:56  PM 
To:  'Lorenzo  Franoeschi-Bicchiemi1;  nsapao 
Subject:  RE:  Snowden  email 

H|  The  item  is  beiow.  Well  post  more  soon.  Please  stand  by. 


PISA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  IVlr.  Snowden  eouEd  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 

3#  V 


Vanee'  Vines 

Public  Affairs  Specialist 

NSA  Public  &  Media  Affairs 

N  E  V\T  * Me  die  II  n  e:  4  4.3-6  34-0721 


From: 

Sent: 

To: 

Subject: 


From  i  Lorenzo  Franceschi-Bicehierai  [  mai  Ito :  I  ore  n  zogflma  she  b  le.com  1 
Sent:  Thursday,  May  29,  2014  1:55  PM 
To:  Vines,  Vanee  M;  nsapao 
Subject:  Snowden  email 

Hey  Vanee, 

1  saw  someone  tweeting  an  alleged  statement  from  the  NSA  regarding  an  email  Snowden  sent  to  the  agency's 
General  Counsel  Coufd  you  send  me  the  statement  as  weJl?  Just  checking  if  the  one  being  circulated  is  true. 

Approved  for  Release  by  NSA  on  07-28-2015.  FOIA  Case  #  781371 
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Will  you  release  the  email? 


Thanks- 


Lorenzo  Franctischi-B  itch  feral 

Mashgljc  US  &  World  Reporter 
lor^sv.orff;i^ashab[e.a>m  |  j  o  rci j 20 tbg @ gma il.com 


Twitter:  LfjfiloronzoTlj 


Skypc:j_ 

Encrypted  Phone: 

OTR :  joro  rtzo  f  bffij  j  ab  her,  c ce .  d c 


Wickr: _ 

vyww .  I  <  :■  re  n  70  f  b .  co  m 
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DOCID:  4228717 


"  (b)  (3}-'P.l.  SC-36 


From:  Vines,  Vanee  M 

Sent:  Thursday,  May  29,  2014  2  18  PM 

To:  _  'Gapra:  Tony  {NBCU  reversal}';  nsapao 

Subject:  RE:  Snowden  Email 


Hi.  The  item  \$  below. 


N5A  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  folfow-up  noted.  The  e-mail  wiEI  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  couEd  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 

#nn 


Fubtic  Affa  rs  Special  is; 

NSA  Public  S  Media  Affairs 
N  EW Me dia  ii  ne  443-6  34  -072 1 


From:  Capra,  Tony  {NBCU  reversal)  [raa i Ito : T n ny . Ca gra@ n bc-u nj .coni ] 

Sent:  Thursday,  May  29,  2014  2:03  PM 
To:  nsapao 

Subject:  Snowden  Email 
Hi 

Can  you  please  send  me  anything  you  have  on  the  release  of  an  Edward  Snowden  related  email. 
Thanks, 

Tony 

Tony  Capra 

Semor  Assignment  Manager 
NSC  News  Washington 
(202)  835-4200 
i  ony.Cau ra@nbcuni.com 


Ap Droved  for  Release  by  MSA  cn 
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■  (b)  (3^-P.L,  36-36 


From: 

Sent: 

To: 

Subject: 


Vines,  Vanee  M 

Thursday,  May  29,  2014  2:06  PM 
'Capra.  Tony  (MBCUniver$al)h;  nsapao 
RE:  Snowden  Email 


Hi.  The  item  is  below.  WeJil  post  more  soon.  Please  stand  by. 


NS  A  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse j  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

### 


l fanee*  Vin$$ 

Rubric  Affairs  Specialist 
MSA  Public  &  Media  Affairs 
NEW«*«***™ Media  sine  443-634-0721 


From:  Capra,  Tony  {NBCUmversal)  fma i Ito :Tu n v . Ca pra@ n be u nj .com ] 

Sent:  Thursday,  May  29,  2014  2:03  PM 
To:  nsapao 

Subject:  Snowden  Email 
Hi, 

Can  you  piease  send  me  anything  you  have  on  the  refease  of  an  Edward  Snowden  related  email 
Thanks, 

Tony 

Tony  Capra  , 

Senior  Assignment  Manager 

NBC  News  Washington 

(202)  BS5-420G 

Tony  C5pra@nbcuni.com 
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From: 

Sent 

To: 

Subject 


Vines,  Vanes  M 

Thursday,  May  29,  2014  1:56  PM 
'Lorenzo  Francesch  i  -Bicch  [erai'-i  nsapao 
RE:  Snowden  email 


{ft)  (3)-f*l*  06-36 


Hi.  The  item  is  below.  We'll  post  more  soon.  Please  stand  by. 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  Question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have'  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  Rny 
engagements  related  to  his  claims. 

tittn 


Vanes'  Vines 

Public  Affairs  Specialist 

NSA  Public  ft  Media  Affairs 

NEW**‘"™*“**  Media  line:  443-634-0721 


From:  Lorenzo  France schl- Biochie ra i ' fmailto : I orenzo@mas hab le.com j 
Sent:  Thursday,  May  29,  2014  X: 55  PM 
To:  Vines,  Vanee  M;  nsapao 
Subject:  Snowden  email 

Hoy  Vance, 

1  saw  someone  tweeting  an  alleged  statement  from  the  NSA  regarding  an  email  Snowden  sent  to  the  agency's 
General  Counsel.  Could  you  send  me  the  statement  as  well?  Just  checking  if  the  one  being  circulated  ss  true. 

Will  you  release  the  email? 

Thanks! 


■"  fb)  (6) 

Lorenzo  Franceschi-Bicchierai 

Maskable  L  S  &  World  Reporter 
i  0  ru?  i  a  s  h_ah  le.com  1  ore  n  gofb  u  1  n  a  i  i .  e  om 
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(b)  (6) 


DOCID:  4228720 


(b)  (3)-F.L.  86-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


Hi.  The  item  is  below.  Well  post  more  soon.  Please  stand  by. 


Vines:  Vanee  M 

Thursday,  May  29  2014  1:49  PM 
'S^rn  Stein1 

DL  P  AO  Media;  nsapao 
RE:  snowden  email 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted-  The  e-mail  wilf  be  released  later  today. 

There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  his  claims. 


Venee'  Vines 

Pub!ic  Affairs  Specialist 

NSA  Public  &  Media  Affairs 

N EWV * *  * A * 1  ■ *  * 1 Med ia  line  4 43-634 -072 1 


From:  Sam  Stein  f  ma  i  I  to :  samstei  n@  h  uf  finoton  post.co  m] 

Sent:  Thursday,  May  29,  2014  1:35  PM 
To:  Hayden,  Caitlin 

Cc:  DLPAOMedia  .  <6J 

Subject?  Re:  snowden  email 

thanks  Caitlin! 


On  Thu,  May  29,  2034  at  i  :3 1  PM,  Hayden,  Caitlin  4 


wrote: 


Sarc.:  I  ve  plumed  ir  NSA  for  you. 


From:  Sam  Stein  [ maHto :samstein@h uffinatonposLcom] 
Sent:  Thursday,  May  29,  2014  1:24  PM 
To:.  Hayden,  Caitlin 
Subject:  Re:  snowden  email 


gotchya,  thanks 


1 
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On  Thu,  May  29, 20)4  at  1:22  PM,  Hayden,  Caillin  A 


wrote: 


NSA  is.  Refer  you  there. 


tb>  (5} 


From:  Sam  Stein  r ma ilto : sarnstei.^1  h  jf ft n aton post. co m  1 
Sent:  Thursday,  May  29,  2014  1:21  PM 
To:  Hayden,  Caitlin 
Subject;  Snowden  email 


you're  ret  casing  the  one  he  sent  lo  the  counsel?  i  read  that  on  the  twitters 


Sant  Stem 

Senior  Politics  Editor 
Buffington  Post 


Subscribe  to  Hn 


TPosl  Hill:  http T/hu  IT. to/d b6nlO 


(6J 


Sam  Stein 

Senior  Politics  Editor 
1  iuftmaton  Post 


Subscribe  to  HuffPost  Hill:  iitip;Mtufhto/db6n  iO 


Satn  Stein 

Senior  Politics  Editor 
Huffington  Post 


2 


(b)  {6) 


TfOCTD:  422  8720 


Subscribe  to  HuftPost  Hill:  hOo: /V h n J T. loAl b 6 n  i  0 


Sam  Stein 

Senior  Politics  Editor 
HiitTineton  Post 


Subscribe  to  )  luftPost  Hill:  htto://huffJuVdb6niO 


3 


DOCID:  4228721 


fh}  (3) - P-L-  8  6-36 


From: 

Green  Milier.  Marci  L 

Sent: 

Thursdav.  May  29  2014  2  ia  PM 

To: 

1 

Cc: 

nsaoao 

Subject: 

RE.  Snowcren  email  to  NSA 

HI,  The 

item  is  below. 

'■ISA  has  now  explainer  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office 
fit  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  nad  just  completed.  he  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 

abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
addition  a.:  follow -up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

### 


To:  nsapao 

Subject:  Snowden  email  to  NS A 


[6) 


1  understand  that  the  NSA  is  planning  to  release  today  the  email  that  Edward  Snowden  says  he 
sent  to  the  NSA  Office  of  Legal  Counsel  raising  concerns  about  its  legal  interpretations  for 
NSA  spy  programs, 

I  d  like  to  receive  the  email  and  speak  with  someone  there  to  get  more  Information  about  it, 
when  someone  is  available. 

Kim  Zetter 
Senior  Reporter 
Wired 

|  . ” . .  -  -  tbf 

Sent  from  tny  iPhone 


Approved  for  Release  by  NSA  on 
37-28-2015.  FOIA  Case#  78137: 
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(b)  (3)  F.L.  E 6-36 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Marc*  L 
Thursday,  May  29,  2014  2:44  PM 
<coliien@dailydot  com' 
nsapao 

■RE:  Snowden  email  today 


•  he  e  ffldil  and  statement  are  on  IC  on  the  Record  and  will  soon  be  posted  to  nsa-ROv, 
Here: 

http : / /i coni her ecord , tumblr , com/ 
v/r 

Marci  Green  Mi  Her 

NSA  Public  and  Media  Affairs  Office 

44^634-0721 


From:  kcol  I  icrgidaii  vdoi,  com  f  ma  i  I  to:  kcojJier®  daily  dot  .com] 
Sent;  Thursday,  Hay  29,  2014  2:44  PH  ~ 

To::  nsapao 

Subject:  Snowden  email  today 


Hi.  Soon  reports  that  WH  will  today  release  Snowdon's  email  to  NS  A.  If  so,  can  1  be  on  whatever  list  it'll  go  out 
to?  1  hanks! 


Approved  for  Release  by  NSA  on 
37-23-2015.  FOIA  Case  #  78137 


DOCID:  4228723 


(b)  (3)  -iP.L.  66  36 


f  rom:  Vines,  Vanee  M 

S*rtt:  Thursday.  May  £9,  2014  12:27  PM 

Nakashima,  Ellen  M1 
Cc:  nsapao 

Subject:  RE:  Snowden  emails 


ITS  be  right  there. 


Jay's  12:3Q  gaggle,  too. 

Vanee'  Vines 

Public  Af 5  Specialist 

NSA  Public  &  Media  Affairs 

NEW™**"**’"  Med  fa  line  443-634-0721 


From:  Nakashima,  EiFen  M  f  m a i ito :  Erie n .  Na  ka sbirna @ wash pDst.com] 

Sent:  Thursday,  May  29,  2014  11:53  AM 
Tot  Vines,  Vanee  M 
Subject:  Snowden  emails 

Hi  Vanee, 

Jus-t  called.  Several  US  officials  have  described  the  April  2013  email  that  Snowden  sent  to  OGC  after  he  took  his 
USSJD  18  trashing  and  inquiring  about  whether  exec  orders  trump  statutes. 


They  described  the  reply  from  the  attorney  as  no,  EOs  do  not  trump  statutes. 


can  you  release  the  emails?  And  were  there  any  other  emalEs  from  Snowden  to  compliance  officials  or  anyone 
else  raising  questions?  Can  you  call  back  as  soon  as  you're  abFe? 


I'm  on  my  cell  phone 


Thanks, 

Ellen 


Approved  for  Release  by  NSA  on 
37-28-2015.  FQIA  Case#  73137 


L 


DOCID:  4228724 


From; 

Sent: 

To: 

Cc: 

Subject: 


Gorman,  Siobhan  [Stobhan  Gorran®wsj  com] 

Thursday,  May  2014  150  PM 

Green  MiJifrr  Marci  L 

Vines  Vanee  M,  n$apaa:  DL  PAGMedia 

Re?'  Snowden  interview 


ih)  (3) -P.L.  86-36 


Thanks  very  much. 


(c)  -  m 


On  May  29,  2014,  at  1:06  PM,  "Green  Miller,  Marci  L11  cmteree3@nsa.gov>  wrote: 

Hi  Siobhan, 

Separate  from  ycur  questions  but  see  The  below  regarding  the  email  claim 

N5A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to 
the  office  of  General  Counsel  asking  for  an  explanation  of  some  material  that  was 
in  a  training  course  he  had  just  completed,.  The  e-mail  did  not  raise  allegations 
or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed-  There  was  not  additional  follow-up  noted.  The  e- 
mail  will  be  released  later  today. 

■here  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations.  We  have  searched  for  additional 
indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered 
any  engagements  related  to  his  claims. 

ft## 

v/r 

Marc  l  ore ert  Mi  Lie r 

MSA  Public  and  Media  Affairs  Office 

443-634-0721 


5iobhan  Gorman 
intelligence  Correspondent 
The  Waif  Street  Journal 


From:  Vines,  Vanee  M 
Sent:  Wednesday,  May  28r  20  L4  11:57  AM 
To:  iob nan. Go rna n ws j  .com1:  nsapao 
Subject:  Re:  Snowden  interview 

l  don't  have  anything  for  you  at  this  point,  'will  keep  you  posted 


approved  for  Release  by  MSA  on 
37-28-2015.  FOtA  Case  #78137 


DOCID:  4228724 

From:  Gorman,  Siobhan  [mailto:Siobhan.gprman@wsi.coml 
Sent:  Wednesday,  May  28,  2014  11:51  AM 
To:  Vines,  Vanee  M;  nsapao 
Subject:  Snowden  interview 

Hs  Vanee, 


l  realize  its  a  bit  difficult  to  gauge  because  only  bits  of  this  NRC  interview  with  Snowden  have  been 
released,  but  seeking  any  reax  you  have  to  his  discussion  about  his  role  working  as  a  contractor  for  MSA? 
He  s  pushing  back  on  what  he  sees  as  a  government  effort  to  downplay  his  responsibilities.  I  understand 
DIA  fs  issuing  a  denial,  so  we  wanted  to  check  in  with  the  oth^r  agencies  hehs  said  he's  worked  for/with. 

Thanks, 

Siobhan 


Sinbhju  Gofinun 

Iti tell t^cii tit  C 0 1 Kv ynmd cn r 

The  \VLilJ  Strc-cijHbnrn.il. 

I I  I 25  C  u  nn  tel K 13 11  A  Mi  N  \\\  S  i  n  i ,  -  } 


Vt  IMUII^LOIL  tot’ 

[202:  {\s )  1 1 

s  \v\  i  r (filip j  cm a  n  _.sio  I ;;  1 1 


(b) (6) 


2 


DOCID:  4228725 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller  Marci  L 
Thursday  May  29,  2014  2:21  PM 
"Gorman,  Siobharf 

Vines.  Vanee  V;  nsapao,  DL  PAOMedia 
RE  Snowden  interview 


(b }(3}-F.i,t  86-36 


he  email  is  on  the  below  website  now  - 
http: //icon  the  record  ,t_u  m  bir.com/ 

And  will  be  available  on  www.nsa.&ov  shortly. 


From^  Gorman,  Stobhan  f  ma  ■  I  to ;  S  ioo  h  a n  .Gorr  n  an  ©  w  si  .con] 

Sent:  Thursday,  May  29,  20  H  1:50  PM 

To:  Green  Miller,  Hard  L 

Cc:  Vines,  Vanee  M;  nsapao;  DL  PAOMedia 

Subject:  Re:  Snowden  interview 

Thanks  very  much, 


Siobhan  Gorman 
Intelligence  Correspondent 
The  Wall  Street  Journal. 

(202)852-92.33  (w)  f" 

On  May  29,  2014,  at  1:06  PM,  r,Gneen  Miller,  Marti  L1  < m^ree  3@nsa.gov>  wrote: 
Hi  Siobhan, 

Separate  from  your  questions  but  seethe  below  regarding  The  email  daim. 


lb} 


NSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Eduard  Snowden  to 
the  office  of  General  Counsel  asking  for  an  explanation  of  some  material  that  was 
in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise  allegations 
or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office 
of  General  Counsel  addressed.  There  was  not  additional  follow-up  noted.  The  e- 
mail  will  be  released  later  today. 

There  are  numerous  avenues  that  MrT  Snowden  could  have  used  to  raise  other 
concerns  or  whistleblower  allegations,  toe  have  searched  for  additional 
indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered 
any  engagements  related  to  his  claims. 


tin* 


v/r 

Mnrc i  Green  Miller 

NSA  Public  and  Media  Affairs  Office 

443-634-0721 


1 


Approved  for  Release  by  NSA  on 
37-28-2015,  FOIA  Case  #  78137 


DOCID:  4228725 


From;  Vines,  Vanee  M 
Sent:  Wednesday,  May  28,  2014  11:57  A.M 
To;  1 S job h a  -\  Gorm a n £3 wsi . com ' ,  nsapao 
Subject:  Re:  Snowden  interview 

ricmt  have  anything  for  you  at  this  point;  'will  keep  you  posted. 


From:  Gorman,  Siobtian  [ maHto:  S  iobiia n . Gor rna n @wsi . co m  1 
Sent;  Wednesday,  May  28,  2014  11:51  AM 
To:  Vines,  Varree  M;  nsapao 
Subject:  Snowden  interview 

Hi  Vanee, 

i  realize  it's  a  bit  difficult  to  gauge  because  only  bits  of  this  N6C  interview  with  Snowden  have  been 
released,  but  seeking  any  rea*  you  have  to  his  discussion  about  his  role  working  as  a  contractor  for  NSA? 
Hers  pushing  back  on  what  he  sees  as  a  government  effort  to  downpSay  his  responsibilities  I  understand 
DlA  is  issuing  a  denial,  so  we  wanted  to  check  in  with  the  other  agencies  he's  said  he's  worked  for/with. 

Thanks, 

Siofahan 


Sunfohau  Gumi^in 
I  me  itigiri  Lft  Cnrrc^pofi-deiH 
Tht;  \Yn|[  Slri'X't  JrmmaL 
.'25  (  * ; :  1 1  icl  1 1  l:  i  1 1  \  vc. .  N'W  .  S  u  i  r  l1  Hi  K 
W  ::  ■  I LinglOn,  Ofl 

;2'i2j  (w) 

I  Wil  k-f:  :  i  :i,  1 1 


^H>ril:  .1'  i 


"  \h) 


DOCID:  4228726 


From; 

Sent: 

To: 

Cc: 

Subject: 


(b) (3) -P.L-  36-36 


Green  MrNer,  Marci  L 

Thursday,  May29:  20-4  1:06  PM 

Vines,  Vanee  M  'Sioohan  Gormen@wsj.com1;  nsapao 

DL  PAOMedia 

RE'  Snowden  interview 


Hi  S  obban, 

Separate  from  vour  questions  but  see  the  below  regarding  the  email  claim. 

WSA  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  In  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse*  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

ux# 

v/r 

Marti  Green  Miller 

N5A  Public  and  Media  Affairs  Office 

441-63**0721 


From:  Vines,  Vanee  M 
Sent:  Wednesday,  May  28,  2014  11:57  AM 
To:  'Siobhan,Gorman@wsjxcmh;  nsapao 
Subject:  Re:  Snowden  interview 

!  don  1  have  anything  for  you  at  this  point:  ‘will  keep  you  posted. 


From:  Gorman,  Siobhan  f rna ifoo ; Siobhan . Gorma r i \ , com! 

Sent:  Wednesday,  May  28,  2014  11:51  AM 
To:  Vines,  Vance  M;  nsapao 
Subject:  Snowden  interview 

Hi  Vanee, 

!  realize  it's  a  bit  difficuJt  to  gauge  because  only  bits  of  this  NBC  interview  with  Snowden  have  been  released,  but  seeking 
any  rcax  you  have  to  his  discussion  about  his  role  working  as  a  contractor  for  NSA?  He's  pushmg  back  on  what  he  sees  as 
a  government  effort  \o  downplay  his  responsibilities.  I  understand  DIA  is  issuing  a  denial,  so  we  wanted  to  check  in  with 
the  other  agencies  hers  said  he's  worked  tor/with. 

Thanks, 

i  ^proved  for  Release  by  NSA  on 

37-28-2015.  FOIA  Case  #  73137 


DOCID:  4228726 

Siobhan 


Si  i  iblmn  (i  amifiii 
1 11  icJ  li  yrn ce  Got r ca  pun  l] cn  r 
rhc  Vi '.til  S  Cfuel  journal* 

Tu2^  OiiisivtiiLi.il  ,.NW  ^nii-  !iiUJ 

w.i#hi#i£ro(i.  ix  2(?u3«. 

i.2021  .,w)  |  . 

l  wira.i  "  ({V  !j ;(  ji-miLitjiormai) 


(b)  (6) 


t 


l 


DOCID:  4228727 


(b)(3)  P.L.  66-36 


From: 

Sent: 

To: 

Subject: 


Hi..  Statement  below, 


l  he  email  is  on  the  below  website  now  — 


http  ://iconths  recortf  .turn  blr.com/ 


Green  Miller,  Marci  L 
Thursday  May  29  2014  2.22  PM 
Jackson,  David  M'  nsanao 
RE.  USA  Today 


And  w  il  be  available  on  wvyw, nsa.gov  shortly. 


NSA  has  now  explained  that  they  have  found  one  e-mail  inquiry  by  Edward  Snowden  to  the  Office  of  General  Counsel 
asking  for  an  explanation  of  some  material  that  was  in  a  training  course  he  had  just  completed.  The  e-mail  did  not  raise 
allegations  or  concerns  about  wrongdoing  or  abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel 
addressed.  There  was  not  additional  follow-up  noted  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr.  Snowden  could  have  used  to  raise  other  concerns  or  whistleblower  allegations. 
We  have  searched  for  additional  indications  of  outreach  from  him  in  those  areas  and  to  date  have  not  discovered  any 
engagements  related  to  Ns  claims. 

m 


From:  Jackson,  David  M  r  rna  i  I  to :  d  mi  soft  -  usatooey ,  co  rn  1 

Sent:  Thursday,  May  29,  2014  2:19  PM 
To:  nsapao 
Subject:  USA  Today 

This  is  David  Jackson  with  USA  Today 

Can  I  get  a  copy  of  the  Snowden  e-mail  it  is  released? 


Thank  you 


Approved  for  Release  by  NSA  on 
37-28-2015.  FOIA  Case  #  78137 


DOCID:  4228728 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller,  Marci  L 
Thursday,  May  29,  2014  1  01  PM 
Vines.  Vanee  M 
DL  PAOMedia  nsapao 
RE:  warren 


(£>}  {3}-P+L*  86-36 


Hi,  Warren.  Vanee  is  sn  a  meeting  and  asked  that  I  forward  you  the  below 


We  have  rhe  below  in  response  to  your  query. 

NS A  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse,  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed.  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today. 

There  are  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations.  We  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims* 

UUU 

v/r 

Marti  Green  Mi  tier 

MSA  Public  and  Media  Affairs  Office 

443-634-0721 


from:  Wane  A .  Strobe  I  thpmso  n  re  ute  rs .  com  [  ma  i  ito = Wa  r  ren ,  Si  ro  be!  tf-tho  ti  son  re  u  te  rs  .com  ] 

Sent:  Thursday,  May  2%  2014  10:27  AM 
To;  Vines,  Vamee  M 
Subject:  G1  morning 

Vanee:  hope  you  are  well  Can  you  weigh  in  on  this  today,  or  can  someone  in  the  administration? 


http  ■■i,.'www  no  cnews.com/ feat  ure/edward-sr  o  wde  n  -i  nte  rv  i  e  w  /  e  ma  il-s  uppo  rts-sno  wde  n  -da  im  -  he  -guest  io  nerf-  nsa- 
practicesnll7Q86 

Much  thanks 
Warren 

Warren  Strobef 

Diplomatic  Editor,  Washington  Bureau 
Reuters 

+1  202  310  5B60  (work) 

t 


approved  for  Release  bv  NS  A  on 
37-28-2015.  FOIA  Case  #  78137 


DOCID:  4228729 


From: 

Sent: 

To: 

Cc: 

Subject: 


Green  Miller.  Marci  L 
Thursday  May  29.  2014  2  26  PM 
Green  MTrer,  Marci  L.  Vnes,  Vanee  M 
DL  PAOMedia;  nsaoao 
RE:  warren 


(b)  (31  P.Ii.  66-36 


■  he  email  is  on  the  below  website  now  — 


h  tip ;  //i  co  n  { be  re  co  rd  r  uni  0 1  r .  CO  m  / 

And  wl II  he  available  on  www.ns<i-Eov  shortly. 


From:  Green  Miller,  Marti  L 

Sent:  Thursday,  May  29,  2014  1:01  PM 

To:  Vines,  Vanee  M 

Cc:  DL  PAOMedia;  nsapao 

Subject:  RE:  warren 

%  Warren.  Vanee  is  in  a  meeting  and  asked  that  t  forward  you  the  below-. 


We  have  the  below  in  response  to  your  query. 

NS a  has  now  explained  that  they  have  found  one  email  inquiry  by  Edward  Snowden  to  the  office 
of  General  Counsel  asking  for  an  explanation  of  some  material  that  was  in  a  training  course 
he  had  just  completed.  The  e-mail  did  not  raise  allegations  or  concerns  about  wrongdoing  or 
abuse |  but  posed  a  legal  question  that  the  Office  of  General  Counsel  addressed-  There  was  not 
additional  follow-up  noted.  The  e-mail  will  be  released  later  today, 

=here  ere  numerous  avenues  that  Mr,  Snowden  could  have  used  to  raise  other  concerns  or 
whistleblower  allegations,  ke  have  searched  for  additional  indications  of  outreach  from  him 
in  those  areas  and  to  date  have  not  discovered  any  engagements  related  to  his  claims. 

### 

v/r 

Mnrci  Green  Miiier 

MSA  Public  and  Media  Affairs  Office 

443-634-0721 


From:  Warngn,  5trob^]pthQ.mson  neuters  .com  \  ma  ilto :  Wa  non .  Strobei  jrth  om  son  re  u  ters .  com] 

S^nt:  Thursday,  May  29,  2014  10:27  AM 
To:  Vines,  Vanee  M 
Subject:  Cmoming 

Vanee:  hope  you  are  well.  Can  yon  weigh  in  on  this  today,  or  can  someone  in  the  administration? 

,  Approves  for  Release  by  NSA  or  I 

07-28-2015.  FOIA  Csse  #  781371 


DOCID:  4228729 


http://www.nbt  new 5 . com/reatu re/edwarj- 
practiccs-nl  17086 


ano wJen-i nter '-'if: w / § m ail-supports- snowdun  d a i n :  lie  questionec - n sa 


Much  thanks 
Warren 

Warren  Strobel 


Diplomatic  Editor,  Washington  Bureau 
Reuters 

+1  202  310  b  660  f wo  rk ) 

(mobile) 


b:  ( 6 1 
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DOCID:  4228730 


From: 

Sent: 

To: 

Go: 

Subject: 


Green  Mi  ,er  Manet  L 
Thursday,  May  29.  2C14  2:43  PM 
'Sparshoft,  Jeffrey' 
nsapso 

RE  WSJ  re  Snowden  email 


{b  j  (3)  -  P  .  i,  r  m-36 


he  e  mail  and  statement  are  on  IC  on  the  Record  and  will  soon  be  posted  to  nsa.gov. 
Here: 

hTtp : Y /iconth e record . ttimblr ■ com/ 
v/r 

Morci  Green  Miller 

NS  A  Public  and  Media  Affairs  Office 

443-634-0721 


From:  Sparshott,  Jeffrey  f  ma  i  ito :  1  eff  rev  .Spars  r.ott©  wsi .  com  ] 

Sent:  Thursday,  May  29,  2014  2:42  PM 
To:  nsapao 

Subject;  WSJ  ne  Snowden  email 

Hello:  the  White  House  today  said  a  Snovvsen  email(s)  would  be  released  today.  Are  you  able  to  send  to  me? Thank  you, 

Jeffrey  Spars  hot* 

Wall  Street  Journal 


Approved  for  Release  bv  NSA  on' 
37-28-2015.  FOIA  Case  #  76137, 


DOCID:  4228731 


(b)  f3)-P-L.  86-36 


From: 

Sent: 

To: 

Subject: 


Jul'an  Hattem  (j  Pattern  @t,'ieh:lL  corn ] 
Thursday  May  29,  20 14  0.31  AM 
nsapao 

Snowden  oompiaint? 


Good  morning 

In  the  interview  with  NBC  last  night.  Edward  Snowden  said  that  he  had  tiled  formal  complaints  about  his  work 
up  the  chain  of  the  agency,  and  NBC  claims  that  there  is  at  least  one  email  that  seems  to  confirm  that. 
According  to  their  reporting,  he  asked  a  question  about  how  the  agency  had  interpreted  the  law.  Is  tin  at  correct'? 
Does  that  disprove  the  NSA’s  earlier  claim  that  lie  had  never  hroughL  the  matters  to  anyone's  attention1? 

Thank  you 


Julian  Hattcm 
Staff  Writer 
The  Hill 
@jm  hattcm 

Offiys;2tt2.fi2Um 

CeJl: 


tb)  (6) 


Approved  for  Release  by  NSA  on 
37-28-2015.  FOIA  Case#  78137 


DOC ID:  4228732 


(b)  (3; -p. .  .  66-36 


From: 

Sent: 

To: 

Subject: 

Hey  Vanee. 

1  saw  someone  tweeting  an  alleged  statement  from  the  NS  A  regarding  an  email  Snowden  sent  to  the  agency's 
General  Counsel.  Could  you  send  me  the  statement  as  well?  Just  checking  if  the  one  being  circulated  is  true. 

Will  you  release  the  email? 

Thanks! 


Lorenzo  Franceschi-Bicchierai  [lorenzo@mashable.comj 
Thursday  May  29.  2D14  1.55  PM 
Vines,  Vanee  M;  n$apao 
Snowden  email 


Lnreuzo  Fruneeschi-W  icchierai 

Mnshtiblc  US  &  World  Reporter 
rloiaizuh  masliaMc.i  nni  |  I o re n / o fh K 'h  u m a i I , co m 


T  wi  tier:  :V?lunen/oF[; 
Sky pc: 


Encrypted  Phone  £ 


O  I  R:  lore nz.t 1 1  hhn j a b be r.  c c c . J e 


1 


Wickr: 

www.jorenzof.'  cunT 


l 


Approved  for  Release  by  NS  A  on 
37-28-201 S.  FOIA  Case  #78137 


S  u  bject:  S  n  owden  emaif  to  NSA 


I  understand  that  the  USA  is  planning  to  release  today  the  email  that  Edward  Snowden  says  he 
sent  to  the  NS A  Office  of  Legal  Counsel  raising  concerns  about  its  legal  interpretations  for 
NSA  spy  programs. 

I'd  like  to  receive  the  email  and  speak  with  someone  there  to  get  more  information  about  it, 
when  someone  is  available. 

Kim  2etter 
Senior  Reporter 

"(b)  (6) 

Sent  from  my  iPhone 


i 
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DOCID:  4228734 


From: 

Sent: 

To: 

Subject: 


(bl  (3}  -?.  L.  a 6-3 6 


Capra,  Tony  (NSCUniversaiJ  [Tony.Capr3t@lnbcuni.com] 

Thursday,  May  29,  2014  2:03  PM 

nsapaa 

Snowden  Email 


Hi, 

.Can  you  please  send  me  anything  you  have  on  the  release  of  an  Edward  Snowden  related  emaii. 
Thanks, 

Tony 

Tony  Capra 

Senior  Assignment  Manager 
NSC  News  Washington 
(70?)  886-4200 
Tony  C&pra@r.bcuni.com 


t 
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DOCID:  4228735 


(b)  (3) -P.L.  B6-36 


From; 

Sent: 

To: 

Subject; 


K  coifi  er@dai  I  y  dot.  cq  m 
Thursday,  May  29,  2014  2  44  PM 
nsapao 

Snowden  today 


Hi.  Seen  reports  that  WH  will  today  release  Snowdens  email  to  MSA.  If  .so,  can  J  he  on  whatever  list  it'll  go  out 
to?  Thanks! 


Approved  for  Release  by  NSA  on 
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DOCID:  4228736 


from: 

Sent: 

To: 

Subject; 


[. h )  [S)-P .L-  8  6-36 


Sparshott.  Jeffrey  [Jeffrey .SpafShott@wsj.com] 

Thursday,  May  29,  2014  2:42  PM 

nsapao 

WSJ  re  Snowden  err^ii 


HeNo:  The  White  House  today  said  a  Sno  wsen  ema  il(s)  would  be  released  today  Are  you  able  to  send  to  me?  Thank  you, 

Jeffrey  Spa  rshott 
Wall  Street  Journal 


approved  for  Release  by  NBA  on 
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